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II - 3.10 - POLICY ON PROFESSIONAL COMMITMENT OF FACULTY
(Approved by the Board of Regents, November 30, 1989; amended by the Board of Regents, June 27, 2003)

I.   INTRODUCTION

     By accepting an appointment to an institution in the

     University System of Maryland, faculty members make a

     major professional commitment to the institution, its

     students, and the State of Maryland.  Maryland law

     encourages higher education institutions to promote

     economic development in the State and to increase their

     financial resources through arrangements with the

     private and nonprofit sectors, including collaborative

     research and development, commercial application of

     institution-owned intellectual property, and provision

     of technical assistance.  The University System of

     Maryland encourages its faculty to use its expertise in

     serving the economic and social interests of the

     community and the advancement of the academic

     disciplines.

     Faculty members may be expected to contribute to all

     aspects of the mission of the institution, including

     such essential components as teaching, student

     direction, and advisement; research and economic

     development; professional, public, and institutional

     service; and administration.  The distribution of

     assignments will vary greatly from year to year and

     from person to person according to the particular

     talents and interests of the faculty member and the

     needs of the institution and the academic unit as

     determined in consultation with the department chair or

     responsible administrator.

II.  SCOPE AND PURPOSE

     A.   Scope.  This policy applies to all faculty members

          in the University System of Maryland and shall be

          incorporated in the published policies of each

          institution.  By explicit reference, some sections

          of the policy apply only to full-time faculty

          members.

     B.   Purpose.  Recognizing the need for balance among

          personal, institutional, and social missions and

          goals, this policy establishes broad guidelines

          for avoiding conflicts of commitment and requires

          each institution to review or develop procedures

          for handling possible instances of conflict of

          commitment.

     C.   Definition.  A conflict of commitment situation

          arises when outside activities substantially

          interfere with the person’s obligation to

          students, colleagues, or the institution.

III. PROFESSIONAL SERVICES WITHIN THE INSTITUTION

     Full-time faculty members may undertake consulting,

     overload teaching, or professional services within he

     constituent institution during an appointment period

     for a stipend only with the advance written approval of

     the President or designee.

IV.  EXTERNAL COMMITMENTS

     Consulting and other external professional services may

     enhance the reputation of the institution as well as

     the individual, assist in recruiting or placing

     students, apply the expertise developed in its

     academies to the enterprises of the State, and test the

     applicability of theoretical ideas.  Nevertheless, the

     faculty and the institution must remain vigilant to

     ensure that such external services enhance and do not

     detract from a faculty member’s fulfillment of his or

     her responsibilities to the institution.  Therefore,

     external professional services, whether income-

     producing or not, may be undertaken only when it is

     ensured that all responsibilities associated with the

     individual’s faculty position are fully satisfied and

     will continue to be met.

     A.   Professional Services

          1. Within USM or State of Maryland.  Consulting or

            professional services which carry a stipend and are rendered

            to another institution in the University System or another

            State agency in Maryland require the advance written

            approval of the President or designee of the faculty

            member’s institution.

          2. Use of University Resources.  A faculty member may use

            the physical resources of his or her institution in

            connection with consulting or professional services beyond

            routine use of the office, computer, library, and telephone

            only if the institution is reimbursed in accordance with

            prior arrangements, or if such reimbursement is waived by

            the President or designee of the affected institution.

          3. Endorsement Not Implied.  A faculty member shall not

            convey endorsement by the institution or the University

            System of the recommendations or results from his or her

            consulting or professional services.

          4. Protection of Intellectual Property.  No individual

            shall enter into an agreement in the pursuit of consulting

            or professional services which conflicts with the University

            System policy on intellectual property (See Policy IV-3.20)

            without the advance written waiver or consent of the

            Chancellor or designee.

     B.   Teaching Outside the Home Institution.  A full-

          time faculty member, with the advance written

          permission of the President (or designee) of his

          or her institution, may teach a maximum of two

          courses at another institution for extra

          compensation during the individual’s contract

          year.

V.   DISCLOSURE TO PREVENT CONFLICT OF COMMITMENT

     Although external activities may enhance the

     institution and the University System of Maryland, they

     also bring with them the potential for conflicts of

     commitment.  Although some situations carry the

     potential for a conflict of commitment, the faculty

     member and the University may be able to avoid actual

     conflict by careful attention to the individual’s

     assigned institutional responsibilities.  In situations

     that have the potential for conflict, a faculty member

     must confer with the department chair or other

     appropriate administrator and resolve the potential

     conflict according to institutional procedures before

     assuming additional professional responsibilities

     outside the unit.

IV.  IMPLEMENTATION

     A.   Limits of Application to Contract.  Nothing

          contained in this policy shall be construed as

          imposing any obligations on faculty members to the

          institution or to the University System beyond

          those required by law or contract, nor as adding

          any grounds for termination of a faculty

          appointment beyond those stipulated in the

          polities governing faculty appointments, ranks,

          and tenure, as approved by the Board of Regents.

     B.   Procedures at Each Institution.  Each institution

          of the University System of Maryland shall develop

          and publish procedures to implement this policy.

          Such procedures shall include provisions for

          regular reporting by faculty members to the

          institution on all outside professional consulting

          or teaching and substantial external professional

          services, whether paid or unpaid.
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II - 3.10(A) - UMB POLICY ON PROFESSIONAL CONSULTING AND OTHER EXTERNAL PROFESSIONAL ACTIVITIES
(Approved by the President, December 1991)

I. EXTERNAL

Prior approval of professional consulting and other external professional activities is required. Requests for approval should be directed to the dean or designee.

Professional consulting and other external professional activities, whether paid or unpaid, may be undertaken only when it is assured that all responsibilities associated with the individual's position are fully satisfied and will continue to be met. Ordinarily, these activities shall be undertaken only when their performance gives promise of enhancing professional standing of the individual or contributing to the fulfillment of the mission of the institution.

Each faculty member must provide a report for each semester indicating all outside professional consulting and external professional activities provided. These forms must be signed by the faculty member and responsible administrator.

II. INTERNAL

UMB does not have a policy which specifically addresses consulting or professional services rendered within the System.

	IV - 3.20 - UNIVERSITY SYSTEM OF MARYLAND POLICY ON INTELLECTUAL PROPERTY 

(Approved by the Board of Regents, February 8, 2002) 

I. INTRODUCTION
The primary mission of universities is to create, preserve, and disseminate knowledge. When that knowledge takes the form of intellectual property, a university must establish a clear and explicit policy that will protect the interests of both its creators and the university while ensuring that society benefits from the fair and full dissemination of that knowledge. 

II. EFFECTIVE DATE
This policy will be effective on July 1, 2002 (“Effective Date”). It will apply to all intellectual property disclosed to the University on or after July 1, 2002. Intellectual property disclosed to the University prior to the Effective Date will remain subject to the UMS Policy on Patents effective May 31, 1990 or the UMS Policy on Copyrights effective May 31, 1990, unless otherwise agreed by the University and all creators of the intellectual property (or the heir or assignee of any creator’s share of Revenue). 

III. DEFINITIONS
The terms defined in this section are given special meanings in this policy and appear capitalized throughout. 

1. Personnel. All University employees, full-time and parttime, including Student Employees acting within their Scope of Employment; non-employee consultants; visitors; and others using University resources. 

2. Resources Usually and Customarily Provided. All resources provided unless specified otherwise, in advance and in writing, as a condition of using the resource. 

3. Revenue. Consideration paid in cash or equity by a third party in exchange for specific intellectual property rights. Revenue does not include research support in any form (e.g., sponsored research agreements, restricted grants, unrestricted grants, or equity), tuition income, and contract income received by the University including contract income received in lieu of tuition. 

4. Scope of Employment. All activities, related to the field or discipline of the faculty member’s appointment, including the general obligation of a faculty member to teach, to do creative work, and to conduct research, or related to the employment responsibilities of non-faculty Personnel, and for which Personnel receive compensation from the University, where compensation is any consideration, monetary or otherwise, including but not limited to, title and the ability to use University resources. 

5. Sponsored Research Agreements. Grants, contracts, cooperative agreements, and other agreements under which research or development activities will be carried out, or other agreements administered by the University that relate to intellectual property created under the agreement. 

6. Students. Persons enrolled in a University, acting within the course of their academic work, including, but not limited to, undergraduates, graduate and professional students, non-degree students, and not-for-credit students. 

7. Student Employee. A Student who is also a University employee, acting within the Scope of Employment. 

8. University. One of the following: a constituent institution of the University System of Maryland, the University of Maryland Biotechnology Institute, the University of Maryland Center for Environmental Science, or the University System of Maryland Office. 

IV. GENERAL PROVISIONS 

1. Purpose. The purpose of this policy is to set forth the terms, conditions, and procedures whereby the University System of Maryland, Personnel and Students establish and maintain their interests in intellectual property created by or used at USM institutions, taking into account intellectual property laws governing patents, copyrights, trademarks, and other forms of intellectual property. This policy governs the ownership and protection of such property at the University. 

2. Scope of Application. All Personnel and Students shall comply with this policy, as amended from time to time. This policy shall be included in the faculty handbook, as directed in Board of Regents Policy II - 1.00, Section I. B.2. 

3. Protecting University Interests. Personnel and Students may not (1) sign agreements or take any action on behalf of the University unless they are authorized agents of the University, or (2) make unauthorized use of the name of the University. In cases where Personnel or Students take such actions, the University is not bound to honor those actions or agreements. 

4. Acquisition. The University may acquire ownership or use of intellectual property by assignment, license, gift, bequest, or any other legal means. The University shall administer such intellectual property in accordance with this policy unless otherwise required by the terms of the acquisition. 

5. Administration of Intellectual Property which is not University-owned. At the request of the owner, intellectual property not owned by the University may be administered by the University. In such cases this policy shall govern that administration unless the University agrees otherwise in writing. 

6. Sponsored Research 

1. Ownership. Sponsored research agreements shall provide that all intellectual property developed by Personnel or Students under such agreements shall belong to the University; however, the University, on a case-by-case basis (as circumstances warrant, and consistent with applicable private use restrictions e.g., under bond covenants), may agree to assign ownership or licensing rights to the sponsor, subject to the University's right to use and reproduce the intellectual property for research and educational purposes. The University's president or designee shall approve any such agreement. 

2. Federal Sponsorship. Any research project that is funded, in whole or in part, by a federal agency is subject to specific federal statutes and regulations. Those regulations generally allow the University to elect title to any invention that is conceived of or first actually reduced to practice in the performance of federally-funded research with the purpose of commercializing the invention, subject to the government's rights which include reservation of a nonexclusive license to use the invention world-wide for government purposes. 

7. Implementation Authority. The Chancellor shall have the authority and responsibility for implementation and coordination of this policy. Each president shall have the authority and responsibility to implement and coordinate this policy within the president's University. Subject to the other provisions of this policy and applicable law, the presidents may enter into agreements with respect to ownership, licensure, disposition of intellectual property, disposition of royalty income, resolution of disputes, and other matters related to intellectual property in which that University has an interest under this policy, and may register intellectual property; seek protection under copyright, trademark, and/or patent laws; and enforce, defend, manage, and take any action relevant to the institution's intellectual property rights that is necessary for the proper administration of this policy. 

8. COPYRIGHTS 

9. Ownership by Creator. Personnel and Students shall have all rights in copyrights of their work, subject to section V.B. below, with the following exceptions. 

1. Scope of Employment. The University owns all rights in copyright for work produced by non-faculty Personnel within the Scope of Employment. 

2. Sponsored Research Agreements. The University owns all rights in copyright for work produced by Personnel or Students under Sponsored Research Agreements. 

3. Signed agreements. The University owns all rights in copyright for all work as stated in written agreements. 

4. Computer Programs and Software. Ownership of copyrighted software and computer programs is addressed in Section VII. 

5. Technology-mediated Instructional Materials. Ownership and use of technology-mediated instructional materials is addressed in Section VIII. 

10. Right of Use 

1. University rights. The University shall have the right to use and reproduce for research and educational purposes scholarly and original works, whether owned by the University, Personnel, or Students, for which it has provided resources. 

2. Additional Rights. If the University wishes to secure additional rights in copyrighted work, it shall so specify in writing at the time it provides resources beyond Resources Usually and Customarily Provided or other consideration. 

11. Responsibilities of Personnel and Students 

1. Assignment. For work to which the University has or had rights of ownership or use under this policy, Personnel and Students shall, upon request, execute all legal documents designed to assist the University, or its assignees, in proving or benefiting from such rights, as deemed appropriate by the University. 

2. External Collaborations. See Section IV.C and the Policy on Professional Commitment of Faculty, BOR 41.0 II-3.10. 

3. Use of Copyrighted Materials. All Personnel and Students are responsible for complying with University guidelines on the fair use of copyrighted material and for complying with the requirements of copyright law, including obtaining required permissions to use copyrighted material. 

12. Responsibilities of the University 

1. Agreement Regarding Use of Resources Beyond Resources Usually and Customarily Provided. When the University authorizes or directs efforts to create a work or works using University resources beyond Resources Usually and Customarily Provided, it shall enter into a written agreement addressing the extent of use of resources, the schedule for the project (if appropriate), control over the work and its revisions, and ownership of the work. When the work done by Personnel routinely involves resources beyond Resources Usually and Customarily Provided, compliance with this section may be accomplished by including the required terms in an employment agreement. 

2. Sharing of Revenue. The University shall remit to creators or their assignees or heirs, their share of Revenue from copyrights as specified in Section XI.A. of this policy. 

3. Use of Copyrighted Materials. The University shall develop and disseminate guidelines for the use of copyrighted materials. These guidelines should address library and educational fair use as well as fair use exceptions for research and scholarly work. 

VI. PATENTS 

1. Ownership 

1. University Ownership 

1. Within Scope of Employment. The University owns inventions created by Personnel within the Scope of Employment. 

2. Use of University Resources. The University owns inventions created by Personnel, Graduate Students, or Professional Students with the use of University resources. 

3. Signed Agreements. The University owns all inventions made by Personnel or Students under Sponsored Research Agreements and as stated in written agreements. 

2. Creator Ownership 

1. Outside Scope of Employment. Personnel, Graduate Students, and Professional Students own patent rights to inventions conceived and first reduced to practice outside the Scope of Employment and without the use of University resources and not subject to Sponsored Research Agreements or other written agreements 

2. Student Ownership. Undergraduate, non-degree, and not-forcredit Students own inventions they create unless the invention is subject to another provision of this section. 

2. Responsibilities of Personnel and Students 

1. Disclosure. Personnel and Students shall disclose inventions which are subject to University ownership to the president or designee in a timely manner, fully, and in writing. When uncertain about the University's rights, Personnel and Students shall disclose. 

2. External Collaborations. In accord with Section IV.C., Personnel and Students may not: (a) sign patent agreements or other documents (e.g., invention reports, licenses, assignments, Material Transfer Agreements, or Confidential Disclosure Agreements) which abrogate the University's rights; (b) make unauthorized use of the name of the University; or (c) transfer material relating to intellectual property outside the University, except pursuant to a properly authorized Material Transfer Agreement. See also the Policy on Professional Commitment of Faculty, BOR II-3.10. 

3. Assignment. As to an invention in which the University has a right to ownership or use, the inventor, upon request, shall execute promptly all contracts, assignments, waivers or other legal documents necessary to vest in the University, or its assignees, any or all rights to the invention, including assignment of any patents or patent applications relating to the invention. 

3. Responsibilities of University 

1. Timely Evaluation. The University shall evaluate inventions disclosed in accordance with Section VI.B.1) and shall do so with reasonable promptness and in good faith. The University shall decide whether to seek legal protection of its ownership rights, such as filing for patent protection; the scope of patent protection; and whether and how to pursue, limit, or abandon commercialization. The University may at any time decide not to pursue or to abandon the pursuit of patenting and/or commercialization of any invention in which it has an interest. 

2. Timely Information. The University shall inform inventors in a timely manner about substantive decisions regarding protection, commercialization and/or disposition of inventions disclosed in accordance with Section VI.B.1). Terms of agreements which constitute proprietary business information may be treated as confidential by the University in accordance with applicable law. The University shall notify inventors promptly when it decides either not to pursue, or to abandon pursuit of, all efforts to commercialize an invention. 

3. Commercialization by Inventors. The University, at its discretion and consistent with the public interest, may license intellectual property to the inventors on an exclusive or nonexclusive basis. Inventors must demonstrate technical and business capability to commercialize the intellectual property. Agreements with inventors shall be subject to review and approval of conflict of interest issues in accordance with applicable University policy. 

4. Assignment of Ownership. The University may assign ownership to the inventors as allowed by law, subject to the rights of sponsors and to the retention by the University of a license which at a minimum shall grant the University the right to use intellectual property in its internally administered programs of teaching, research, and public service on a perpetual, royaltyfree, non-exclusive basis. The University may retain more than the minimum license rights, and assignment or license may be subject to additional terms and conditions, such as Revenue sharing with the University or reimbursement of the costs of legal protection. The University shall negotiate promptly, upon written request by the inventors, the transfer to the inventors of the University's interest in any invention that it has chosen not to protect or commercialize, subject to any legal obligation to offer its interest to a sponsor, licensee, or another institution with rights to the invention before it can agree to negotiate the transfer of the University's interest in an invention to the inventors. 

5. Sharing of Revenue. The University shall remit to the inventors or their assignees or heirs, their share of Revenue from inventions as specified in Section XI.B. of this policy. 

VII. COMPUTER PROGRAMS AND SOFTWARE 

1. Ownership 

1. University Ownership 

1. Within the Scope of Employment. The University owns computer programs and software created by Personnel within the Scope of Employment. 

2. Use of University Resources. The University owns computer programs and software created by Personnel, graduate Students, or professional Students with the use of University resources. 

3. Signed Agreements. The University owns all computer programs and software created or made by Personnel or Students under Sponsored Research Agreements and as stated in written agreements. 

2. Personnel Ownership 

1. Outside Scope of Employment. Personnel, graduate Students, and professional Students own software and computer programs conceived and first reduced to practice, and/or authored, outside the Scope of Employment and without the use of University resources and not subject to Sponsored Research Agreements or other written agreements. 

2. Student Ownership. Undergraduate, non-degree, and not-forcredit Students own computer programs and software they create unless the computer program or software is subject to another provision of this section. 

2. Responsibilities of Personnel and Students 

1. Disclosure. Personnel and Students shall disclose computer programs and software that are subject to University ownership to the president or designee in a timely manner, fully, and in writing. When uncertain about the University's rights, Personnel and Students shall disclose. Disclosure may include deposit of a digital-time-stamped copy of the software program, with appropriate annotations. 

2. External Collaborations. See Section IV.C. See also the Policy on Professional Commitment of Faculty, BOR II-3.10. 

3. Assignment. As to a computer program or software in which the University has a right to ownership or use, the creator, upon request, shall execute promptly all contracts, assignments, waivers or other legal documents necessary to vest in the University, or its assignees, any or all rights to the computer program or software, including assignment of any patents, copyrights, patent applications, or copyright applications, relating to the work. 

3. Responsibilities of University 

1. Timely Evaluation. The University shall evaluate computer programs and software disclosed in accordance with Section VII.B.1) and shall do so with reasonable promptness and in good faith. The University shall decide whether to seek legal protection of its ownership rights, such as filing for patent protection, the scope of patent protection, and whether and how to pursue, limit, or abandon commercialization. The University may at any time decide not to pursue or to abandon the pursuit of patenting and/or commercialization of any computer program or software in which it has an interest. 

2. Timely Information. The University shall inform creators in a timely manner about substantive decisions regarding protection, commercialization and/or disposition of computer programs or software disclosed in accordance with Section VII.B.1). Terms of agreements which constitute proprietary business information may be treated as confidential by the University in accordance with applicable law. The University shall notify creators promptly when it decides either not to pursue, or to abandon pursuit of, all efforts to commercialize computer programs or software. 

3. Commercialization by Creators. The University, at its discretion and consistent with the public interest, may license intellectual property to the creators on an exclusive or nonexclusive basis. Creators must demonstrate technical and business capability to commercialize the intellectual property. Agreements with creators shall be subject to review and approval of conflict of interest issues in accordance with applicable University policy. 

4. Assignment of Ownership. The University may assign ownership to the creators as allowed by law, subject to the rights of sponsors and to the retention by the University of a license which at a minimum shall grant the University the right to use intellectual property in its internally administered programs of teaching, research, and public service on a perpetual, royaltyfree, non-exclusive basis. The University may retain more than the minimum license rights, and assignment or license may be subject to additional terms and conditions, such as Revenue sharing with the University or reimbursement of the costs of legal protection. The University shall negotiate promptly, upon written request by the creators, the transfer to the creators of the University's interest in any computer program or software that it has chosen not to protect or commercialize, subject to any legal obligation to offer its interest to a sponsor, licensee, or another institution with rights to the intellectual property before it can agree to negotiate the transfer of the University's interest in intellectual property to the creators. 

5. Sharing of Revenue. The University shall remit to the creators or their assignees or heirs, their share of Revenue from computer programs or software as specified in Section XI.B. of this policy. 

VIII. TECHNOLOGY-MEDIATED INSTRUCTIONAL MATERIALS. 

If the University determines that Section VII. is inadequate to cover technology-mediated instructional materials, in whole or in part, the University shall insert its own policy statement in this section. This policy must be consistent with the provisions of Section VII above and must be based on the University's mission and must define technology-mediated instruction and technology-mediated instructional materials, specify ownership rights and responsibilities for reporting by Personnel and Students, describe how materials may be protected and commercialized, specify how costs and Revenue will be allocated, and describe conditions attached to use of work prepared for technology-mediated instruction by Personnel and Students. If the University elects not to have a separate policy statement, this section will say explicitly that Section VII applies to technology-mediated instructional materials. 

IX. OTHER TYPES OF INTELLECTUAL PROPERTY 

1. Tangible Research Property. The principles in Section VI. that apply to inventions and patents also apply to tangible research property. 

2. Mask Works. The principles in Section VI. that apply to inventions and patents also apply to mask works. 

3. Plant Varieties. The University owns and may protect or commercialize plant varieties according to the principles of Section VI. 

4. Trademarks, Service Marks, and Trade Dress. Trademarks, service marks, and trade dress may be created in association with an underlying license for another form of intellectual property, such as a patent or a plant variety (“associated with other intellectual property”), or independently, such as a university logo or symbol (“independently created”). 

1. Associated with Other Intellectual Property. The University owns a trademark, service mark or trade dress if it is associated with other intellectual property owned by the University. 

2. Independently Created. The University owns trademarks, service marks, and trade dress that are independently created by Personnel within the Scope of Employment unless the University agrees otherwise in writing. 

3. Commercialization. The University may commercialize or license its trademarks, service marks, and trade dress. 

4. Registration. The president or designee shall approve registration of trademarks or service marks, at the state or federal level. 

5. INTERINSTITUTIONAL AGREEMENTS 

5. Joint Appointments and Affiliations. This section applies 

when an individual has an appointment in and receives support for research or creative work from two or more Universities and when a Student or Student Employee is earning a degree in one University but doing research or creative work in another. 

1. Ownership. When more than one University can claim ownership to intellectual property under this policy, they own it jointly. 

2. Management Agreements. Universities that are or may become joint owners of intellectual property shall enter into agreements stating which University will be responsible for management of the intellectual property. Universities are encouraged to negotiate standard agreements whenever possible. 

1. Terms to be Addressed. The agreements shall state which institution will be responsible for prosecution of patent applications or other forms of intellectual property protection, which institution will license the intellectual property, how expenses and deductions from Revenue will be allocated, and how institutional net revenue will be shared. The distribution of each University's share of Net Revenue, Project Specific Costs, and General Costs shall be addressed in the management agreement. 

2. Student Requirements. With regard to Students and Student Employees, agreements shall specify whether the degree-granting University or the supporting University will be responsible for managing intellectual property they create when that property is subject to University ownership. 

3. Responsibilities of Managing University. The University managing intellectual property under an agreement shall promptly inform the other University or Universities about steps taken with regard to ownership. Such information shall include at minimum copies of the invention disclosure form, documents associated with filing for statutory protection, assignment of rights, and license agreements. If the managing University decides not to proceed, the other owning University or Universities shall have the right to assume responsibility as the managing University. 

4. Distribution of Revenue. The managing University shall distribute Revenue to the creators and share net revenue in all cases according to Section XI. 

5. Disputes. A president may ask the Chancellor to intercede if the Universities are unable to reach agreement or differ in their interpretation of an agreement. The Chancellor’s decision shall be final and binding on all parties. 

6. Joint Creators. This section applies when Personnel or 

Students from two or more Universities collaborate. 

1. Early Notification. As soon as collaborators from different Universities recognize that their efforts have resulted in, or are likely to result in, the creation of intellectual property subject to this policy, they shall inform their respective Universities that an agreement is needed. 

2. Agreements Govern. Signed agreements between Universities shall determine ownership of intellectual property, responsibility for managing it, and distribution of expenses and Revenue resulting from its development. Universities whose Personnel or Students are engaged in frequent collaboration are encouraged to negotiate standard agreements within the framework of this policy. 

3. Disputes. A president may ask the Chancellor to intercede if the Universities are unable to reach agreement or differ in their interpretation of the agreement. The Chancellor’s decision shall be final and binding on all parties. 

XI. REVENUE SHARING
Unless otherwise agreed to in writing by the creators of a work or inventors of an invention, each named creator or inventor shall receive equal shares of net Revenue. 

1. Copyrights. The University shall share with creators Revenue it receives from copyrights of their work, subject to certain exceptions. 

1. Exceptions 

1. Scope of Employment. Revenue generated from work produced by non-faculty Personnel within the Scope of Employment is excluded from sharing. However, the University may elect, by written agreement or University policy, to pay up to fifty percent of net Revenue to such non-faculty Personnel. 

2. Contract. When a third party contract dictates apportionment of Revenue different from that specified in this policy, the terms of the contract govern. 

3. Equity. Equity shall be distributed in accord with Section XI.G. 

4. Technology-mediated Instructional Materials. University policy adopted to fulfill Section VIII may exclude some or all Revenue from sharing. 

2. Deductions from Revenue. The University shall make the following deductions from Revenue before distributing net Revenue (Section XI.A.3). 

1. Creators' Share. First, ten percent of Revenue shall be distributed among the creators of the work until the cumulative total reaches the limit set pursuant to this paragraph that was in effect during the fiscal year in which the University first received Revenue. The limit in FY2003 is $10,000 to be shared among the inventors. The Chancellor shall establish a new limit for each succeeding fiscal year by adjusting the previous year's limit by an amount reflecting the change in the Consumer Price Index during the last calendar year completed, rounded to the nearest $100. 

2. General Costs. Second, the University will deduct 30% of Revenue to cover the general cost of developing, obtaining, managing, and defending creative works, unless otherwise agreed to by the University and creators, in writing. 

3. Project Specific Costs. Third, the remaining 60% of the Revenue received from a work shall be applied to reimburse any specific, incremental expenses incurred by the University in obtaining and maintaining the copyright, and in developing, marketing, licensing, and defending the work. After reimbursement of the University’s expenses, Revenue may be used to reimburse costs incurred by creators on behalf of their own works but only if the University had authorized such expenses in advance in writing. 

4. Residual Creators' Share. Fourth, after project specific costs have been paid in full, any remaining Revenue shall go to the creators until the threshold dollar amount has been paid, as specified above in Section XI.A.2)a). 

3. Distribution of Net Revenue. Net Revenue is the revenue remaining after deductions under XI.A.2. 

1. Creators' Share. The University shall distribute among the creators fifty percent (50%) of the net Revenue it receives from their creative work unless applicable laws, regulations, provisions of grants or contracts, or signed agreements with creators provide otherwise. 

2. University's Share. The University shall receive 50% of the net Revenue. Each University shall establish guidelines for the use of its share of the net Revenue. Net Revenue received on account of copyrighted work shall be dedicated to research, scholarship, creative work, and related academic activities. 

4. Timely Distribution. The University shall distribute accrued Revenue due creators under this policy at least annually. Distribution will be made along with a statement of related income and expenses. 

2. Patents and Computer Programs and Software. The University 

shall share with inventors or creators Revenue it receives from their inventions or creations as provided in this section. 

1. Exceptions 

1. Contract. When a third party contract dictates apportionment of Revenue different from that specified in this policy, the terms of the agreement govern. 

2. Equity. Equity shall be distributed in accord with Section XI.G. 

2. Deductions from Revenue. The University shall make the following deductions from Revenue before distributing net Revenue (Section XI.B.3). 

1. Creators' or Inventors' Share. First, ten percent of Revenue shall be distributed among the creators or inventors until the cumulative total reaches the limit set pursuant to this paragraph that was in effect during the fiscal year in which the University first received Revenue. The limit in FY2003 is $10,000 to be shared among the inventors or creators. The Chancellor shall establish a new limit for each succeeding fiscal year by adjusting the previous year's limit by an amount reflecting the change in the Consumer Price Index during the last calendar year completed, rounded to the nearest $100. 

2. General Costs. Second, the University shall deduct 30% of Revenue to cover the general cost of developing, obtaining, managing, and defending inventions or creative work, unless otherwise agreed to by inventors or creators and the University, in writing. 

3. Project Specific Costs. Third, the remaining 60% of Revenue received from a creative work, patent, or invention shall be applied to reimburse any specific, incremental expenses incurred by the University in obtaining and maintaining the patent and in developing, marketing, licensing, and defending the patent or licensable invention or creative work. After reimbursement of the University’s expenses, Revenue may be used to reimburse costs incurred by inventors or creators on behalf of their own works but only if the University had authorized such expenses in advance in writing. 

4. Residual Creators' Share. Fourth, after project specific costs have been paid in full, any remaining Revenue shall go to the creators until the threshold dollar amount has been paid, as specified above in Section XI.B.2)a). 

3. Distribution of Net Revenue. Net Revenue is the Revenue remaining after deductions under XI.B.2. 

1. Creators' Share. The University shall distribute among the inventors or creators fifty percent (50%) of the net Revenue it receives from their inventions or creations unless applicable laws, regulations, provisions of grants or contracts, or signed agreements with inventors or creators provide otherwise. 

2. University's Share. The University shall receive 50% of the net Revenue. Each University shall establish guidelines for the use of its share of the net Revenue. Net Revenue received on account of an invention shall be dedicated to research and to the promotion of patenting and patents. 

4. Timely Distribution. The University shall distribute Revenue due creators under this policy at least annually. Distribution will be made along with a statement of related income and expenses. 

3. Tangible Research Property, Mask Works, and Plant Varieties. 

When tangible research property, mask works, or plant varieties are licensed, Revenue shall be distributed in the same manner that Revenue is distributed under Section XI.B. 

4. Trademarks, Service Marks, and Trade Dress 

1. Creators' Share 

1. Associated with Other Intellectual Property. Revenue received from commercialization of a trademark, service mark, or trade dress that is related to an intellectual property license shall be shared with creators of the trademark, service mark, or trade dress, as specified in Section XI.B. 

2. Independently-created trademark, service mark, or trade dress. Except as provided herein or unless subject to prior written agreement between the creators and the University, the University will not share the Revenue from commercialization of a trademark, service mark, or trade dress with the individuals who created the trademark, service mark, or trade dress. 

2. University Ownership. Revenue received from commercialization of a trademark, service mark, or trade dress licensed independently and not directly related to another form of intellectual property license shall not be shared and shall belong to the University. 

5. Joint Appointment. In situations covered by section X., 

the University's share of net Revenue shall be divided equally among the Universities or as otherwise provided by written agreement. 

6. Joint Creators. If joint creators are from different Universities, the University's share of net Revenue shall be divided equally unless determined by signed agreements as provided in Section X.B.2. 

7. Equity 

1. Issuance of Shares. Equity may be issued separately to the University and the inventors or creators. 

2. Distribution of Shares. Equity in a commercial venture received as consideration for intellectual property rights shall be shared equally between the University and the creators, unless a different distribution is negotiated in an agreement signed by the University and the creators of the relevant intellectual property. 

3. Timely Distribution. When the University receives all shares directly, as soon as practicable after the University receives equity, and subject to the creators receiving any conflict of interest exemptions that must be granted and complying with any conditions for those exemptions, the University shall transfer equity shares to the creators. The University and creators shall have independence in their exercise of equity holder privileges within the constraints of law, policy, specific exemption under Maryland law from the State Ethics Law, and contractual agreements. 

4. Unqualified Persons. Personnel or Students not qualified to hold the equity under applicable law shall designate a qualified person to receive the equity. If no designee is named within thirty days of a written request by the University to do so, the right to a share of the equity shall be forfeited to the University. 

XII. ADMINISTRATION 

1. Implementation Options. Each University shall elect one of the following options for implementing this policy: 

1. Adoption. Adopt the USM policy including the requirements in XII.B., below; 

2. Modification. Modify the USM policy, retaining the requirements in XII.B., below, to reflect the unique needs of the University based on its mission; 

2. University Implementation. Each University shall develop 

procedures for implementing this policy that: 

1. establish the University's policy on technology-mediated instructional materials, as required in Section VIII.; 

2. establish guidelines for use of materials protected by copyright, as required by Section V.C.3); 

3. establish guidelines for use of the University's share of net Revenue within the University, as required by Sections XI.A.3)b) and XI.B.3)b); 

4. designate an initial point of contact for intellectual property issues; 

5. publicize and make available the University policy and implementation procedures; 

6. provide the Chancellor with a copy of the University's policy for approval prior to initial adoption as well as prior to any subsequent revision (Until such time as the Chancellor provides written approval of the initial University document, this USM document shall apply to the University. Subsequent revisions shall not go into effect until approved by the Chancellor in writing.); 

7. provide the Chancellor with a copy of the University's implementation procedures for the record. 

3. Authority to Subcontract. The University may enter into 

contracts with third parties in connection with the development, administration, and protection of its intellectual property. 

4. Special Cases. 

1. Issues not addressed. The Board of Regents recognizes that special cases will arise that are not specifically covered by this policy. In such cases, Presidents may make a decision on how to proceed and report that decision to the Chancellor. Alternatively, the President may submit such cases to the Chancellor or designee for resolution. All decisions on such cases shall be reported to the Intellectual Property Committee, which will take them into account in its annual review of this policy. 2) Policy waivers. Only the Chancellor may waive any provision of the USM Policy or of any University’s approved policy on intellectual property. All decisions concerning waiver shall be reported to the Intellectual Property Committee and to the Board of Regents. 

5. USM Intellectual Property Committee 

1. Membership. The Chancellor shall appoint one representative from each institution from nominees submitted by the presidents. The Chancellor will assure that faculty members constitute a significant proportion of the membership and that representatives of technology transfer offices shall routinely meet with the Committee. Members shall serve a three-year term. No voting member may serve more than two consecutive terms. The Vice Chancellor for Academic Affairs shall chair the Committee, without a vote. 

2. Responsibilities. The Committee shall advise the Chancellor on intellectual property matters. It shall convene at least once each academic year to review this policy and may recommend revisions to the policy. The Committee shall also meet at the call of the Chair. A University president or the Chancellor may refer to the Committee for its recommendations to the Chancellor matters relating to this policy, including relevant matters not addressed by the policy, and suggestions for revisions. The Chancellor may ask the Committee for advice on the resolution of disputes over intellectual property. 

3. Creator's Right to Participate. Whenever the Committee considers this policy's application in order to advise the Chancellor about a specific work, Personnel or Students who created the work or their representative may make a written presentation and an oral presentation to the Committee. 

XIII. REPORTING

Each University president shall report annually to the Chancellor and the Board of Regents on intellectual property activity at the University. The report, in a format to be determined by the Chancellor, shall include data for the preceding year on disclosures, patent applications, patent awards, licenses, and start-up companies, distinguishing when appropriate between Maryland-based companies and those outside of the State. The report shall also include data on revenue and expenditures associated with the University’s technology transfer function. 

(This policy replaces USM IV-3.00 Policy on Patents and USM IV- 3.10 Policy on Copyrights in their entirety.) Glossary (This section is provided for information only. It is not part of the policy.) 

Commercial venture - a start-up company, limited partnership, joint venture or any other entity that has obtained an option or a license to university technology. 

Confidential Disclosure Agreement - An agreement or section of an agreement that prevents parties to the agreement from releasing knowledge or information without the other's permission. 

Copyright - The intangible property right granted by statute for an original work fixed in a tangible means of expression. A copyright provides the owner with the following exclusive rights over a work: to reproduce, to prepare derivative works, to distribute, to perform publicly, and to display publicly. Copyright comes into existence immediately at the time the work is fixed in a tangible means of expression. 

Creative works - "Original works of authorship" that are fixed in a tangible form of expression that may be protected by copyright. The fixation need not be directly perceptible so long as it may be communicated with the aid of a machine or device. Copyrightable works include the following categories: (1) literary works; (2) musical works, including any accompanying words; (3) dramatic works, including any accompanying music; (4) pantomimes and choreographic works; (5) pictorial, graphic, and sculptural works; (6) motion pictures and other audiovisual works; (7) sound recordings; and (8) architectural works. 

Creator - Refers to an individual or group of individuals who make, conceive, reduce to practice, or otherwise make a substantive intellectual contribution to the creation of intellectual property. "Creator" follows the definition of "inventor" used in U.S. patent law and the definition of "author" used in the U.S. Copyright Act. 

Disclose - Formally record the essence of a potentially patentable concept, the circumstances in which it was conceived, the persons participating in the invention, and the steps taken to reduce it to practice, if applicable, in accord with the requirements of U.S. patent law for establishing precedence 

Equity or equity shares - Shares of common or preferred stock, warrants, options, convertible instruments, units of a limited partnership, or any other instruments conveying ownership interest in a commercial venture, or options or rights to purchase an ownership interest. 

First sale - The principle that gives the purchaser of a copyrighted work the right, among other things, to lend it to others. 

Intellectual property - The intangible value developed by human creativity that is protected by the legal mechanisms of patents, trademarks, copyrights, service marks, trade secrets, mask works, and plant variety protection certificates. Rights derived from legislation include ownership and disposition, including commercialization. Intellectual property encompasses inventions, discoveries, know-how, show-how, processes, unique materials, copyrightable works, original data, and other creative or artistic works that have value. It also includes the physical embodiments of intellectual effort such as models, machines, devices, designs, apparatus, instrumentation, circuits, computer programs and visualizations, biological materials, chemicals, other compositions or matter, plants, and records of research. 

Invention - any discovery which is or may be patentable or which may be commercially licensable. 

License - A contract in which an intellectual property owner grants permission to exercise one or more of the rights that an owner holds. 

Mask work - A series of related images representing a predetermined, three-dimensional pattern of metallic, insulating, or semiconducting layers of a semiconductor chip product. 

Material Transfer Agreement - A contract covering transfer of physical possession and use of tangible research property into or out of the university. 

Patent (U.S. only) - The intangible property right to exclude others from making, using, offering for sale, or selling the invention in the United States or importing the invention into the United States. In order to obtain patent protection, an invention must be useful, novel and unobvious. 

Plant variety protection certificate - Registration under the Plant Variety Act of 1970 that protects sexually propagated cultivars that are distinctive, uniform and true-breeding. 

Royalty - Payment made to an owner of intellectual property for the privilege of practicing a right held by the owner of the intellectual property under applicable law 

Tangible research property - Includes the physical embodiments of intellectual effort such as models, machines, devices, designs, apparatus, instrumentation, circuits, computer programs and visualizations, biological materials, chemicals, other compositions of matter, plants, and records of research. Tangible research property is distinct from intangible properties such as patents, trademarks, copyrights, service marks, trade secrets, mask works, and plant variety protection certificates. Individual items of tangible research property may be associated with one or more intangible properties. 

Trade dress - Distinctive and unique packaging, color combinations, building designs, product styles, and overall presentations identifying the source, product, producer, or distributor of goods and services where the appearance distinguishes the product or business from other similar products or businesses but is not distinctive or specific enough to be considered a trademark. 

Trademarks and service marks - Distinctive words or graphic symbols identifying the source, product, producer, or distributor of goods and services. 
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IV - 2.10(A) - UMB POLICY ON HUMAN SUBJECTS RESEARCH

Approved by President, UMB - November 11, 2005 

1. Protection of the rights and welfare of human subjects of research is a paramount concern for UMB. All research involving human subjects which is carried out by UMB faculty, staff, or students, or by any person using UMB resources, is subject to, and must be carried out consistent with: 

1. Board of Regents Policy IV-2.10, Policy on Human Subjects of Research. 

2. UMB's Federal Wide Assurance concerning protection of human subjects of research: http://medschool.umaryland.edu/orags/hrpo/docs/FWA.pdf 

3. The Policies and Procedures for human subjects research adopted by the Human Research Protections Advisory Committee: http://medschool.umaryland.edu/orags/hrpo/policies.asp 

2. No human subjects research that has not been approved by an Institutional Review Board (IRB) of UMB can be carried out by UMB personnel or by any person using UMB resources. The Institutional Official identified in the FWA (the Vice President for Medical Affairs), or his designee, may approve or disapprove any human subjects research that has been approved by the IRB. Each Dean may approve or disapprove human subjects research involving that Dean's faculty, staff or students which has been approved by the IRB. In making decisions to approve or disapprove research, the Institutional Official and the Deans may take into account any relevant information, including liability concerns, financial costs of research, the best interests of UMB and cooperating institutions involved in research, the best interests of patients and participants in research, and the appearance or existence of institutional or individual conflict of interest. 

3. All officials and other personnel of UMB, including students, shall cooperate with the IRBs of UMB in the review or proposed research, evaluation of research activities, and other functions of the IRBs. No official or other person shall attempt to influence or coerce an IRB or an IRB member. 

4. All personnel of UMB must cooperate with the process of the IRBs in review of human subjects research and all other activities of the IRBs in fulfillment of their responsibilities under University policy, state law, and federal law. 

5. Violations of this Policy will be punished by sanctions up to and including termination of employment or academic dismissal.

III - 1.00 - POLICY ON FACULTY, STUDENT AND INSTITUTIONAL 

RIGHTS AND RESPONSIBILITIES FOR ACADEMIC INTEGRITY 

(Approved by the Board of Regents, November 30, 1989) 

The academic enterprise is characterized by reasoned discussion between student and teacher, a mutual respect for the learning and teaching process, and intellectual honesty in the pursuit of new knowledge. By tradition, students and teachers have certain rights and responsibilities which they bring to the academic community. While the following statements do not imply a contract between the teacher or the institution and the student, they are nevertheless conventions which should be central to the learning and teaching process. 

I. FACULTY RIGHTS AND RESPONSIBILITIES 

1. Faculty members shall share with students and administrators the responsibility for academic integrity. 

2. Faculty members shall enjoy freedom in the classroom to discuss all subject matter reasonably related to the course. In turn, they have the responsibility to encourage free and honest inquiry and expression on the part of students. 

3. Faculty members, consistent with the principles of academic freedom, have the responsibility to present courses that are consistent with their descriptions in the catalog of the institution. In addition, faculty members have the obligation to make students aware of the expectations in the course, the evaluation procedures, and the grading policy. 

4. Faculty members are obligated to evaluate students fairly, equitably, and in a manner appropriate to the course and its objectives. Grades must be assigned without prejudice or bias. 

5. Faculty members shall make all reasonable efforts to prevent the occurrence of academic dishonesty through appropriate design and administration of assignments and examinations, careful safeguarding of course materials and examinations, and regular reassessment of evaluation procedures. 

6. When instances of academic dishonesty are suspected, faculty members shall have the responsibility to see that appropriate action is taken in accordance with institutional regulations. 

II. STUDENT RIGHTS AND RESPONSIBILITIES 

1. Students share with faculty members and the administrators the responsibility for academic integrity. 

2. Students have the right of free and honest inquiry and expression in their courses. In addition, students have the right to know the requirements of their courses and to know the manner in which they will be evaluated and graded. 

3. Students have the obligation to complete the requirements of their courses in the time and manner prescribed and to submit their work for evaluation. 

4. Students have the right to be evaluated fairly, equitably, and in a timely manner appropriate to the course and its objectives. 

5. Students shall not submit as their own work any work which has been prepared by others. Outside assistance in the preparation of this work, such as librarian assistance, tutorial assistance, typing assistance, or such special assistance as may be specified or approved by the appropriate faculty member, is allowed. 

6. Students shall make all reasonable efforts to prevent the occurrence of academic dishonesty. They shall by their own example encourage academic integrity and shall themselves refrain from acts of cheating and plagiarism or other acts of academic dishonesty. 

7. When instances of academic dishonesty are suspected, students shall have the right and responsibility to bring this to the attention of the faculty or other appropriate authority. 

III. INSTITUTIONAL RESPONSIBILITIES 

1. Constituent institutions of the University of Maryland System shall take appropriate measures to foster academic integrity in the classroom. 

2. Each institution shall take steps to define acts of academic dishonesty, to ensure procedures for due process for students accused or suspected of acts of academic dishonesty, and to impose appropriate sanctions on students found to be guilty of acts of academic dishonesty. 

3. Students expelled or suspended for reasons of academic dishonesty by any institution in the University of Maryland System shall not be admissible to any other System institution if expelled, or during any period of suspension. 

Replacement for: BOR I-9.00 

III - 1.10 - POLICY ON MISCONDUCT IN SCHOLARLY WORK 

(Approved by the Board of Regents, November 30, 1989) 

I. POLICY 

The inherent requirement for integrity in the quest for knowledge and in the creation of scholarly and artistic works is fundamental to the academic purpose. Deviations from the proper conduct of scholarly work erode the public's confidence in science, in scholarship and in institutions of higher education. The University of Maryland System expects that the highest ethical standards as well as compliance with public laws and regulations will prevail in the conduct of its activities. The University System considers misconduct in scholarly work by any of its employees a breach of contract. Accordingly: 

1. It is the policy of the University of Maryland System to maintain high ethical standards in science and other scholarly work, to prevent misconduct where possible, and promptly and fairly to evaluate and to resolve instances of alleged or apparent misconduct. 

2. It is the policy of the University of Maryland System to terminate the employment and/or to take other disciplinary action against any individual found guilty of misconduct. 

3. It is the policy of the University of Maryland System to award no degree if misconduct in science or other scholarly work contributed to that degree, and when warranted, to revoke such a degree if misconduct is discovered after its award. 

II. PURPOSE 

This policy is the basis for University of Maryland System procedures and practices designed to instill and to promote the principles of professional integrity, to prevent scholarly misconduct, and to discover and to censure instances of misconduct when they occur. In accordance with this policy, each institution in the System must prepare, implement and publicize policies and procedures appropriate for its unique organization and administration. 

The policy applies primarily to faculty, staff, and student research, scholarly writing, and the creation of works of art. It is not intended to address issues, such as the conduct of students in examinations and in fulfilling course requirements, which are covered by other policies. 



GUIDELINES FOR POLICIES AND PROCEDURES RELATING TO ALLEGATIONS OF MISCONDUCT IN SCHOLARLY WORK 

I. PURPOSE 

It is the purpose of these guidelines to provide institutions in the University of Maryland System a framework for policies, procedures, and practices designed to instill and promote the principles of professional integrity, to prevent scholarly misconduct, and to discover and censure instances of misconduct when they occur. Using these guidelines, each institution in the System must prepare, implement and publicize policies and procedures appropriate for its unique organization and administration. 

These guidelines apply primarily to faculty, staff, and student research, scholarly writing, and the creation of works of art. They are not intended to address issues, such as the conduct of students in examination and in fulfilling course requirements, which are covered by other policies. Neither are they intended to fully address compliance with laws and regulations. These guidelines address compliance only to the extent that it relates to academic integrity. 

II. POLICY 

The inherent requirement for integrity in the quest for knowledge and in the creation of scholarly and artistic works is fundamental to the academic purpose. Deviations from the proper conduct of scholarly work erode the public's confidence in scholarship and in institutions of higher education. The University of Maryland System expects that the highest ethical standards as well as compliance with public laws and regulations will prevail in the conduct of its activities. The University System considers misconduct in scholarly work by any of its employees a breach of contract. Accordingly, institutional policies should include the following statements: 

1. It is the policy of the University of Maryland System to maintain high ethical standards in scholarly work, to prevent misconduct where possible, and promptly and fairly to evaluate and resolve instances of alleged or apparent misconduct. 

2. It is the policy of the University of Maryland System to terminate the employment and/or to take other disciplinary action against any individual found guilty of misconduct. 

3. It is the policy of the University of Maryland System to award no degree if misconduct in scholarly work contributed to that degree, and to revoke such a degree if misconduct is discovered after its award. 

III. PROMOTION OF PROFESSIONAL INTEGRITY 

The policies and procedures for each institution must provide for periodic evaluations of procedures and practices that teach and promote integrity in scholarly work, as well as those practices that may inadvertently provide incentives for misconduct. Evaluations should include, but need not be limited to: 

1. Policies that fix responsibilities for the conduct of research and other scholarly work and that assure adequate supervision or oversight of students and of academic or research teams. 

2. Institutional policies regarding authorship and the acceptance of full responsibility for the work published. 

3. Institutional practices regarding authorship as a criterion for promotion. 

4. Practices that foster openness and enhance awareness and recognition of ethical issues and of responsibilities in the conduct of scholarly work. 

5. Practices that assure adequate orientation of students to ethical issues in academic pursuits and to acceptable techniques in data gathering, record keeping and reporting. 

6. Institutional practices and requirements in regard to recording, retention, and storage of data. 

IV. MISCONDUCT IN SCHOLARLY WORK 

1. It should be emphasized that reporting misconduct in scholarly work is a responsibility shared by everyone at the institution. However, frivolous, mischievous or malicious misrepresentation in alleging misconduct will not be tolerated. 

2. Misconduct in scholarly work may take many forms; these guidelines apply, but are not limited to, the following examples of misconduct: 

1. Falsification of data. Ranging from fabrication to deceptively selective reporting, including the purposeful omission of conflicting data with the intent to falsify results. 

2. Improper experimental manipulation. For example, manipulating experiments to obtain biased data. 

3. Plagiarism. For example, taking credit for an exact copy or the rewritten or rearranged work of another. 

4. Improper assignment of credit. For example, insufficiently or knowingly not citing the work of others, including associates and students, or inadequately identifying the repetition of data or material that appears in more than one publication. 

5. Abuse of confidentiality. For example, improper use of information gained by privileged access, such as information obtained through service on peer review panels and editorial boards. 

6. Deliberate violation of regulations. For example, failure to comply with regulations concerning the use of human subjects, the care of animals, or health and safety of individuals and the environment. 

7. Misappropriation of funds or resources. For example, the misuse of funds for personal gain. 

8. HANDLING ALLEGATION OF MISCONDUCT 

3. Allegations of misconduct in scholarly work may come 

from various sources within and without the institution. It is important that allegations of misconduct be handled expeditiously and that no serious allegations go unheeded. Consequently, each campus must develop specific procedures that define how allegations will be evaluated, what levels of administration will be involved, and what actions will be taken as the result of evaluating an allegation of misconduct. 

4. No decisions regarding the seriousness of an allegation of misconduct should be made by anyone whose personal or professional interests may be involved. Thus, although an allegation may first be reported to a collaborator, a co-worker, a co-author, a faculty advisor, or a team leader, such a close associate must report the allegation to a designated senior official(*) for further action. 

5. The purpose of the evaluation of an allegation is to determine whether there is or is not substantial basis to believe that scholarly misconduct has occurred, and whether formal discharge proceedings or other action with respect to the individual's employment is warranted. 



· - Each institution should designate a specific senior official to receive allegations, and an alternate for instances which may involve a conflict of interest. D. The evaluation of an allegation should be kept 

confidential to the extent possible. Until a conclusion is reached, (i.e., the fact-finding process results in a judgment that there is or is not substance to the allegation) information about the allegation and about the evaluation should be made available only to those who need to know. Generally, those who need to know include the accused, individuals who can provide pertinent information or expert opinions, those conducting the evaluation, and appropriate institutional officials. Thus, institutional procedures should identify levels of administration that need to know. The procedures should identify administrative levels at which evaluations will be conducted, as well as levels at which actions will be taken at the conclusion of evaluations. E. All serious allegations of misconduct must be evaluated 

first by an inquiry, and then, if the inquiry so indicates, by an investigation. The accused must be notified in writing when an inquiry into an allegation of misconduct is being initiated and again when an investigation is being initiated. 

1. Inquiry(*) 

1. An inquiry into an allegation of misconduct should be made by a small committee appointed by the director or president of the institution, or by the director's or the president's designee. 

2. The purpose of an inquiry is to determine whether there is sufficient basis for the allegation to warrant a full investigation. Thus an inquiry need not seek all the relevant information or documentation. 

3. An inquiry may be conducted informally, although records of its findings should be kept to justify its recommendations, and, if no investigation is recommended, to indicate whether the allegation was mischievous. 

4. Institutional procedures should indicate which official should receive and act upon the report of the committee of inquiry. If no investigation is initiated, that official must take appropriate action as indicated under Section VI.B, below. If an investigation is to 



· - Paragraphs 1a-e and 2a-e below are offered as suggested procedures. In any case, these procedures should comply with institutional grievance procedures. 

be initiated, the official shall take or recommend whatever steps are necessary to protect the health and safety of research subjects, students, and colleagues. e. Any respondent in an inquiry is required to cooperate in furnishing materials and responding to questions. 2. Investigation a. An investigation should be initiated as soon as possible after an inquiry indicates the need. It should be conducted by a special committee appointed by the institutional official indicated in Section V.E, 1.d. above. Its membership should be specifically chosen to evaluate the particular allegations under consideration. At least one member should be an individual not primarily associated with the institution. b. The committee may hold hearings and should have the authority, responsibility and resources to collect and consider all of the evidence relevant to the allegation. It should be charged with obtaining expert opinions, if necessary to reach firm conclusions, and to do so by seeking the advice of external experts if that is required to avoid conflicts of interest, or for other appropriate reasons. An investigation must be thorough. It must obtain sufficient evidence to permit the committee to reach a firm decision about the validity of the allegation, or to be sure that further investigation could not alter an inconclusive result. c. An investigating committee should also be charged with recommending specific actions appropriate for the seriousness of its findings. These recommendations should address actions to restore damaged reputations if indicated and should identify specific retractions, disclaimers and announcements necessary to set the record straight. The committee may recommend sanctions if wrongdoing is confirmed. d. If the alleged misconduct involves the performance of research or other scholarly work supported by an external sponsor, the institution must inform the sponsor when an investigation is initiated. The notification should provide sufficient information to satisfy the institution's obligations to the sponsor, but in the interest of protecting reputations that might be unjustly damaged, a detailed report should await the final outcome of the investigation. e. An investigation, once begun, must result in a report to the official cited in Section V E. 1.d. above, whether or not the individual remains at the institution. 

VI. INSTITUTIONAL ACTIONS 

1. At the conclusion of evaluating an allegation of misconduct in scholarly work, the official indicated in Section V.E., 1.d. above, acting on behalf of the institution must take all actions appropriate for the findings. 

2. If misconduct is not confirmed, the person found innocent must be notified promptly. The institution must consider whether a public announcement will be harmful or beneficial in restoring any reputation(s) that may have been damaged. Usually, that decision should rest with the innocently accused. The institution must take disciplinary action when an allegation is found to be mischievous. The institution may find it necessary to reprimand lax supervision, faulty techniques, or inattention to propriety even when willful misconduct is not established. 

3. If misconduct is established, the institution must take action appropriate for the seriousness of the misconduct. If formal termination proceedings are instituted, such proceedings must be in accordance with System and institutional termination policies and procedures. In addition to appropriate sanctions, the institution must do everything it can to set the record straight. This may take the form of public announcements, published retractions and disassociations with published papers, and full reports to external sponsors. 

Replacement for: BOR VII-9.00 and 9.01 

III - 1.10(A) - UMB POLICY AND PROCEDURES CONCERNING MISCONDUCT 
        IN SCHOLARLY WORK 

(Approved by the President, September 1991; revised June, 1997; revised December 1998) 

I. INTRODUCTION 

Integrity in research and scholarly activities is the responsibility of the entire academic community. Scholars work in an environment in which there is an important sense of trust. Published material is assumed to have been obtained during the author's investigations. Falsification or fabrication of such data is intolerable. The University of Maryland, Baltimore ("UMB") (formerly named University of Maryland at Baltimore) is responsible for promoting academic practices that discourage misconduct. Also, it is responsible for developing policies and procedures and for providing the necessary resources for dealing with allegations or other evidence of misconduct in scholarly work. 

All members of the university community--students, staff, faculty, and administrators--share responsibility for developing and maintaining standards to assure ethical conduct of research and detection of abuse of these standards. Fraud or misconduct in carrying out academic activities undermines the integrity of the educational system and the scientific enterprise, and erodes the public trust in the university community to conduct research and communicate results using the highest standards and ethical practices. The responsibility to prevent and detect misconduct, however, must be assumed without creating an atmosphere that discourages the openness and creativity which are vital to scholarship and the research enterprise. 

The Board of Regents of the University System of Maryland ("System") (formerly named the University of Maryland System) has adopted a "University of Maryland System Policy on Misconduct in Scholarly Work" (the "Misconduct Policy"), approved November 30, 1989, and "Guidelines for Policies and Procedures Relating to Allegations of Misconduct in Scholarly Work" (the "Guidelines"). Under the System's policies stated in the Misconduct Policy, misconduct in scholarly work by any System employee is a breach of contract. Furthermore, misconduct in scholarly work by others associated with UMB (e.g., graduate students, volunteer faculty) will not be tolerated. It is the policy of UMB, as it is the policy of the System: 

A. To maintain high ethical standards in science and other scholarly work, to prevent Academic Misconduct where possible, and to evaluate and to resolve promptly and fairly instances of alleged or apparent Academic Misconduct. 

B. To take disciplinary action, which may include the termination of employment, against any individual found guilty of Academic Misconduct. 

C. To award no degree if Academic Misconduct in science or other scholarly work contributed to that degree, and, when warranted, to revoke such a degree if Academic Misconduct is discovered after its award. 

The Policy and Procedures presented in this document affirm the Misconduct Policy, which charges UMB to prepare, implement and publicize appropriate policies and procedures intended to instill and to promote the principles of professional integrity, to prevent scholarly misconduct, and to discover and to deal with instances of scholarly misconduct if they occur. This policy (the "Policy") and the following procedures (the "Procedures" or "these Procedures") will apply to the investigation and resolution of alleged instances of Academic Misconduct. 

The Policy and the Procedures apply primarily to faculty, staff and post-baccalaureate student research, scholarly writing, and the creation of works of art. They are not intended to address issues, such as the conduct of students in examinations and in fulfilling course requirements, which are covered by other policies. They are not intended to set up an alternative to existing procedures for resolving fiscal improprieties, issues concerning the ethical treatment of human or animal subjects, or criminal matters. 

These Procedures replace all other prior and existing policies and procedures of UMB for the handling of Academic Misconduct not excepted above. 

The scope of this Policy and these Procedures is not limited to matters related to externally sponsored research but covers all research and scholarly activity, regardless of source of support. The Procedures are intended to comply with any and all federal regulations as pertinent to a specific case (including, but not limited to, the Public Health Service Regulations and Assurances, 42 CFR, Part 50, Subpart A), may be modified as required by law, and apply to all individuals who may be involved with a research project supported by the Public Health Service or in making an application for PHS funding, as well as all other members of the UMB scientific community. 

II. DEFINITIONS 

As used in the Procedures: 

A. The following terms established as defined terms in Part I have the meanings indicated in that Part: 

1. "Misconduct Policy" 

2. "Guidelines" 

3. "Policy" 

4. UMB Misconduct "Procedures" 

5. "UMB" 

B. "Complainant" means the individual or individuals making allegations of Academic Misconduct. 

C. "Due Process" means the procedural guarantees granted to the Respondent during each stage of the Procedures, from the initial allegation to the final resolution of the charges. Specifically, the Respondent: 

1. must be notified in writing of the specific allegation being considered under these Procedures, as set forth in Section IV herein; 

2. must be given reasonable time to respond to the allegations at the Inquiry stage and to prepare a defense to the allegations at the Investigation stage; 

3. must be permitted an opportunity to participate in the Inquiry and Investigation proceedings as outlined herein; 

4. must be given access to documents, reports, summaries of witness statements, and other evidence upon which the allegations of Academic Misconduct are based; 

5. has the right to consult with counsel; 

6. has the right to a decision based exclusively on the evidence presented; 

7. has the right to a written statement of the decision and of the reasons for the decision, including the evidence relied upon for the decision. 

D. "Inquiry" means information gathering and initial fact finding to determine whether an allegation or apparent instance of Academic Misconduct warrants an Investigation. 

E. "Investigation" means the formal examination and evaluation of all relevant facts to determine if Academic Misconduct has occurred and its extent. 

F. "Academic Misconduct" or "misconduct in scholarly work" means fabrication, falsification, plagiarism, or other practices that seriously deviate from those that are commonly accepted within the scientific community for proposing, conducting, or reporting research or other scholarly work. Academic Misconduct also includes any form of behavior, including the making of allegations that involve frivolous, mischievous or malicious misrepresentation, whereby one's work or the work of others is seriously misrepresented. Academic Misconduct may take numerous forms including, but not limited to, those listed in Section X, below. Academic Misconduct does not include honest error or honest differences in interpretations or judgments of data. 

G. "President" means the President, UMB. 

H. "Respondent" means the individual(s) against whom an allegation of Academic Misconduct is made. 

I. "Responsible Official" means the officer or academic administrator designated by the President to assume responsibility for carrying out these Procedures with respect to any specific allegation of Academic Misconduct. The Responsible Official normally will be the Vice President for Academic Affairs or the Vice President's designee. 

J. "Senior Academic Administrator" means the concerned dean of a UMB professional school. If the Respondent is associated with more than one professional school at UMB, the President shall specify which of the concerned deans shall act as the Senior Academic Administrator. In cases of actual or apparent conflict of interest, the President may specify a different individual to act as Senior Academic Administrator. 

K. "Vice President" means the Vice President for Academic Affairs, UMB. 

III. PRINCIPLES GOVERNING THE PROCESS FOR
      HANDLING ALLEGATIONS OF ACADEMIC MISCONDUCT 

In the Inquiry and in the Investigation which may follow allegations of Academic Misconduct, UMB shall focus on the substance of the issues and be guided by the following principles: 

A. UMB must undertake examination of any allegation of Academic Misconduct according to these Procedures. 

B. The Respondent shall be granted due process during all stages of the Procedures. However, UMB is responsible for protecting the health and safety of research subjects, patients, students and staff. If, in any stage of the Procedures, there is cause to believe that the immediate health or safety of any of these persons is endangered or that there is a need to protect federal funds or equipment and or individuals affected by the inquiry, or if there is reasonable indication of possible criminal violations, then the PHS Office of Research Integrity ("ORI") will be notified within 24 hours and interim administrative action may be taken by the Senior Academic Administrator or Vice President prior to the conclusion of either the Inquiry or the Investigation. Such action may range from slight restrictions to complete suspension of the Respondent and notification of the research sponsors and will also probably be publicly reported. Appropriate interim administrative action may also be taken to protect federal funds and ensure that the purposes of the federal financial assistance are being carried out. 

C. The evaluation of allegations shall be kept confidential to the maximum extent possible. Unless and until a finding of Academic Misconduct is made by the Senior Academic Administrator, information about the allegations and about the examination of the allegations may be made available only to those who need to know, as determined by the Responsible Official in consultation with the Senior Academic Administrator. Generally, those who need to know include only the Respondent, individuals who are called upon to provide pertinent information or expert opinions, those conducting the evaluation, appropriate institutional officials, counsel, and recipients of reports to federal agencies as required by law. 

D. The integrity of the process must be maintained by painstaking avoidance of conflict of interest and the appearance of conflict of interest. No decisions regarding the seriousness of allegations of Academic Misconduct should be made by anyone whose personal or professional interests may be involved. Thus, although allegations may first be reported to a collaborator, a co-worker, a co-author, a faculty advisor, or a team leader, the allegations must then be reported to the Senior Academic Administrator for further investigation. If a Complainant believes that the Senior Academic Administrator cannot have an impartial involvement in the matter, the person may make the allegations directly to the Vice President or, if the Complainant believes that the Vice President cannot have an impartial involvement, to the President. If conflict of interest on the part of the Senior Academic Administrator or the Vice President is claimed by a Complainant, the President shall make a determination with respect to that claim prior to designating a substitute Senior Academic Administrator and a Responsible Official for the Academic Misconduct allegation. If conflict of interest claims relate to that President, the Chancellor of the System may be requested to designate the president of another System institution to act in lieu of the President. 

E. The Senior Academic Administrator and the Responsible Official, as officials involved in the review process, may not counsel the Complainant or the Respondent. Any questions or concerns of those parties about the UMB procedures will be addressed by a UMB official not involved in the review of the allegation. 

F. The Inquiry and any subsequent Investigation should be as expeditious as practical. 

G. Relevant facts ascertained at each stage of these procedures shall be documented in detail, and any material evidence gathered shall be retained as part of the Inquiry or Investigation record. It is a violation of this Policy for any person, including the Complainant and the Respondent, to destroy, remove from UMB, or suppress any documentary evidence or other information in any format relevant to the subject of allegations of Academic Misconduct. 

H. Allegations shall be pursued within the scope of this Policy without regard to whether related civil or criminal proceedings have been initiated or are underway. The Senior Academic Administrator may suspend any Inquiry or Investigation temporarily but is not under obligation to do so, as the academic integrity standards of UMB may differ from standards of behavior imposed by civil and criminal law. 

I. After resolving allegations of Academic Misconduct favorably or unfavorably to the Respondent, the Senior Academic Administrator shall communicate the results of these procedures internally, to all involved individuals, and externally, as appropriate in his determination, to the public, to the sponsors of the relevant research, to scientific and/or professional journals, and to the scientific and professional community. 

J. Even if a Respondent leaves or has left UMB before the examination of the allegations is concluded, the examination will be pursued to its conclusion. 

IV. REPORTING MISCONDUCT: THE INITIATION OF AN
      ALLEGATION OF ACADEMIC MISCONDUCT 

A. Reporting Academic Misconduct in scholarly work is a responsibility shared by everyone at UMB. Frivolous, mischievous or malicious misrepresentation in alleging Academic Misconduct to UMB or other persons or entities will not be tolerated and will be subject to sanctions under these Procedures. 

B. Allegations must be reported to the Senior Academic Administrator or the Vice President. If the Complainant believes that both of these parties have a conflict of interest, the allegations may be reported to the President or the University Counsel. 

C. Anonymous allegations are not encouraged. However, anonymous allegations will be acted upon to the extent practical. Anonymity of an individual making allegations cannot be assured. 

D. If allegations under this Policy involve Respondents or Complainants associated with other campuses, centers, or institutes in the System, the Vice President shall meet with a corresponding official of the other unit and agree upon a division of responsibility for administering these Procedures. 

E. If more than one Complainant has brought allegations relating to the same subject matter or underlying facts and circumstances, the allegations may be the subject of a combined inquiry and of combined proceedings under parts V and VI of these Procedures in order to avoid repetitious inquiry and investigation and in order to accomplish expeditious resolution of all pending allegations.

V. INQUIRY PROCEDURES 

The first step of the review process is the Inquiry, which has as its purpose fact finding in an expeditious manner to determine only whether there is sufficient basis for the allegations to warrant a full Investigation, and, if an Investigation is not warranted, to make any other necessary recommendations concerning the disposition of the case. 

A. Consultation with Complainant 

When allegations subject to this Policy have been made, the Responsible Official or the Responsible Official's designee shall provide the Complainant with a copy of this document, shall advise the Complainant of the seriousness of proceedings under this Policy and the possible sanctions for inappropriate allegations of Academic Misconduct, and shall review with the Complainant the policies and procedures to be used in reviewing the allegations. If, following this review, the Complainant wishes to proceed, or the Responsible Official has determined from information gathered that the allegations should be examined regardless of the wishes of the Complainant, the Responsible Official will initiate the Inquiry process. In appropriate cases the Responsible Official will initiate the Inquiry process even if the person originating the allegations does not wish to be identified officially as the Complainant. The Inquiry may be divided into a Preliminary Review and the formal Inquiry, at the discretion of the Responsible Official.

B. Collection of Relevant Materials 

At the outset of the Inquiry, the Responsible Official shall gather all original data and other original records relevant to the issues. It is the responsibility of the Complainant, the Respondent, and others holding relevant materials to provide them upon request. Under the Responsible Official's direction, copies of materials may be made for use of the Complainant and Respondent. Original materials will be available for use and examination by the Complainant and Respondent (under strict supervision), the Inquiry Committee, and the Investigation Committee. The original materials shall be maintained securely by the Responsible Official or his designee.

C. Preliminary Review of the Allegations 

The Responsible Official shall determine whether the allegations are allegations of Academic Misconduct subject to this Policy or are instead allegations falling under other policies and procedures, such as those relevant to employment grievances. In the latter case, the person making the allegations shall be referred to the alternative policies and procedures, or the allegations shall be referred to appropriate administrators for resolution.

If it is not apparent from the content of an allegation whether or not it relates to Academic Misconduct and/or warrants initiation of an Inquiry, the Responsible Official may conduct a Preliminary Review. The Responsible Official shall determine whether to conduct a Preliminary Review or proceed directly to an Inquiry within ten (10) working days after receiving an allegation. If a Preliminary Review is undertaken, it shall be concluded within thirty (30) calendar days after it is commenced. In the Preliminary Review, the Responsible Official, or persons designated by the Responsible Official, shall interview the Complainant (if known) and the Respondent (if identified in the allegation). Records of information gathered in this manner shall be made.

Based on the result of the Preliminary Review, the Responsible Official shall decide either (1) to proceed with an Inquiry, or (2) subject to the concurrence of the Senior Academic Administrator, to close the file. The Responsible Official may close a file only if the Preliminary Review indicates (a) that there is no evidence to support an allegation; (b) that the allegation involves matters which are beyond the scope of Academic Misconduct; or (c) that the allegation involves minor or insignificant matters that do not warrant initiation of an Inquiry.

D. The Inquiry 

Upon deciding to proceed with an Inquiry, the Responsible Official shall appoint as expeditiously as possible, but in all cases within thirty (30) calendar days following the Senior Academic Administrator's determination to proceed with an Inquiry, an Inquiry Committee composed of tenured faculty with no conflict of interest or appearance of conflict of interest, with no appointment in the departments of either the Complainant or the Respondent, and with appropriate expertise for evaluating the information relevant to the case. The number of committee members shall be three (3), and one of these members shall be named as chair of the committee by the Responsible Official. Records made during the Preliminary Review shall be provided to the Inquiry Committee and to the Respondent.

The Responsible Official shall notify the Respondent formally, in writing, of the allegations and of these Procedures, providing the Respondent with a copy of this document and calling attention to the Respondent's due process rights under these Procedures. Further, the Respondent (and the Complainant, if applicable) will be informed of the proposed membership of the Inquiry Committee for the purpose of identifying in advance any conflict of interest issues. If the Respondent raises such issues, they shall be addressed and resolved by the Responsible Official.

The Inquiry Committee shall arrive at a judgment as expeditiously as possible. An Inquiry must be completed within sixty (60) calendar days of its initiation unless circumstances clearly warrant a longer period. If this deadline cannot be met, a request for extension which includes a report of reasons for the request, a description of the progress to date and an anticipated schedule for completing the Inquiry shall be filed with the Responsible Official, and all involved persons shall be informed by the Responsible Official.

Where the Complainant seeks anonymity, the Inquiry Committee shall operate in such a way as to maintain that anonymity to the degree compatible with accomplishing the fact-finding purpose of the Inquiry. As stated above in IV.A, anonymity cannot be assured. In fact, anonymity of the Complainant is neither desirable nor appropriate where the statement or evidence of the Complainant is important to the substantiation of the allegations.

The Inquiry Committee has the authority to collect all information as described below. The Inquiry Committee also may call meetings with individuals whom they believe to be able to provide information pertinent to the fact-finding charge.

When information, expert opinions, records, and other pertinent data are needed, the Inquiry Committee shall obtain this evidence from or through the Responsible Official. The Responsible Official may request information, expert opinions, records and other pertinent data. However, the Responsible Official has no subpoena power nor any other compulsory process, and the cooperation of the Respondent (beyond production of relevant materials and data, as described in Part B above) shall be entirely voluntary. If the Inquiry Committee determines that information voluntarily submitted to it is insufficient to determine that the allegations of Academic Misconduct are ill-founded, it may recommend the implementation of an Investigation in an effort to resolve the issues.

The Respondent is free to consult legal counsel, at his/her own expense.Timely access to all documents reviewed by the Inquiry Committee will be assured to the Respondent. All material will be considered confidential and shared only with those with a need to know.

Records of the Inquiry, including copies of all documents and related communications, are confidential and shall be kept secure in the office of the Responsible Official or a place directed by the Responsible Official. Sufficiently detailed documentation of the Inquiry will be kept to permit a later assessment of the reasons for determining that an Investigation is or is not warranted.

The conclusions of the Inquiry Committee will be conveyed to the Responsible Official. The Committee's written report shall state what evidence was reviewed, summarize relevant interviews, and include the findings and conclusions of the Inquiry. The Respondent and the Complainant shall be given a copy of the report of the Inquiry Committee by the Responsible Official and shall have fifteen (15) calendar days to comment on the report. If the Respondent or Complainant comments on that report, those comments shall be made part of the record.

If the Inquiry takes longer than sixty (60) calendar days to complete, the record of the Inquiry shall include documentation of the reasons for exceeding the sixty (60) calendar day period.

If UMB plans to terminate any inquiry for any reason without completing all relevant requirements, a report of such planned termination, including a description of the reasons for such termination, shall be made to ORI. 

E. Inquiry Report and Subsequent Actions 

The final report of the Inquiry will be limited to the issue of whether to proceed to an Investigation. The report will be conveyed by the Responsible Official to the Senior Academic Administrator, who will consider it and may consult with other appropriate officials of UMB. In addition, the Senior Academic Administrator shall consult with legal counsel. The Senior Academic Administrator shall determine within fifteen (15) calendar days of receiving the Inquiry Committee's report from the Responsible Official whether to proceed to an Investigation. That decision shall be based upon the information contained in the report of the Inquiry Committee. In determining that an Investigation is warranted, the Senior Academic Administrator determines only that sufficient basis exists for conducting an Investigation. The decision to proceed to an Investigation is not a determination of fault and establishes no presumptions of fault.

If no Investigation is recommended, the Responsible Official should indicate whether, in his/her judgment and, if reported, in the judgment of the Inquiry Committee, the allegations appear to have been made in good faith and, if not, whether it appears that bringing the allegations may have been Academic Misconduct under this Policy or other conduct warranting sanction. The Responsible Official will report such recommendations to the Senior Academic Administrator for further action at the discretion of that individual. In such instances this Policy shall be implemented before any sanctions are applied against the Complainant.

If allegations are not confirmed by the Inquiry, then UMB will undertake diligent efforts as appropriate to restore the reputations of persons alleged to have engaged in misconduct. 

If the outcome of the Inquiry does not indicate the need for an Investigation, but does suggest alternative action(s), such actions may be taken or directed by the Senior Academic Administrator. For example, the Senior Academic Administrator or the Inquiry Committee may determine that a correction of the literature is required, but no further action is indicated. Even if the Inquiry report does not recommend corrective action, the Responsible Official is free to recommend, and the Senior Academic Administrator to take, such action.

UMB will undertake diligent efforts to protect the positions and reputations of those persons who, in good faith, make allegations of scientific misconduct. 

At the close of an Inquiry, all materials provided to the Inquiry Committee by the Responsible Official and other parties and all records of the Inquiry Committee will be delivered to the Responsible Official for safekeeping and disposition in accordance with this policy. In cases where the Inquiry determines that an Investigation is not warranted detailed documentation of the Inquiry shall be maintained for at least three years and will be provided to authorized D.H.H.S. personnel upon request.

VI. INVESTIGATION 

When the Senior Academic Administrator determines that an Investigation is warranted, he/she shall inform the Responsible Official, who shall initiate an Investigation and notify the appropriate state and federal government agencies as required by law. UMB will inform ORI on or before the date the Investigation begins. 

The Responsible Official shall appoint an Investigation Committee with three (3) or five (5) members within thirty (30) calendar days after the Senior Academic Administrator determines that an Investigation should be undertaken. The Investigation Committee shall be composed entirely of tenured full professors or professors emeritus at least one of whom shall not be associated with the University System of Maryland. Members of the Investigation Committee are to have no real or apparent conflict of interest, to hold no appointment in the department of either the Complainant or the Respondent, and to have appropriate expertise for evaluating the information relevant to the allegations. The Responsible Official shall name one member of the Investigation Committee as its chair. 

The Respondent (and the Complainant, if applicable) will be informed of the proposed membership of the Investigation Committee for the purpose of identifying in advance any conflict of interest issues. If the Respondent raises such issues, they shall be addressed and resolved by the Responsible Official. 

The purpose of the Investigation is to explore further the allegations, to determine whether the Committee finds that the evidence supports the allegations, and to determine the extent of any Academic Misconduct. In addition to evaluating the allegations, the Investigation Committee may recommend to the Responsible Official appropriate sanctions if the allegation of Academic Misconduct appears to be wellfounded. 

A. The Investigation 

Investigation Committee meetings and hearings are confidential and will be closed by request of the Respondent or the Complainant or by action of the Committee. Written notification of meeting and hearing dates and copies of all relevant documents will be provided to the Respondent by the Responsible Official at least seventy-two (72) hours in advance of scheduled meetings. All interviews requested by the Committee will be tape-recorded. As practical, all interviews conducted at the Committee's request will be tape-recorded. Copies of these tapes will be made available to the Respondent, the Complainant, or members of the Committee upon request. At the election of the Responsible Official, statements and/or interviews may be taken with a stenographer present at the University's expense. At the election of the Respondent, statements and/or interviews may be taken with a stenographer present at the Respondent's expense. If both the Responsible Official and the Respondent request a stenographer, a stenographer shall be chosen by the University, and the expense shall be shared equally. The University and the Respondent, respectively, shall pay the cost of any transcript ordered from the stenographer.

The Responsible Official will provide to the Investigation Committee all information gathered during the Inquiry. The Investigation normally will include examination of all documentation including, but not necessarily limited to, relevant research data and proposals, publications, correspondence, and memoranda of telephone calls. The Investigation Committee has the authority to hold hearings and to collect and consider all of the evidence relevant to the allegations. Whenever possible, interviews shall be conducted with or statements taken from all individuals involved either in making the allegations or against whom the allegations are made, as well as other individuals who might have information regarding key aspects of the allegations. All interviews and statements shall be recorded or transcribed as determined by the Responsible Official. Summaries or transcripts of these interviews and/or statements should be prepared, provided to the interviewed party for comment or correction of errors in summarizing or transcription, and included, with any comments or corrections, as part of the investigatory file.

The Investigation must be sufficiently thorough to permit the Investigation Committee to reach a firm decision about the validity of the allegations and the scope of the wrongdoing or to be sure that further investigation could not alter an inconclusive result. The Responsible Official shall secure, upon the Investigation Committee's request, necessary and appropriate expertise to carry out the Investigation if the Investigation Committee's membership does not include all required expertise. In the course of an Investigation, additional information may emerge that may justify broadening the scope of the Investigation beyond the initial allegations. Should this occur, the individuals affected shall be informed in writing of significant new directions in the Investigation.

All members of the UMB community are obliged to cooperate in a timely fashion by producing any additional data requested for the Investigation. Copies of all materials obtained by the Committee shall be provided to the affected individuals following any deletions required to protect confidentiality of persons making allegations of Academic Misconduct. Original materials obtained by the Committee shall be stored securely along with other materials collected by the Responsible Official.

The Respondent shall have an opportunity to address the charges and evidence in detail, both in writing and at a hearing before the Investigation Committee. The Respondent shall have the right to present evidence and to call and question witnesses. The Respondent is free to seek the assistance of legal counsel at his/her own expense. Legal counsel may accompany and speak for the Respondent when meeting with or being heard by the Responsible Official and/or Investigation Committee.

If there is cause to believe that the health or safety of research subjects, patients, students or staff is endangered or that the integrity of sponsored research is endangered, the Investigation Committee shall immediately report significant developments during the course of the Investigation to the Responsible Official, who may report to the research sponsor.

An Investigation shall be completed within one hundred twenty (120) calendar days of the formation of the Investigation Committee, unless the deadline is extended by the Responsible Official. This includes conducting the Investigation, preparing the report of findings, conveying the report to the Responsible Official, making that report available for comment by the subjects of the Investigation, notifying the Respondent of a decision as to the ultimate outcome of the Investigation and recommendations, if any, and submitting the report to ORI. 

If the Responsible Official, after receiving a request from the Investigation Committee to extend its deadline and after consulting with the Investigating Committee, determines that the Investigating Committee will not be able to complete the investigation before one hundred twenty (120) calendar days, he/she shall consider the request. At such time the Investigation Committee must submit to the Responsible Official an interim report on the progress to date and an estimate of the date of completion of the report and other necessary steps. An extension request will also be submitted to ORI. Such request to ORI will include an explanation for the delay, an interim report on the progress to date, an outline of what needs to be done, and an estimated date of completion. 

Any consideration of a request for an extension must balance the need for a thorough and rigorous examination of the facts against the interests of the subject(s) of the Investigation, UMB and research sponsors in a timely resolution of the matter. It is the intent of this policy that extensions should be avoided, and should not be granted for unreasonable lengths of time. If the request is granted, the Responsible Official must document in writing the reasons and provide in writing an extension with a new deadline.

After all evidence has been received and hearings completed, the Investigation Committee shall meet in closed sessions to deliberate, and prepare its findings and recommendations. In its deliberations, the Investigation Committee shall apply the preponderance of evidence standard to the evidence it considers. 

If UMB plans to terminate any Investigation for any reason without completing all relevant requirements, a report of such planned termination including a description of the reasons for such termination, shall be made to ORI.

B. Investigation Report 

Upon completion of the Investigation, the Investigation Committee shall submit to the Responsible Official a full report which details the Committee's findings and recommendations. The recommendations shall specify actions appropriate for the seriousness of the findings. These recommendations shall address actions to restore damaged reputations, if necessary, and shall identify specific retractions, disclaimers and announcements necessary to clarify the record. The Committee may recommend sanctions if Academic Misconduct is found.

If Academic Misconduct is not found, the Committee shall indicate whether or not the allegations appear to have been made in good faith and, if not, whether the bringing of the allegations appears to be Academic Misconduct or other misconduct warranting sanction by the Institution.

The Responsible Official will send the Investigation Committee's report to the Respondent. If the Complainant can be identified, he/she shall be provided with those portions of the report that address his/her role and opinions in the Investigation. The Respondent and the Complainant will be allowed fifteen (15) calendar days to comment in writing upon the Investigation Committee's report. The report and the response, if any, of the Complainant and Respondent will be provided to the Senior Academic Administrator by the Responsible Official.

At the conclusion of the Investigation Committee's work, all materials provided to the Inquiry Committee by the Responsible Official and other parties and all records of the Investigation Committee will be delivered to the Responsible Official for safekeeping and disposition in accordance with this Policy. Documentation to substantiate the Investigation's findings will be prepared, maintained and made available to the Director, ORI.

The Respondent shall be informed of the appeals process, as described in paragraph VIII herein, when he/she is notified of the Committee's findings and when the Senior Academic Administrator's decision regarding application of sanctions is communicated to the Respondent. If the sanctions involve a recommendation for termination of employment, the policies of the System and UMB concerning termination of academic appointments or other employment will be invoked.

VII. RESOLUTION OF ALL ALLEGATIONS OF ACADEMIC MISCONDUCT 

The final report of the Investigation Committee, conveyed to the Senior Academic Administrator by the Responsible Official, will be considered by the Senior Academic Administrator, who may consult with other academic officers as appropriate. The Senior Academic Administrator also shall consult with legal counsel. The Senior Academic Administrator shall make a determination as to the presence or absence of Academic Misconduct within thirty (30) calendar days of receiving the Investigating Committee's report from the Responsible Official. This thirty (30) calendar day period may be extended by the President for an additional thirty (30) calendar days for good cause. 

A final report describing the policies and procedures under which the Investigation was conducted, how and from whom information was obtained relevant to the Investigation, the findings and the basis for the findings, and including the actual text or an accurate summary of the views of any individual(s) found to have engaged in misconduct, as well as a description of any sanctions taken by UMB, will be submitted to ORI. 

A. Finding of Absence of Academic Misconduct 

All research sponsors and others initially informed of the Investigation should be informed in writing by the Senior Academic Administrator that allegations of Academic Misconduct were not supported. 

Consideration shall be given as to what actions may be needed to restore the reputations of persons alleged to have engaged in Academic Misconduct when allegations are not confirmed. In publicizing the finding of no Academic Misconduct, the Senior Academic Administrator shall be guided by whether public announcements will be harmful or beneficial in restoring any reputation(s) that may have been damaged. Usually, such a decision will rest with the person who was wrongly accused. Consideration also shall be given as to what efforts are required to protect the positions and reputations of those persons who, in good faith, made allegations, whether or not those allegations were confirmed.

If the allegations, however incorrect, are deemed by the Senior Academic Administrator to have been made in good faith, no disciplinary measures shall be taken against the Complainant and efforts shall be made to prevent retaliatory actions.

If the allegations are deemed by Senior Academic Administrators not to have been made in good faith, appropriate procedures for disciplinary actions shall be initiated against the person(s) who made the allegations. Such a finding may constitute an allegation of Academic Misconduct on the Complainant's part. In such instanc- es, these Procedures shall be implemented before any sanctions are applied against the Complainant.

B. Finding of Academic Misconduct 

When there is a finding of Academic Misconduct, the Senior Academic Administrator shall determine whether sanctions will be imposed and the nature of those sanctions. The Senior Academic Administrator shall consult with legal counsel and with the Attorney General's Office, and may consult with the Responsible Official and any other individuals necessary before reaching a decision as to appropriate action. The Responsible Official or other campus officials designated by the Senior Academic Administrator will implement those sanctions approved by the Senior Academic Administrator. The sanctions will be appropriate for the seriousness of the Academic Misconduct, and may include, but are not necessarily limited to, the following:

· -- Removal from particular project; 

· -- Special monitoring of future work; 

· -- Letter of reprimand; 

· -- Probation for a specified period with conditions specified; 

· -- Suspension of rights and responsibilities for a specified period; 

· -- Financial restitution; 

· -- Termination of employment or other actions affecting employment or faculty appointment (if formal termination proceedings are instituted, such proceedings must be in accordance with System and Institution termination policies and procedures); 

· -- Any other disciplinary actions available as corrective action in a case of inappropriate behavior by a student or a faculty member or other employee. In addition to imposing appropriate sanctions, UMB shall do everything it can to clarify the record, such as: 

· -- Formal notification of sponsoring agencies, funding sources, co-authors, co-investigators, collaborators, department, campus and university publications, editors of journals in which fraudulent research was published, state professional licens- ing boards, other institutions, sponsoring agencies, funding sources with which the individual has been affiliated, and professional societies; 

· -- Public announcements; 

· -- Published retractions and disassociation with published papers; 

· -- Formal withdrawal of pending applications for research support. 

VIII. APPEAL 

The Respondent may appeal the findings of the Investigation Committee and the conclusions of the Senior Academic Administrator to the President following a determination of Academic Misconduct by the Senior Academic Administrator. A written statement of the grounds for the appeal must be submitted to the President within thirty (30) days of written notification of the Senior Academic Administrator's final determination. Grounds for appeal include, but are not limited to, new unconsidered evidence not previously available, recommended sanctions not in keeping with the findings, conflict of interest not previously known among those involved in the Investigation, failure to disclose to the Respondent in a timely manner evidence considered supportive of the allegation, failure to consider relevant information proffered by the person who was the subject of the allegation, prejudicial lapses in providing the Respondent due process as defined by these Procedures, and failure to follow these Procedures. 

Upon receipt and consideration of a written appeal and such other information as the President may request of the Senior Academic Administrator or the Responsible Official, the President shall determine, in his/her sole discretion, whether to overturn the decision, modify the decision, request more information on specific points, or affirm the action of the Senior Academic Administrator. The President's decision shall be reported to all involved in a timely fashion. The President will endeavor to reach a decision within sixty (60) days after the appeal is received by the President. 

IX. RECORDS OF PROCEEDINGS 

If it is determined that an Investigation is warranted, the Inquiry records shall be maintained in a secure manner for a period of at least three (3) years after the termination of the subsequent Investigation, and, upon request, may be provided to authorized federal agencies. If no reason to proceed to an Investigation is found, records of an Inquiry shall be destroyed three (3) years after completion of an Inquiry unless otherwise required by law or directed by the Senior Academic Administrator. 

Records of a completed Inquiry are confidential and shall be maintained by the Office of the Vice President or any other Office designated by the Senior Academic Administrator. The records of the Inquiry are to be passed on to an Investigation Committee if an Investigation is initiated. Records of an Inquiry may be provided to federal or state agencies as required by federal or state law. 

Records of an Investigation, including copies of all documents and related communications, are confidential and shall be kept secure in the Office of the Responsible Official, or any other Office designated by the Senior Academic Administrator, for at least three (3) years. Records of the Investigation may be provided to federal or state agencies as required by federal or state law. 

Upon destruction of Inquiry or Investigation records, any original research data or materials in the records shall be returned to the investigator(s) from whom the materials were obtained. 

X. EXAMPLES OF ACADEMIC MISCONDUCT 

These examples are taken from the Guidelines and from recommendations of a task force on Institutional Policy for the Handling of Academic Misconduct which included in its membership faculty from UMB and its sister institution University of Maryland Baltimore County. They are not intended to be exhaustive. 

A. FALSIFICATION OF DATA: Ranging from fabrication to deceptive, selective reporting of findings and omission of conflicting data, or willful suppression and/or distortion of data. 

B. PLAGIARISM: The appropriation of the language, ideas, or thoughts of another and representation of them as one's own original work. 

C. IMPROPRIETIES OF AUTHORSHIP: Improper assignment of credit, such as excluding others by knowingly not citing their work; misrepresentation of the same material as original in more than one publication. 

D. MISAPPROPRIATION OF THE IDEAS OF OTHERS: An important aspect of scholarly activity is the exchange of ideas among colleagues. Improper or nonattributive use of information acquired in this process constitutes Academic Misconduct. New ideas gleaned from such exchanges can lead to important discoveries. Scholars also acquire novel ideas during the process of reviewing grant applications and manuscripts. However, improper use of such information or wholesale appropriation of such material constitutes Academic Misconduct. 

E. VIOLATION OF GENERALLY ACCEPTED RESEARCH PRACTICES: Serious deviation from accepted practices in proposing or carrying out research, improper manipulation of experiments to obtain biased results, deceptive statistical or analytical manipulations, or improper reporting of results. 

F. DELIBERATE VIOLATION OF REGULATIONS: For example, failure to comply with regulations concerning the use of human subjects, the care of animals, health and safety of individuals and the environment, new devices, investigational drugs, recombinant products, or radioactive, biologic or chemical materials. 

G. INAPPROPRIATE BEHAVIOR IN RELATION TO ACADEMIC MISCONDUCT: Including bad faith accusation of Misconduct; failure to report known or suspected Academic Misconduct; withholding or destruction of information relevant to a claim of Academic Misconduct; and retaliation against persons involved in the allegation or investigation of Academic Misconduct. 

H. MISAPPROPRIATION OF FUNDS OR RESOURCES: For example, the misuse of funds for personal gain. 

I. ABUSE OF CONFIDENTIALITY: For example, improper use of information gained by privileged access, such as information obtained through service on peer review panels and editorial boards.

VIII - 7.10 - POLICY ON REPORTING SUSPECTED OR KNOWN FISCAL IRREGULARITIES 

(Approved by the Board of Regents, June 21, 1990) 

1. The Chief Executive Officer of each institution and component of the University System shall establish a comprehensive internal control structure that ensures financial accountability. 

2. As part of a comprehensive internal control structure, the Chief Executive Officer shall establish internal procedures concerning suspected or known fiscal irregularities such as embezzlement, theft, falsification of documents, and financial conflicts of interest. The procedures shall identify the institutional official responsible for determining the appropriate course of action when there is a report of suspected financial misconduct. The official so identified shall immediately notify the Chief Executive Officer, the Chancellor, the System Administration Internal Audit Office, the manager of financial operations where the fiscal irregularity allegedly occurred, and the Office of Attorney General. Irregularities involving the loss of assets with a monetary or fair market value of $100 or less need not be reported to the Chancellor and Internal Audit Office unless they occur in departments that routinely handle cash or cash equivalents, occur in departments that routinely handle other valuable assets such as inventories, accounts receivable, and marketable securities, or involve personnel responsible for major fiscal functions such as payroll, procurement, accounts payable, or bookkeeping. 

3. The responsible official shall immediately investigate the report of alleged misconduct. When a preliminary investigation has been completed, the responsible official will report the findings to the Chief Executive Officer who, in consultation with the Office of Attorney General, shall determine a course of action, e.g., discipline, restitution, or discharge. The determination of the Chief Executive Officer shall be reported to the System Administration Internal Audit Office and the Chancellor. The Office of Attorney General will independently make a determination concerning criminal prosecution. 

4. A person who suspects financial misconduct may initially report the suspicion to the Internal Audit Office of System Administration for investigation. Preliminary findings will be reported by the Internal Audit Office to the Chancellor and to the Chief Executive Officer for further action. 

5. In no case may University System officials promise known or suspected offenders that the University System will forego criminal prosecution and in no case may the officials enter into written agreements that preclude criminal prosecution. 

6. Federal requirements shall be followed if the financial misconduct involves federal grant funds. 

7. Every effort shall be made to ensure the confidentiality of any person reporting the suspected financial misconduct, and every effort shall be made to ensure that no retaliation of any kind will be tolerated against any individual who, in good faith, furnishes information about known or suspected fiscal irregularities. 



UMB POLICY/GUIDELINES/PROCEDURES for VIII - 7.10 

I. The duties of the "Chief Executive Officer" as referenced in the above policy is administered by the Vice President for Administration and Finance. 

II. The responsible official for a department shall immediately notify the Office of University Counsel on extension 6-5353 and the Director, Department of Financial Services on extension 6-7776. The investigation of any alleged misconduct is coordinated through these two offices. 
III - 1.11 - POLICY ON CONFLICTS OF INTEREST IN RESEARCH OR DEVELOPMENT 

(Approved by the Board of Regents, August 23, 1996) 

I. Introduction Maryland law encourages public senior higher education institutions to promote economic development in the State and to increase their financial resources through arrangements with the private sector, including collaborative research and development, commercial application of institution-owned intellectual property, and provision of technical assistance. To facilitate these purposes, the Maryland Public Ethics Law allows for the exemption of University of Maryland System personnel from some of that law's conflict of interest provisions. This policy establishes the essential elements of the procedures, to be adopted by each System institution, for obtaining such exemptions. 

II. Policy 

1. A present or former official or employee of a constituent institution of the System, UMSA, UMBI, or CEES may have a relationship (as defined herein) with an entity engaged in research or development, or an entity having a direct interest in the outcome of research or development, which relationship would otherwise be prohibited by the conflict of interest provisions of the Ethics Law, if such relationship is disclosed and approved by the President of the educational institution in accordance with the institution's faculty conflict of interest procedures developed pursuant to this Policy. 

2. The Chancellor, a Vice Chancellor, a President, or a Vice President or one holding a similar such position may have such a relationship only if the Board of Regents makes the following findings: 

(1) that participation by, and the financial interest or employment of, the official is necessary to the success of the research or development activity; and

(2) that any conflict of interest can be managed consistent with the purposes of relevant provisions of the Public Ethics Law.

The Board shall promptly notify the State Ethics Commission in writing of any approval given under this paragraph. In the event that the Commission disagrees with any approval and provides notice to the Board within 30 days of the Commission's receipt of notice of the approval, the Board shall reexamine the matter. The Board shall adopt procedures for handling requests for approvals under this paragraph.

C. If the above conditions are not met, this Policy does not exempt a former or present official or employee from any of the provisions of the State Ethics Law.

D. Nothing in this Policy allows an exemption on the part of any official or employee of the System from the provisions of 
15-505 ("Solicitation or acceptance of gifts of honoraria") of the State Government Article. Further, an official or employee of the System may not (1) represent a party for contingent compensation in any matter before the Board of Regents or before the State's Board of Public Works, or (2) intentionally misuse his or her position with the System for personal gain or for the gain of another person.

E. The approval of a relationship under this policy does not relieve the official or employee from the obligation to comply with other System and institution policies, including the System Policy on Professional Commitment of Faculty.

F. The Chancellor is encouraged to consult periodically with the Maryland Department of Business & Economic Development and with Federal agencies that regulate federally-funded research concerning the implementation of this policy. 

III. Procedures 

1. Each institution and UMSA shall develop procedures based on the above policy and the purposes of the Maryland Public Ethics Law as stated at Section 15-101 of the State Government Article of the Maryland Annotated Code. The procedures shall be approved by the Office of the Attorney General and approved as to conformity with Maryland Public Ethics Law by the State Ethics Commission. The approved procedures shall be filed with the Office of the Chancellor. 

2. Procedures shall: 

(1) Require timely disclosure of any relationship. The disclosure shall be filed with the State Ethics Commission, and maintained as a public record at the institution.

(2) Subject to paragraph (5), require review of all disclosed relationships by a designated official who shall determine what further information must be disclosed and what restrictions shall be imposed in order to manage, reduce, or eliminate any actual or potential conflict of interest. The designated official shall also determine whether or not the disclosed relationship represents a harmful interest, as defined herein. If so, approval shall not be granted.

(3) Include guidelines to ensure that relationships do not improperly give an advantage to entities with which the relationships exist, lead to misuse of institution students or employees for the benefit of such entities, or otherwise interfere with the duties and responsibilities of the official or employee maintaining the relationship.

(4) Subject to paragraph (5), require that each relationship be approved or disapproved by the president of the institution, with such determination to be the final decision.

(5) Require that any relationship maintained by the President or a Vice President, by the Chancellor or a Vice Chancellor, and by one holding any other position designated by the Board of Regents be approved by the Board of Regents. 

IV. Reporting Institutions shall submit to the Chancellor in a format determined by the Chancellor a quarterly report which shall include all approvals granted under this Policy. The Board of Regents shall report to the Governor, the Legislative Policy Committee of the General Assembly, and the State Ethics Commission, the number of approvals granted under this Policy and how this Policy and the procedures adopted pursuant to it have been implemented in the preceding quarter. 

V. Definitions 

1. "Harmful interest" means an interest which is found to be so influential as to impair impartiality in the conduct of the research, the interpretation of the results of the research, and/or the determination of research or other professional and employment priorities. 

2. "Institution" as used in this policy means each constituent institution of the System, The University of Maryland System Administration, The University of Maryland Biotechnology Institute, The Center for Estuarine & Environmental Studies, and any other Unit of the System that the Chancellor shall designate. 

3. "Relationship" means any interest, service, employment, gift, or other benefit or relationship with an entity that would be prohibited by Title 15, Subtitle 5 of the State's Public Ethics Law if not disclosed and approved pursuant to this Policy and procedures adopted pursuant to it. "Relationship" includes any relationship of the spouse or other relative of an officer or employee if such relationship creates restrictions on the officer or employee under the conflict of interest provisions of the Ethics Law. 

4. "Research or development" means basic or applied research or development, and includes the development or marketing of university-owned technology, the acquisition of services of an official or employee by an entity for research and development purposes, or participation in State economic development programs.

IV - 2.20 - POLICY ON CLASSIFIED AND PROPRIETARY WORK 

(Approved by the Board of Regents, April 25, 1991) 

The mission of the University of Maryland System is to generate and to disseminate knowledge. University System interests and purposes are well served by the conduct of extramurally sponsored activities. Sponsors may operate within a proprietary or classified environment while the University functions on the principle of free inquiry and open expression. To serve the common interests of both the University System and the external sponsors, reasonable and workable guidelines for collaborative work which both facilitate beneficial arrangements with the sponsors and protect the basic tenets of the University are necessary. 

POLICY 

It is the policy of the University of Maryland System that instruction, research, and services will be accomplished openly and without prohibitions on the publication and dissemination of the results of academic and research activities. The following statements establish the basis, under this general policy, on which the University System institutions will enter into contractual agreements under governmental or private sponsorship. It also provides the basis for acceptance of graduate theses and dissertations. 

1. It is the policy of the University of Maryland System that it neither conducts federal classified work nor permits the use of University facilities or resources for classified work on any of its campuses. When it is in both the University System and the national interest, it is appropriate to engage in classified work, such work must be conducted at off-campus sites. 

2. The University of Maryland System enters into no contractual agreement that restrains it from disclosing the existence of the agreement, the nature of the work, and the identity of the sponsor. 

3. University System institutions will enter into no agreement that bars investigator(s) from publishing or otherwise disclosing the findings publicly. However, with the concurrence of the investigator(s), the institution may agree to delay publication for a maximum of 90 days to allow sponsors to determine whether their proprietary information may be revealed, or whether they will exercise their rights under patent clauses in agreements with the institution. The institution with the concurrence of the investigator(s) may agree to an additional delay of up to 90 days. 

4. The University System recognizes that some publishable work can best be accomplished if a University investigator(s) has access to a sponsor's proprietary information or materials. The University and investigator(s) may agree to use reasonable efforts to protect such information or materials from disclosure, but they cannot accept liability if such efforts fail. 

5. University System institutions accept no graduate theses or dissertations that cannot be made public. The provisions stated in item 3 for delaying public disclosure also apply to graduate theses and dissertations; therefore, the institution will not permit a student to defend any thesis or dissertation which contains proprietary information until the time period allowed by item 3 has expired. 

6. This policy does not apply to consulting or other activities conducted off-campus or without the use of University facilities or resources. Consulting activities must conform to the University's separate policy on consulting. 

7. This policy does not require the disclosure of the identity of human-research subjects whose participation in research projects is secured through pledges of anonymity. Further, this policy does not require disclosure of confidential student, patient or employee records protected by federal, state or university policies or of information protected by professional ethics. 

8. Under highly unusual circumstances, exceptions to sections 1-4 may be granted by the Chancellor of the University of Maryland System on the recommendation of the appropriate President or Director. The Chancellor will make an annual report to the Board of Regents specifying exceptions granted under this provision. 

DEFINITIONS 

For the purpose of this policy proprietary information or materials means unclassified information or materials that can be made public or that an be disseminated only with the approval of an individual or organization external to the University of Maryland System. 

Replacement for: BOR VII - 8.00-1 

III - 6.30(A) - UMB POLICY ON CONFIDENTIALITY AND DISCLOSURE OF STUDENT RECORDS 

It is the policy of the University of Maryland at Baltimore to adhere to the Family Educational Rights and Privacy Act (Buckley Amendment). As such, it is the policy of the university (1) to permit students to inspect their education records, (2) to limit disclosure to others of personally identifiable information from education records without students' prior written consent and (3) to provide students the opportunity to seek correction of their education records where appropriate. Each school shall develop policies to ensure that this policy is implemented. 

I. Definitions 

1. "Student" means an individual who is or who has been in attendance at the University of Maryland. It does not include any applicant for admission to the university who does not matriculate, even if he or she previously attended the university. (Please note, however, that such an applicant would be considered a "student" with respect to his or her records relating to that previous attendance.) 

2. "Education records" include those records which contain information directly related to a student and which are maintained as official working files by the university. The following are not education records: 

1. records about students made by professors and administrators for their own use and not shown to others; 

2. campus police records maintained solely for law enforcement purposes and kept separate from the education records described above; 

3. employment records, except where a currently enrolled student is employed as a result of his or her status as student; 

4. records of a physician, psychologist, or other recognized professional or paraprofessional made or used only for treatment purposes and available only to persons providing treatment. However, these records may be reviewed by an appropriate professional of the student's choice; 

5. records which contain only information relating to a person's activities after that person is no longer a student at the university. 

II. It is the policy of the University of Maryland to permit 

students to inspect their education records. 

1. Rights of Access 

Each student has a right of access to his or her education records, except confidential letters of recommendation received prior to January 1, 1975, and financial records of the student's parents.
B. Waiver
A student may, in writing, waive his or her right of access to confidential recommendations in three areas: admission to any educational institution, job placement and receipt of honors and awards. The university will not require such waivers as a condition for admission or receipt of any service or benefit normally provided to students. If the student chooses to waive his or her right of access, he or she will be notified, upon written request, of the names of all persons making confidential recommendations. Such recommendations will be used only for the purpose for which they were specifically intended. A waiver may be revoked in writing at any time, and the revocation will apply to all subsequent recommendations, but not to recommendations received while the waiver was in effect.
C. Types and Locations of Education Records, Titles of Records, Custodians
Please note that all requests for access to records should be routed through the Registrar's Office, Baltimore Student Union, room 326 (see II.D. below).

· 1. Admissions

Applications and transcripts from institutions previously attended.

· a. Undergraduate - Baltimore Student Union, room 326, Director of Records and Registration

· b. Graduate - Office of the Vice President for Research and Dean of Graduate School, Administration Building, 5401 Wilkens Avenue, Baltimore, MD 21228

· c. Professional - Dean's office of each school

· 2. Registrations

All ongoing academic and biographical records. Undergraduate, Graduate and Professional - Baltimore Student Union, room 326, Director of Records and Registration

· 3. Deans

Dean's office of each school. Miscellaneous records.

· 4. Departments - Departmental offices - Chairmen.

Miscellaneous records kept vary with the department.

· 5. Financial Aid

Undergraduate, Graduate and Professional Schools - Baltimore Student Union, room 334, Director of Student Financial Aid and deans' offices. Financial aid applications, needs analysis statements, awards made (no student access to parents' confidential statements).

· 6. Business Office

Administration Building, 737 W. Lombard Street, 3rd floor, Director. All student accounts receivable, records of stu- dents' financial charges and credits with the university.

D. Procedures to be Followed: 
Requests for access should be made in writing to the Office of the Registrar. The university will comply with a request for access within a reasonable time, at least within 45 days. In the usual case, arrangements will be made for the student to read his or her records in the presence of a staff member. If facilities permit, a student may ordinarily obtain copies of his or her records by paying reproduction costs.

The fee for copies is $.25 per page. No campus will provide copies of any transcripts in the student's records other than the student's current university transcript from that campus. Official university transcripts (with university seal) will be provided free of charge. 

III. It is the policy of the University of Maryland to limit disclosure of personally identifiable information from education records unless it has the student's prior written consent, subject to the following limitations and exclusions.

A. Directory Information
1. The following categories of information have been designated directory information:

· a. Name

· b. Address

· c. Telephone listing

· d. Date and place of birth

· e. Photograph

· f. Major field of study

· g. Dates of attendance

· h. Degrees and awards received

· i. Most recent previous educational institution attended

2. This information will be disclosed even in the absence of consent unless the student files written notice informing the university not to disclose any or all of the categories within three weeks of the first day of the semester in which the student begins each school year. This notice must be filed annually within the above-allotted time to avoid automatic disclosure of directory information. The notice should be filed with the campus Office of the Registrar. See II.C.
3. The university will give annual public notice to students of the categories of information designated as directory information.
4. Directory information may appear in public documents and otherwise be disclosed without student consent unless the student objects as provided above.

B. Prior Consent Not Required for disclosure of education records to the following parties:
1. School officials of the University of Maryland who have been determined to have legitimate education interests:

· a. "School officials" include instructional or administrative personnel who are or may be in a position to use the information in furtherance of a legitimate objective;

· b. "Legitimate educational interests" include those interests directly related to the academic environment.

2. Officials of other schools in which a student seeks or intends to enroll or is enrolled. Upon request, and at his or her expense, the student will be provided with a copy of the records which have been transferred.
3. Authorized representatives of the Comptroller General of the U.S., the Secretary of HHS, the Commissioner of the Office of Education, the Administrator of the Veterans Administration, the Secretary of Education and state educational authorities, but only in connection with the audit or evaluation of federally supported education programs, or in connection with the enforcement of or compliance with federal legal requirements relating to these programs. Subject to controlling federal law or prior consent, these officials will protect information received so as not to permit personal identification of students to outsiders.
4. Authorized persons and organizations which are given work in connection with a student's application for, or receipt of, financial aid, but only to the extent necessary for such purposes as determining eligibility, amount, conditions and enforcement of terms and conditions.
5. State and local officials to which such information is specifically required to be reported by effective state law adopted prior to November 19, 1974.
6. Organizations conducting educational studies for the purpose of developing, validating or administering predictive tests; administering student aid programs and improving instruction. The studies shall be conducted so as not to permit personal identification of students to outsiders, and the information will be destroyed when no longer needed for these purposes.
7. Accrediting organizations for purposes necessary to carry out their functions.
8. Parents of a student who is a dependent for income tax purposes. (Note: The university may require documentation of dependent status, such as copies of income tax forms.)
9. Appropriate parties in connection with an emergency, where knowledge of the information is necessary to protect the health or safety of the student or other individuals.
10. In response to court order or subpoena. The university office shall immediately attempt to notify the student concerned via registered or certified letter prior to compliance with such court order to subpoena.

C. Prior Consent Required
In all other cases, the university will not release personally identifiable information in education records or allow access to those records without prior consent of the student. Unless disclosure is to be to the student himself or herself, the consent must be written, signed and dated, and must specify the records to be disclosed, the identity of the recipient and the purpose of disclosure. A copy of the record disclosed will be provided to the student upon request and at his or her expense.

D. Record of Disclosures
The university will maintain with the student's education records a record for each request and each disclosure, except: 

· 1. disclosures to the student himself or herself

· 2. disclosures pursuant to the written consent of the student (the written consent itself will suffice as a record);

· 3. disclosures to instructional or administrative officials of the university;

· 4. disclosures of directory information. This record of disclosures may be inspected by the student, the official custodian of the records and other university and governmental officials.

IV. It is the policy of the University of Maryland to provide students the opportunity to seek correction of their education records.

A. Request to Correct Records
A student who believes that information contained in his or her education records is inaccurate, misleading or violative of privacy or other rights may submit a written request to the Office of the Registrar specifying the document(s) being challenged and the basis for the complaint. The request will be sent to the person responsible for any amendments to the record in question. Within a reasonable period of time of receipt of the request, the university will decide whether to amend the records in accordance with the request. If the decision is to refuse to amend, the student will be so notified and will be advised of the right to a hearing. He or she may then exercise that right by written request to the Office of the President.

B. Right to a Hearing
Upon request by a student, the university will provide an opportunity for a hearing to challenge the content of the student's records. A request for a hearing should be in writing and submitted to the Office of the Registrar. Within a reasonable time or receipt of the request, the student will be notified in writing of the date, place and time reasonably in advance of the hearing.

1. Conduct of the Hearing
The hearing will be conducted by a university official who does not have a direct interest in the outcome. The student will have a full and fair opportunity to present evidence relevant to the issues raised and may be assisted or represented by individuals of his or her choice at his or her own expense, including an attorney.

2. Decision
Within a reasonable period of time after the conclusion of the hearing, the university will notify the student in writing of its decision. The decision will be based solely upon evidence presented at the hearing and will include a summary of the evidence and the reasons for the decision. If the university decides that the information is inaccurate, misleading or otherwise in violation of the privacy or other rights of the student, the university will amend the records accordingly.

C. Right to Place an Explanation in the Records
If, as a result of the hearing, the university decides that the information is not inaccurate, misleading or otherwise in violation of the student's rights, the university will inform the student of the right to place in his or her record a statement commenting on the information and/or explaining any reasons for disagreeing with the university's decision. Any such explanation will be kept as part of the student's record as long as the contested portion of the record is kept and will be disclosed whenever the contested portion of the record is disclosed. 

V. Right to File Complaint
A student alleging university noncompliance with the Family Educational Rights and Privacy Act may file a written complaint with the Family Educational Rights and Privacy Act Office (FERPA), Department of HHS, 330 Independence Ave., S.W., Washington, D.C. 20201. 

University of Maryland, Baltimore (UMB)
Information Technology Acceptable Use Policy
Effective Date: 8/1/2005
I. Purposes
The purposes of this policy are to state what constitutes the acceptable use and what constitutes the misuse of UM IT Resources (as defined below).  This policy also states responsibilities and procedures for administering and enforcing this policy, reporting violations, and initiating disciplinary actions against those who violate this policy.  
II. Definitions
      
"Affiliate":  an organization located at the UMB campus which has IT Resources connected to UM IT Resources, or which has IT Resources used by Authorized Users; also, an organization located off campus which provides IT Resources used by Authorized Users in the course of their activities in relation to their affiliation with UMB or an Affiliate; also, does not include a business entity which contracts with UMB for IT services.
"Authorized Users":  students, faculty, staff, visitors, and guests of UMB who use UM IT Resources, on-campus or off-campus, in the course of UMB employment, educational activities, or other purposes related to their UMB affiliation; also, employees of Affiliates who use UM IT Resources to fulfill their employment responsibilities, and any other persons authorized to use UM IT Resources.  Any person who receives a password ID from UMB or who uses an e-mail address that ends in "umaryland.edu" is an Authorized User.  All Authorized Users are subject to this policy.
"CIO":  the Vice President of Information Technology and Chief Information Officer of UMB.
"IT Administrator":  the administrator or academic officer of a UMB unit or school who, as determined by the applicable vice president or dean, is responsible for management and oversight of the IT Resources located in, or used by Authorized Users affiliated with that unit or school.
"IT Resources":  all information technology resources, including, but not limited to, computerized information, computing facilities, computer networks, hardware, software, systems, programs and devices. 
"UM IT Resources":  IT Resources owned, leased, or used by UMB or its Affiliates, or by USM, and used by Authorized Users.
"UMB":  University of Maryland, Baltimore (including all its schools and administrative units).
"USM":  University System of Maryland.

III. Scope
This policy applies to all Authorized Users.
IV. Acceptable Use
In general, acceptable use of UM IT Resources is use in support of the research, education, service, and administrative activities of UMB or of an Affiliate.  Authorized Users should always use IT Resources in accordance with UMB, USM, and Affiliate policies, procedures, and guidelines, software licenses, and applicable laws.  UMB depends upon a spirit of mutual respect and cooperation to create and maintain an open community of responsible users of UM IT Resources.  Use of UM IT Resources must be responsible and professional. Acceptable use balances limits necessitated by law, economy, security and privacy with the principles of academic freedom and constitutional rights of free speech. 
Authorized Users are responsible for safeguarding their own identification (ID) codes and passwords, and for using them for their intended purposes only.  Authorized Users are solely responsible for all transactions made under the authorization of their ID, and for activity involving IT Resources which originate from computing devices owned by or assigned to them. Authorized Users may not represent or imply that personal electronic publications (e.g. web pages) or personal communications reflect the views or policies of UMB.
Authorized Users may not state or imply that links provided from web pages hosted on UM IT Resources constitute or imply a UMB endorsement of those sites, their content, or products and services associated with those sites. 
Direct and indirect use of UM IT Resources made available to an Authorized User is a privilege granted by UMB.  The privilege is subject to compliance with this policy, other applicable UMB and USM policies, Affiliate policies and State and federal laws. 
V. Misuse
Misuse is use of UM IT Resources in a manner not consistent with standards for acceptable use.  Misuse includes, but is not limited to:
A. Securing unauthorized access to or unauthorized use of UM IT Resources, or facilitating such use or access by another person.
B. Accessing or attempting to access UM IT Resources on or off the UMB campus without authority.  This is also referred to as hacking.
C. Any deliberate or reckless act that denies or interferes with the access and use of UM IT Resources by others. 
D. Use of UM IT Resources in violation of the law, the policies of UMB, USM, or an Affiliate, or the policies or guidelines of any UMB school or unit.  Examples of such prohibited use include violations of anti-discrimination or harassment policies, and a school’s honor code.
E. Personal communication, or other personal use, that interferes with the use of UM IT Resources by Authorized Users for official UMB purposes and for academic responsibilities, or that interferes with or indicates neglect of  employment responsibilities  (e.g. use of  internet auction sites such as eBay, internet gaming, chat rooms, instant messaging, and web surfing during work hours).
F. Software theft or piracy, data theft, copyright violations, and other actions that violate intellectual property rights of others.
G. Inappropriate access, use or disclosure of data including social security numbers, birth dates, or addresses; unauthorized sale or transfer of such information.
H. Altering system hardware configurations without authorization; installing or deleting system software without authorization; installing or removing system hardware without authorization.
I. Intercepting or monitoring communications, user dialog, or password input intended for another recipient, except when this is done as part of authorized IT resource management, when authorized by the CIO, or if required by law. 
J. Collecting or storing information about users of UM IT Resources without user authorization, except as necessary for official UMB activities and functions.
K. Illegal activity.
L. Business or commercial activity not carried out on behalf of UMB or an Affiliate.
M. Access to or use of electronic distribution lists and email accounts created by UMB, a school or unit of UMB, or an Affiliate, for purposes not authorized by UMB, the school, or the unit; permitting others access to such distribution lists for unauthorized purposes.
N. Transmitting messages that are threatening, obscene, vulgar, derogatory or harassing; messages that attack another individual or group of individuals; or messages that violate the policies of UMB or USM, any school or unit of UMB, or any Affiliate of UMB.
O. Anomalous (unusual or unexpected) computing activity that is illegal or wasteful of UM IT Resources or that violates the terms of use of the licenses and agreements through which UMB obtains or uses UM IT Resources.
VI. Security and Monitoring
The maintenance, operation, and security of UM IT Resources require UMB and Affiliates to monitor and access IT Resources.  UMB and its Affiliates monitor UM IT Resources as part of normal operations and maintenance. Normal monitoring includes, but is not limited to, logging activity and monitoring usage patterns.  In special situations, communications including internet activity of specific individuals or systems are subject to monitoring by UMB and Affiliates for other purposes, e.g., investigation of complaints of violation of work rules, allegations of violation of law, or allegations of unauthorized use of UM IT Resources. 
To the extent feasible, as determined by UMB, and taking into account the electronic environment and the public agency status of UMB, UMB will protect the confidentiality of academic information, student information, medical information, attorney-client and patient-provider communications, attorney work product and information developed from or exchanged with clients and patients which is stored and transmitted through UM IT Resources.  Authorized Users may only access confidential information with UMB permission and only to the extent authorized.   Access to and disclosure of confidential information to others in any manner not permitted by law, UMB policy and procedure, and the applicable policies of the school, unit or Affiliate that maintains the information, is prohibited.  UMB will not disclose privileged or confidential communications from legal clients, attorney work product, student information, employee information, or medical or health care record information unless permitted by law, authorized by the client or patient, or approved by the school, unit or Affiliate that maintains the information
There is no assurance of confidentiality or privacy for much of the information transmitted or stored by UM IT Resources.  The Maryland Access to Public Records law applies to electronic data, including archived electronic messages.  Other state and federal laws, and the needs of UMB to meet its administrative, business, and legal obligations, require UMB to routinely monitor activities involving UM IT Resources and may require UMB to access and view stored data. 
 
UMB seeks to maintain the security of UM IT Resources, but cannot guarantee security.  Authorized Users have no expectation of privacy as to information stored or transmitted using UM IT Resources, and generally should not maintain or transmit sensitive personal information about themselves or others using UM IT Resources.  However, UM IT Resources which have appropriate security measures in place can be used for personal information of clients, research subjects, and patients. 
Related security policies of UMB, its schools, units and Affiliates apply to certain categories of personal information (e.g., medical records, UMB Law Clinic records, records of Affiliate health care organizations) stored or transmitted using UM IT Resources. Authorized Users must comply with these policies.    
UMB may monitor the specific activity and accounts of any Authorized User without notice to the Authorized User in situations when it is necessary or appropriate in the judgment of the CIO or a school, unit or Affiliate IT Administrator, e.g.:
• The user has voluntarily made the activity or account information available to the public, as by posting to an electronic list or web page.
• Monitoring is necessary to preserve the security, integrity, or functionality of IT Resources.
• UMB or an Affiliate has a reasonable basis to suspect an Authorized User may be violating this policy.
• A user of UM IT Resources, or an account, is demonstrating anomalous activity based on usage patterns.
• UMB or an Affiliate has a reasonable basis to suspect that a person using UM IT Resources is doing so without authorization.
• Otherwise necessary, as permitted by law, required by lawful directive to UMB or an Affiliate, or required to investigate allegations of misuse of UM IT Resources.
When monitoring of specific activity and accounts is required, the CIO or designee, or the IT Administrator, will consult with an academic or administrative unit's Dean or Vice President, or designee, prior to monitoring activities of specific Authorized Users, and prior to disclosing patient or client information as permitted by law or authorized by the patient or client.   If a matter directly involves a Dean or Vice President, the President may waive this consultation requirement.
VII. Electronic Mail (E-Mail)
Copyright laws, license agreements, USM and UMB policies, and state and federal law apply to e-mail.  E-mail sent with the intent of disrupting communication or other system services is not allowed.  The proliferation of unsolicited commercial e-mail (also known as UCE or “spam”), virus warnings, urban legends and electronic chain letters are not acceptable uses of UM IT Resources. 
Broadcast e-mail, i.e., e-mail messages sent to a list of users in all schools and units of UMB, is forbidden unless approved by the President or his designee.  Broadcast e-mail to users in a particular school or unit is prohibited unless permitted by the Dean of the school or Vice President of the unit, or that administrator’s designee.    
The primary purpose, and primary use, of e-mail using UM IT Resources is for UMB-related activities.  Occasional use of e-mail for personal communications during the business day is acceptable. Users are advised; however, that they have no right of privacy in personal communications sent or received using campus email.  Such messages, like all other messages, are subject to monitoring and disclosure as stated above. 
VIII. Web Pages
Any Authorized User who creates, maintains or hosts a web page using UM IT Resources is responsible for the integrity of the information contained on the page and for compliance with USM and UMB policies, and federal and state laws, including laws governing copyright, obscenity, defamation, and software piracy.  
Personal web pages and commercial web pages may not be posted using UM IT Resources unless expressly authorized by a UMB school, unit or Affiliate and then only if the web page is related to the academic activities of the school or the operational activities of the unit or Affiliate.  Web pages that are not in good taste are not allowed.  Anyone who wants a web page primarily or exclusively for personal or commercial purposes, rather than academic activities or the operational activities of UMB or an Affiliate, should not use UM IT Resources to create or host the web page.
IX. Administration and Enforcement of Policy
The CIO is responsible for the administration of this policy.  Each school, unit, and Affiliate of UMB, and the IT Administrator of each UMB School, unit, or Affiliate may provide additional guidelines for appropriate use of UM IT Resources in that school, unit, or Affiliate.   
Enforcement of this policy is delegated to the heads of the UMB schools and administrative units, i.e., deans and vice presidents.  In cases where there is a question about authority to enforce this policy a determination shall be made by the UMB President or a designee, normally the CIO.
X. Violations
Suspected violations of this policy shall be reported to the CIO, the IT Administrator of any school or unit involved, and the IT Administrator of any Affiliate involved.  Within a school or unit, the IT Administrator will report the suspected violation to those responsible for supervision of the Authorized Users involved, unless complete confidentiality is required during an investigation of the violation, and to those responsible for administration of disciplinary policies applicable to the Authorized Users involved. Authorized Users who are accused of violating this policy and who have a student or employment relationship, or an academic appointment with UMB, will be subject to disciplinary actions or other proceedings consistent with an accusation of misconduct. 
The CIO and/or IT Administrator shall investigate thoroughly the issues concerning use of UM IT Resources, provide a complete report to the School or employing unit, and cooperate in disciplinary proceedings.
Allegations of violations by Authorized Users other than students, employees or appointees will be resolved by the CIO in consultation with the applicable school, unit or Affiliate.  The CIO may suspend an accused user’s access to some or all UM IT Resources until an investigation is completed and, if required, a hearing has been held to determine the validity of the allegations involved. 
Authorized Users who commit serious or repeated violations of this policy are subject to additional sanctions.  Such additional sanctions may include permanent termination of access to UM IT Resources, use restrictions, or special monitoring of activities involving UM IT Resources.
The CIO or any IT Administrator shall refer suspected criminal violations of law to the University Police and concurrently advise University Counsel of the matter.
Immediate action may be taken by the CIO or an IT Administrator in response to potential or ongoing threats to UM IT Resource security, the health or safety of persons, the privacy rights of students, employees, patients, clients, research subjects or others,  compliance with the law,  or the security of confidential or proprietary information.

Violations of this policy may result in actions under Human Resource policies, faculty policies, or student policies, in addition to actions under this policy.  Termination of enrollment, employment or appointment may follow from violations of this policy.
XI. School and Unit Responsibilities
Schools and units may require their Authorized Users to follow additional guidelines for appropriate use of school and unit UM IT Resources.  Such guidelines shall be no less restrictive than this policy and do not supplant this policy.
 
When Authorized Users change status, e.g., upon resignation, termination, graduation, retirement, imposition of a disciplinary sanction, or a change in position, role or responsibilities within UMB, the school or unit responsible for initiating a change in status must coordinate with central support units (e.g., Center for Information Technology Services, Human Resource Services, Payroll) to discontinue or change access and authorization to UMB IT Resources accessible to the Authorized User before the change of status.
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