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Zoom Meeting Security   Quick Reference Guide
UMB meetings often include sensitive or confidential information related to students, research, or health, that is not intended for public sharing. Applying the account default security controls will help ensure that UMB sensitive information remains secure.
	ESSENTIAL CONTROLS
1. Set a meeting password — share via email only, never publicly
1. Enable the Waiting Room and admit participants individually
1. Restrict screen sharing to Host Only
1. Disable Join Before Host
1. Require authentication (@umaryland.edu) for internal meetings
1. Assign a co-host for any public or high-attendance event
1. Lock the meeting once all expected participants have joined

ACCOUNT DEFAULTS (ZOOM.US)
Set once at zoom.us > Settings > Security:
	Setting
	Value

	Meeting password
	ON

	Waiting Room
	ON

	Join before host
	OFF

	Screen sharing
	Host only

	Authenticated users
	ON (internal)

	Removed can rejoin
	OFF

	Mute on entry
	ON



	PRE-MEETING CHECKLIST
1. Password set, shared via private channel only
1. Waiting Room enabled
1. Join Before Host disabled
1. Screen sharing: Host Only
1. Co-host assigned
1. Meeting link NOT posted publicly
1. Lock meeting after all participants join

IF YOUR MEETING IS DISRUPTED
1. Security > Suspend Participant Activities, halts all video, audio, sharing
1. Participants > More > Remove, eject the individual
1. Lock the meeting immediately after removal
1. Document the incident: time, nature, participant IDs
1. Report to CITS Security Operations
1. Graphic content shared? Report to Trust & Safety - Zoom 

GET HELP
Security Operations: secops@umaryland.edu
Zoom Trust & Security: https://zoom.us/trust-form 
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