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Introduction

Zoom is a critical tool for academic events, thesis defenses, research presentations, and administrative meetings at the University of Maryland, Baltimore (UMB). When configured correctly, Zoom provides a secure and professional experience. When key security controls are omitted, meetings become vulnerable to disruption, including uninvited participants sharing inappropriate content, commonly known as "Zoom bombing."
Configuring Zoom meetings with appropriate security controls is not optional, it is a fundamental responsibility of every host. Unsecured meetings expose participants, the institution, and its data to unnecessary risk, and may constitute a failure to meet UMB's data stewardship obligations.
This guide provides step-by-step instructions and best practices for all UMB faculty, staff, and students who host Zoom meetings. Following these controls is especially important for any meeting that involves student information, research data, protected health information, or external participants.

Understanding the Risk: What Is Zoom Bombing?

Zoom bombing occurs when an unauthorized individual joins a meeting and disrupts it by sharing offensive content, making disruptive noises, or otherwise interfering with the session. Incidents can range from mildly disruptive to severely distressing, particularly when participants are subjected to graphic or offensive material without warning.

The primary causes of Zoom bombing are:
1. Meeting links shared publicly without password protection
1. Waiting rooms disabled, allowing anyone with the link to join instantly
1. Meeting IDs posted on public websites, social media, or open calendar invitations
1. Screen sharing permissions granted to all participants
1. No host or co-host assigned to monitor the session

Essential Security Controls

The following controls should be applied to every Zoom meeting hosted on behalf of UMB. Together, these form a layered defense that significantly reduces the risk of unauthorized access and disruption.

1. Require a Meeting Password

Passwords ensure that only individuals who receive a proper invitation can join your meeting.
1. When scheduling, if not created by default, create a passcode for the meeting
1. Use a strong, non-obvious password, avoid sequences like "123456" or the meeting date
1. Share the passcode only through private channels such as email, your LMS, or direct message, never in a public post
1. Zoom embeds the passcode in the meeting link by default; ensure your link-sharing method is appropriate for the audience

2. Enable the Waiting Room

The Waiting Room is one of the most effective controls available. It places every participant in a virtual lobby until the host explicitly admits them.
1. Enable "Waiting Room" in Security settings when scheduling
1. Admit participants individually or in groups after verifying their identity
1. For large events, assign a co-host to manage the waiting room so the presenter can focus on content
1. Do not admit anyone you do not recognize, ask them to identify themselves via chat before admitting

3. Restrict Screen Sharing

By default, Zoom may allow any participant to share their screen. Restricting this to the host prevents malicious content from being displayed.
1. Set "Who can share?" to "Host Only" in the Security or Share Screen settings
1. If participants need to share, grant them temporary co-host status or enable sharing only for that individual
1. Revoke sharing permissions when no longer needed

4. Authenticate Participants When Possible

For meetings limited to UMB faculty, staff, or students, requiring Zoom sign-in adds a strong layer of identity verification.
1. Enable "Only authenticated users can join" in the Security section
1. Set the domain restriction to @umaryland.edu for internal-only meetings
1. For meetings with external guests, use the Waiting Room and password controls instead

5. Lock the Meeting Once It Begins

Locking the meeting prevents anyone from joining after all expected participants are present, even with a valid link and password.
1. Once attendance is confirmed, click Security then Lock Meeting from the host toolbar
1. Unlock briefly and with caution if a late participant needs to join
1. This is especially useful for meetings that might include sensitive information

6. Disable Join Before Host

The "Join Before Host" feature allows participants to enter the meeting room before the host arrives. This means the room is open and unmonitored.
1. Disable "Allow participants to join before host" in scheduling settings
1. Arrive a few minutes early to open the meeting and begin admitting participants
1. If you expect to be delayed, assign a co-host who can open the meeting on your behalf

Configuring Your Zoom Account Defaults

Rather than configuring these controls for each meeting individually, you can set secure defaults in your Zoom account settings at University of Maryland, Baltimore Video Conferencing, Web Conferencing, Online Meetings, Screen Sharing - Zoom. These defaults will apply to every meeting you schedule.




	Setting
	Recommended Value
	Notes

	Require meeting passcode
	Enabled
	Apply to all new meetings

	Waiting Room
	Enabled
	All participants

	Join before host
	Disabled
	Prevents unmonitored entry

	Screen sharing — who can share?
	Host Only
	Change per-meeting as needed

	Only authenticated users can join
	Enabled (where applicable)
	Use @umaryland.edu for internal meetings

	Allow removed participants to rejoin
	Disabled
	Prevents re-entry after removal

	Mute participants upon entry
	Enabled
	Reduces disruption at session start

	Allow participants to rename themselves
	Disabled (optional)
	Reduces impersonation risk

	Participant chat permissions
	Host and Co-Hosts
	Adjust for collaborative sessions



Managing Public and High-Visibility Events

Public lectures, dissertation hearings, and other broadly advertised events require additional care. Because meeting information may be posted on department websites, social media, or emailed to large distribution lists, these events are at higher risk of being discovered and disrupted by uninvited individuals.

Before the Event

1. Do not post the direct Zoom meeting link on any public webpage or social media post without additional controls in place
1. Instead, post a registration link or a contact email address and distribute the actual meeting link only to registered participants
1. Consider using Zoom Webinar format for events with large external audiences, it provides stricter controls by design, with panelists and attendees in separate roles
1. Assign at least one co-host who can manage the waiting room, mute or remove participants, and handle technical issues independently of the presenter
1. Conduct a brief security check before the event: confirm the waiting room is enabled, screen sharing is host-only, and the password is set

During the Event

1. Monitor the participant list throughout the session
1. Lock the meeting once all expected attendees are present
1. If an uninvited or disruptive participant joins: immediately mute them, stop their video, remove them, then lock the meeting
1. Use the Suspend Participant Activities button in the Security menu to immediately halt all participant video, audio, and screen sharing if the meeting is severely disrupted
1. Report any Zoom bombing incident to the Help Desk and to the Security & compliance office immediately

If Your Meeting Is Disrupted

If your meeting is compromised by an uninvited participant sharing inappropriate content, take the following steps immediately:

1. Click Security then Suspend Participant Activities to freeze all participant actions
1. Remove the disruptive participant using Participants > More > Remove
1. Lock the meeting to prevent re-entry
1. Briefly explain the interruption to your participants, then continue or reschedule as appropriate
1. Document the incident: time, nature of the disruption, and any participant names or IDs that were visible
1. Report the incident to CITS Security Operations
1. If inappropriate content was shared such as sexually explicit material, report it to Zoom Meetings Support Team

Pre-Meeting Security Checklist

Use this checklist before hosting any UMB Zoom meeting:

1. Meeting passcode set and shared only through private channels
1. Waiting Room enabled
1. Join Before Host disabled
1. Screen sharing restricted to Host Only
1. Co-host assigned for events with external participants
1. Authenticated users required for internal-only meetings
1. Meeting link NOT posted on any public webpage or social media
1. Meeting locked once all expected participants have joined

Resources and Support

For questions about Zoom security settings or to report an incident, contact:

1. UMB Help Desk: help@umaryland.edu
1. CITS Security Operations: secops@umaryland.edu 
1. Zoom Trust and Safety: Report to Trust & Safety - Zoom
1. Zoom Support: Getting Help from Zoom Support | Contact Us
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