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Benefits of Encryption

Encryptiontechniques are used to prevent any unauthorized individuals from reading or altering data
stored or transmitted across our campus wide network. UMB faculty, staff and students share
sensitive data across our network. To protect our data and eliminate the risk of access by
unauthorized parties, public key encryption and/or secure key exchange are being utilized in Open
WebMail.

ENCRYPTION SETTINGS

Open WebMail has already been set for encryption. If you are using one of the other clients (Eudora,
Netscape, Outlook or Outlook Express) to access your UMnet mail, you need to configure the client
incoming server settings to SSL (Secure Socket Layer). See E-mail Client Configurations (for
accessing UMnet Mail), which is available on the web page UMnet Instructions Provided by ASC
(http://dev.umaryland.edu/helpdesk/help/docs/).

Questions?

For questions on Encryption, call the Assistance and Service Center (ASC) Help Desk at 410-706-
HELP (4357) (weekdays, 8:00 a.m. - 5:00 p.m.) or send an e-mail to: help@umaryland.edu
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