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Creating a myUM ID and Password 
 

This document contains instructions on how to set up your myUM ID and password. Your myUM ID and password is used 
to log into many resources provided by the University of Maryland such as eUM, the myUM Portal, Blackboard, Mediasite, 
COEUS, Effort Reporting, SURFS, GoogleApps@UMaryland and myUM Mail.   
 
In an effort to reduce the number of usernames and passwords needed across campus, CITS is working to add more 
systems to myUM Authentication.  For more information about myUM Authentication or your myUM ID and password, go 
to http://www.umaryland.edu/helpdesk.   

 
 
1) Go to the myUM Account Management Site (https://directory.umaryland.edu ) and click on the New User, 

Set Up Account link.   
 

 

 
 
  

http://www.umaryland.edu/helpdesk
https://directory.umaryland.edu/


Page 2 of 15 

2) Verify your identity 
The information you enter must match what is listed on your employee, student, or affiliate record.  
 
a) Enter your Last Name  
b) Enter your Date of Birth (Month, Day, Year) 
c) Select the option for either the “Last 4 digits of Social Security Number” or the “myUM PIN”. 

 
NOTE:  If you are an affiliate or your employee or student record does not contain a Social Security 
Number, you will need to enter a 4-digit myUM PIN.  The system will not be able to find your account 
using the last 4 digits of a Social Security Number. 
  
Go to page 15 of this document for instructions on how to obtain a myUM PIN.   
 

d) Enter the Last 4 digits of your Social Security Number or a myUM PIN. 
 

e) Click the Submit button to search for your account. 
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3) Agree to the “Terms of Use”  
 
When the system finds your account, it will display the terms of use.  After you review the Terms of Use, 
click on the “I Agree” button to proceed.   
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4) Set up your myUM ID 
The myUM ID is your self-created username for any myUM Authenticated system.  
 
Your myUM ID may contain letters, numbers, and special characters and must be between 3 and 32 
characters in length. 
 
To set up a myUM ID: 
 

a) Enter your desired myUM ID and click on the “Check Availability” button.  
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b) If the myUM ID is available, click on the “Set myUM ID” button. 
 
NOTE: If you want to search for another myUM ID, click on the “Search Again” button 

 

 
 

  



Page 6 of 15 

c) Once you have set up your myUM ID, the system will display a confirmation page.   
 

Click on the “Continue” button to set up your Secret Question/Answer.. 
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5) Set up your Secret Question and Answer   
If you ever forget your myUM ID or myUM Password, you can use the Forgot Password feature on the 
myUM Account Management site. 
 
When you select this option, the system will find your account and then use the Secret Question and 
Answer you provided to verify your identity.   
 
 
a) By default, the question “What is your pet’s name?” appears.  Use the drop-down menu to select 

another verification question.   
 

b) Provide an answer to the verification question.  
 
The answer must be between 3 and 32 characters in length.   
 
NOTE: If you use the Forgot Password feature, the system will expect a response that matches this 
answer exactly, including capitalization and spaces.   
 

c) Click on the “Submit” button.   
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d) Once you set up your Secret Question and Answer, you should receive confirmation that your secret 
question and answer have been written to the directory.   
 
Click the “Continue” button to set up your myUM password.   
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6) Select a Security Image. 
 
NOTE: You will be selecting a Security Image and a Security Phrase.  These items have been added to the 
Account Management Site to help deter phishing attempts.  Once selected, you will not be able to change 
them. 
 
 

  



Page 10 of 15 

7) The image you selected will be displayed at the bottom of the screen (in this example, the crab was 
selected).  Click on the “Set Security Image” button. 
 
 

\   
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8) Enter a Security Phrase.  It cannot contain any leading or trailing spaces.  The phrase must start and end 
with a letter.  In this example, the phrase is “The Maryland Blue Crab”.  Click on the “Set Security Phrase” 
button. 
 
NOTE:  The Security Image and Security Phrase will display each time you log into the myUM Account 
Management Site for your security verification.   
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9) Your Security Image and Security Phrase will display.  Click on the “Continue” button.  
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10) Setup your myUM Password  
Your myUM Password gives you access to numerous systems across campus.  Please create a secure 
password.  
 
A myUM Password must be between 8 and 32 characters in length and must also meet the following 
requirements: 

 At least 1 uppercase letter 

 At least 1 lowercase letter 

 At least 1 number 

 At least 1 special character (such as ! @ # $ % etc.) 
 
In addition the password cannot have more than 2 consecutive identical characters in a row (i.e. ‘aaa’ or 
‘111’) and the password cannot contain any spaces. 
 
The myUM password cannot be equal to your myUM ID.   
 
a) Enter your myUM password in the “Desired password” and “Confirm password” fields.   
b) Click on the “Submit” button.   
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NOTE: You should receive confirmation that your password has been written to the myUM Directory.  
This screen will also show when your password will expire.   
 
 

c) Click on the “Continue” button to return to the myUM Account Management home page.   
 

 
 
 
 
11) Click on the “Log Off” button to log out of the myUM Account Management site.   
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Additional Information: myUM PIN Help 
 

The myUM PIN is not your myUM Password.  The myUM PIN is used in place of the last 4 digits of a Social Security 
Number to verify a user’s identity if a user does not have a Social Security Number associated with their account, or 
does not wish to provide that information. 
 
If you do not know your myUM PIN, use the following directions to have a myUM PIN emailed to you.   
 

1. Go to the myUM Account Management site (https://directory.umaryland.edu).  
 

2. Click on the New User, Setup Account link.  
Do not fill out any of the requested information yet. 
 

3. Scroll down to the bottom of the page and click on the myUM PIN Help button to access the myUM PIN 
Help Site.  

 

 
 

4. Enter one of the following values in the myUM ID field and click on the “Submit” button. 
 

Value Format 

OneCard Customer 
Number 

14-digit number found on the back of a UM One Card 
Example: 22001100000000 

Student ID ‘@’ sign followed by 8 numbers 
Example: @00000000 

Employee ID Six numbers 
Example: 000000 

Affiliate ID ‘A’ followed by 5 numbers 
Example: A00000 

 
5. Verify the email address displayed and click on the Reset PIN & Email button.   

 
You should receive a “myUM PIN Reset” email message from help@umaryland.edu with your myUM PIN in 
a few minutes.   

 
6. Once you receive your myUM PIN, you will be able to verify your identity in Step 2 (page 2 of these 

instructions) and continue the process to set up your myUMB ID and password.   
 
If you need assistance with obtaining your myUM PIN, contact the IT Help Desk at 410-706-HELP (4357) or 
help@umaryland.edu.    

 

Questions? 
For more information about Creating a myUM ID and Password, go to http://www.umaryland.edu/helpdesk  or call the 

IT Help Desk at 410-706-HELP (4357) or send an e-mail to: help@umaryland.edu. 

https://directory.umaryland.edu/
mailto:help@umaryland.edu
mailto:help@umaryland.edu
http://www.umaryland.edu/helpdesk
mailto:help@umaryland.edu

