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University of Maryland Baltimore

Center for Information Technology Services

Maintaining Your e-Mail Address & eUMB Security

At UMB, we comply with established security practices and guidelines for the protection of our data.  We have adopted proven industry standards and practices that aid in ensuring the security of eUMB’s application data.  The following provides a review of some of the security measures and business practices implemented in eUMB.

Maintaining Your E-mail Address
It is critical that eUMB reflect your current campus e-mail address.  This ensures that messages from eUMB are properly routed to you, and that the eUMB team can reach you with important system-related messages.  Note that it is the policy of eUMB that only campus e-mail addresses will be permitted for use in eUMB.

Maintaining your e-mail address is done using the same page (component) where passwords are changed.  To change your e-mail address, navigate to the following page (component):

Home > PeopleTools > Maintain Security > Use > My Profile
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Horme > PeopleTools > Maintain Securly » Use = Forgot My Password New Window

Forgot My Password

User Information

User ID: EJONES

Email ID: ejones@umantand.edu

Flease answer the following question below for user validation

Question:

Whatis the last name of your favorie author?

Response:

&]Done T

Internet




To change your e-mail address, simply type your new address as shown above and click Save. Note that during the Save process, the word Save will momentarily appear and blink in the upper right-hand corner of the screen.

Password Requirements

The following are the eUMB password requirements:

Each password must: 

· contain a minimum of 6 characters, maximum of 32 characters,

· contain at least one number,

· contain at least one special character such as:  ! @ # $ % ^ & * ( ) - _ = + \ | [ ] { } ; : / ? . > <

· not be the same as the user id,

· must be changed every ninety days.  Note that there will be a fourteen-day warning period before a password expires.

Examples:

msj+rdj=2
- Mary Sue Jones + Robert David Jones = 2

WeR#1!
- We are number 1!

3Bmshtr!
- 3 Blind mice, see how they run!

eUMB4us.
- eUMB for us.

UMBiz#1
- UMB is number 1

Password Guidelines

Additionally, it is important to also follow these general guidelines:

Protect all passwords:

· Do not post

· Do not share

· Change frequently

Use smart passwords.  Passwords must be secure so choose one that is as difficult as possible for would-be intruders to guess.  In choosing a password:

· Do not use a login name in any form.

· Do not use information easily obtained: names of children, spouses, pets, license plate numbers, telephone numbers, brand of automobiles, etc.

· Do not use a word contained in English or foreign language dictionaries.

· Use a password that is easily remembered.

· Use a password that can be typed and that you can type quickly without looking at the keyboard.

· Use mixed-case passwords as these also add an additional level of complexity.

Changing Passwords

The eUMB application will require that you change your password every ninety days.  Fourteen (14) days prior to the expiration of the password, eUMB will warn that your password is going to expire.  Of course, you may change your eUMB password at any time, not just when it expires.

To change your password, take the following path:

Home > PeopleTools > Maintain Security > Use > My Profile.

The General Profile Information screen will be displayed; click on the Change password link.
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The Change Password screen will be displayed prompting you to enter your current password,  your new password, and your new password again (to confirm).  Enter this information and click OK.  The password change is Saved and you will be returned to the General Profile Information screen.  Note that during the Save process, the word Save will momentarily appear and blink in the upper right-hand corner of the screen.  To exit from the General Profile Information screen, you may navigate using the breadcrumbs.
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Horme > PeopleTools > Maintain Securly » Use = My Profile New Window

Change or set up forgotten password help

Ifyou forget your password, you can have a new password emailed to you
Enter a question and your response below. These will be used to authenticate you

Queston: |
Selct rom e s ofcuestons, or ener your v cuestion

Responst
ok [Cancer]






Setting Up Forgotten Password Help

eUMB passwords are encrypted (not displayed in plain text), so in the event you have forgotten your password, a new one must be issued.  eUMB has the ability to issue a new password without you having to contact the Assistance and Service Center.  Of course, in order to do this, eUMB must know that you are the individual requesting to have your password reset.  

To use this feature, you’ll need to plan ahead and set up your Forgotten Password Help.  Forgotten Password Help allows you to select a question from those available in eUMB and enter the answer – an answer that only you know.  This question/answer combination will be used later by eUMB to ensure your identity.  

If, when you request a new password from eUMB, you provide the same answer as when you setup your Forgotten Password Help, a new password will be e-mailed to you.  Refer to the section Forgot My Password for information on how this feature functions.  With your new password, you can now log in to eUMB and change your password. 

To set up your Forgotten Password Help, take the following path:

Home > PeopleTools > Maintain Security > Use > My Profile
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Horme > PeopleTools > Maintain Securly » Use = My Profile New Window

Change or set up forgotten password help

Ifyou forget your password, you can have a new password emailed to you
Enter a question and your response below. These will be used to authenticate you

Queston: |
Selct rom e s ofcuestons, or ener your v cuestion

Responst
ok [Cancer]




The General Profile Information screen will be displayed; click on the Change or set up forgotten password help link.  The Change or set up forgotten password help screen will be displayed prompting you to select a question that you would like to use when requesting a new password from eUMB.  You will also be prompted to enter the response to this question. Enter this information and click OK.  This information is Saved and you will be returned to the General Profile Information screen.  Note that during the Save process, the word Save will momentarily appear and blink in the upper right-hand corner of the screen.  To exit from the General Profile Information screen, you may navigate using the breadcrumbs.

Forgot My Password

As mentioned in the section “Setting Up Forgotten Password Help”, if you have forgotten your password, eUMB can reset your password without having to contact the Assistance and Service Center.  To have your password reset, visit the eUMB login screen and click on the Forgot My Password link.  The Forgot My Password screen will be displayed prompting you to enter your User Id and press the Continue button.  
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On the next screen, your User Id and e-mail address are displayed.  The question you selected earlier in Change or set up forgotten password help will be displayed and you will be prompted for your response. If you supply exactly the same response as you entered earlier (see the section on “Setting Up Forgotten Password Help”), a new, randomly generated password will be sent to the displayed e-mail address.  If you enter a response that is different than what you set up, a message indicating this will be displayed and a new password will not be issued.  If you need assistance, you may contact the Assistance and Service Center.

If you successfully answered the Forgot My Password question, retrieve the e-mail message with your new password and use this new password to log into eUMB.  You may then change your password to an easier-to-remember value.
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Horme > PeopleTools > Maintain Securly » Use = Forgot My Password New Window

Forgot My Password

Ifyou have forgetten your password, or your password has expired,
you can have 3 new password emailed to you

Enter your User ID below. This will be used to find your profile, in order to authenticate you

User Ip: |

Eloome

IEN




Locked Accounts

There are occasions when a password may be forgotten and multiple attempts to log in will fail.  If you attempt to log into the eUMB application and are unsuccessful four consecutive times, your account will be locked.  This is to help safeguard against someone attempting to break into your account.  If this occurs, you must contact the Assistance and Service Center in order to regain access to your account.

Idle Time-Outs
If you have not performed any screen activity for more than sixty minutes, your eUMB session will be terminated.  All information not saved will be lost and you will have to log back into eUMB to resume your work.

Terminating Your eUMB Session
To terminate your eUMB session, it is recommended that you click on the Sign Out link found in the upper right-hand corner.  This will end your session and return you to the eUMB login screen.  At this point, you may close your browser, if you so desire.

If, instead of clicking on Sign Out, you close your browser window (by clicking on the Close X in the upper right-hand corner), you will terminate your eUMB session and your browser.  However, this is not the preferred method.  It is a much better idea to explicitly Sign Out of eUMB.

Questions?

If you have questions regarding any of this information or any eUMB security question, please contact the Assistance and Service Center Help Desk at 6-HELP (4357).
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