Annual Report On Security

The State of The University

As of August 1, 2006 the state of the campus network with regards to IT Security is as follows:

UMB’s network security model is comprised of a multi-level layer of appliances and technology to protect us from outside as well as internal threats to the campus infrastructure.

At the core of the network we have two Cisco 535 firewalls configured in fail-over mode.  What this means is that if the active firewall fails we are immediately switched to the redundant firewall without a loss of network connectivity.  These firewalls are the first line of defense but due to the fact that we are a University we have a relaxed set of rules that these firewalls operate by.  This is part one of our multi-layer defense in depth approach.  We are not very restrictive at the front door.  We are protecting the campus from the most prevalent security concerns that affect the greatest number of campus users, i.e. the Microsoft operating systems.  We have many broad rules in place to deal with the Microsoft issues while only targeting a few systems with very specific security rules; these typically occur closer to the actual systems.

We currently have two core routers that all campus connections collapse to; one for the schools and departments that maintain their own firewall and one for those that don’t have a firewall.  For those that don’t have their own firewall, they connect to the router that contains a Firewall Services Module (FWSM) that we configure to provide a greater level of security that we can’t provide at the front door firewall.

Another layer of defense has been in place for approximately 2 years and the latest is currently due to be installed this month.  We currently have a Cisco IDS (Intrusion Detection System) in one of the core routers.  The IDS watches campus network traffic for predetermined threats and activity.  Any suspicious packets or activity that might be of a security risk is logged to a server and one of the datacomm network specialists will attempt to find out if the threat is something that should be dealt with.  This is an older technology and while still useful it is a technology that places us in a position of being reactive to security threats.  We could be currently under attack by the time the network specialist realizes the problem and starts to remediate the situation.

We recently purchased a new technology that will allow us to become proactive in identifying and eliminating security threats to the campus.  We purchased an IPS (Intrusion Prevention System) by TippingPoint Systems.  An IPS differs from the IDS by being an active appliance and once a threat is discovered it will eliminate the threat without any intervention by the networking staff.  It receives daily updates identifying the latest threats and with its built in intelligence is able to protect us from Day 0 events, i.e. events that occur before most vendors have a patch available to deal with the issue.

Spam is a huge problem for the industry and we have adopted a solution that has been in place for almost two years.  We are currently using the Blue Cat Meridius solution to deal with Spam.  Spam is a very dynamic and difficult problem for campuses to deal with.  Spammers are very resourceful in trying to get their message to as many users as possible without being detected.  Currently the Meridius systems are approximately 90-95% effective in dealing with Spam but there are new ways found every day to try and circumvent our protection.  Our biggest problem right now is the fact that we are not scanning email that appears to come from our domain, .umaryland.edu.  We were content to assume that any email originating from within the campus was not Spam and didn’t have to be checked.  Spammers recognize this fact and now spoof our domain and send mail that appears to originate from the campus when it does not.  We will put a rule in place that will check all email to see if it is legitimate or not.  The problem with this is that some legitimate email from campus users will be targeted as Spam and there is the possibility that some email delivery will be delayed until a user checks their Quarantine mailbox and releases the legitimate email.

In addition to the Spam appliance we have two anti-virus servers running Symantec’s latest anti-virus software.  The anti-virus definitions are updated on a daily basis or whenever an outbreak occurs and Symantec has created a patch, that patch is downloaded to our servers automatically.  Some schools are currently running other versions of anti-virus software to protect them from internal threats, which can and do occur due to faculty, staff and students bringing laptops to the campus that are not up to date with all current patches and anti-virus and then spreading a virus from the inside.

Bandwidth management is a very real concern for Universities. Typically Universities have very fast Internet and Internet2 connections to support the research and business needs of the campus.  While bandwidth prices have dropped, the cost for speeds that Universities typically require is very expensive and proper use of available bandwidth is of utmost importance.  To help with this task we implemented an appliance that monitors and manages our total bandwidth.  The Packeteer is used to help monitor and shape the bandwidth use of the campus.  We can prioritize certain protocols to give them a larger amount of the total bandwidth ensuring that those protocols have complete access and will not be slowed down due to other types of traffic.

Another feature of the Packeteer and one that is just as critical is that it allows us to identify certain types of traffic that are not allowed to be on our network.  Peer to Peer software packages are typically used to share illegal and copyrighted files between users.  Packeteer allows us to classify these types of programs and stop them from being used on our network.  Before the Packeteer was installed we received many “cease and desist” notices from the RIAA, MPAA and other organizations due to faculty, staff and students sharing illegal files and software.  While we still might receive a notice, it’s no longer as frequent and I don’t think we’ve had a notice in over a year now.  Just as Spammers are constantly looking for new ways, people who pirate software are looking for new ways to get around the protection.  There are new programs that show up and students may use them for a short time, very rarely resulting in a notice, but the Packeteer is updated whenever new threats are discovered and we then shut down any illegal activity.  

The large number of routers, switches, firewalls, intrusion detection systems, and servers we manage and monitor generate a huge amount of log data daily.  This staggering amount of data presents new challenges – 1) how to correlate the events from individual reporting devices into ‘meaningful’ information that can be quickly analyzed 2) how to retrieve data from log files for forensic evidence,  and 3) how to manage/archive data to meet various legal requirements as well as legislative  audit requirements.  To address these issues, we’ve recently implemented the CS-MARS (Cisco Security Monitoring, Analysis and Response System).  This appliance correlates and analyzes data from multiple sources and identifies incidents for further investigation.   MARS can quickly provide a visual path of an incident as it traverses the campus network.  If  investigation determines the event to be an attack or other security threat,  MARS has the ability to mitigate the threat with a click of the mouse or can be configured to mitigate with no intervention.  We are still breaking in the MARS appliance and will be tweaking as we go along.  There still is a need for additional logging tools that will assist in retrieving specific data from specific log files and also in managing/archiving the data to meet specific legal and audit requirements. 
The area of Identity Management has become an industry hot topic and is one that we will be actively pursuing in the coming months.  We realize the importance of making sure that we are able to identify and authenticate users that have access to sensitive data on campus.  Equally important is finding out when people leave the campus for whatever reason and being able to remove any access that was granted no matter where on campus they may have had access to.  We will be working closely with the Schools and the Hospital to implement a system that allows us to make sure those users rights are removed from any system they might have had access to.  There is a potential risk that if we do not make sure that a user’s rights have been terminated along with their employment, a disgruntled employee could leave the campus, log back in and do considerable damage to those systems and the campus reputation.
