BEST PRACTICES FOR USING 300 WEST LEXINGTON STREET
FOR BACK UP DATA

Under a program provided by the Center for Information Technology Services
(CITS) each research faculty member is offered one terabyte of backup storage
space in a modern, secure computer facility located at 300 W. Lexington Street in
Baltimore, just off the UMB campus. Additional storage may be purchased at
prices subsidized by CITS. This is part of a program that will eventually offer
primary storage space and high performance computing for research.

In order to make best use of the facility and increase efficiency, CITS recommends
that certain practices be followed if possible.

Data Backups:

If a project team or laboratory were to back up important data to the research
storage facility several items should be considered. Rather than connecting every
researcher’s desktop to the new storage facility, it would be more efficient to
consolidate backup data for the entire group before sending it. Several tools can
do this at no to moderate cost. A backup tool, installed on one machine, can be
used to select data for backup from every machine in a laboratory or office. The
initial data capture will be large and will take, depending upon the connection
speed of the backup machine to the campus network, a long time. One terabyte
of data, transmitted at 100 megabits per second, will take more than twenty-four
hours. This should be scheduled on a weekend or a known period of inactivity.
After this data transfer, a good backup application will extract only changed data
during each subsequent backup cycle and will transmit incremental amounts of
data to the 300 West Lexington Street facility. To reduce the amount of data
being stored, the best practice is to NOT back up the operating system and
applications on a workstation. Personal information, like music files and pictures,
should not be backed up to the university’s storage infrastructure.

If the user is backing up from a laptop, or some other device that doesn't maintain
permanent network connectivity, the user should consider how to do the initial
backup. The initial backup may take longer than a standard business day, and if a



laptop is carried between home and work, it will need to be left behind so the
initial backup can complete. An alternative would be to manually backup select
folders at a time, in order to break up the periods of network activity into smaller
chunks. A permanently connected desktop is better suited for performing lengthy
backups.

Be aware of extra large files that change frequently (like VM Disk Images, and
Microsoft Email databases). Even a small change in these files will require them
to be backed up repeatedly, wasting space and slowing down overall backup
performance.

Backup tools should be selected by individual users or workgroups. Initially CITS
does not intend to back up data in the research storage facility in phase 1 and
cannot support local backup activities. There are tools being used on campus that
work reasonably well and they are listed below.

Retrospect: http://www.retrospect.com/:

This can be installed on a Windows machine and can back up any Windows,
Macintosh, or Linux machine in a group. It can send incremental back up data to
the research storage facility on a regular schedule or on demand.

Windows 7:
http://www.microsoft.com/windows/windows7/compare/default.aspx
Windows 7 Professional and Windows 7 Ultimate have backup and restore
utilities which can transmit data to a Network drive.

Macintosh Time Machine:
http://www.apple.com/macosx/what-is-macosx/time-machine.html

Time Machine provides a solid product for backing up Macintoshes with the
following caveat: the device to which data is being stored needs to be a /block/
device (as in, hard drive-like). This can only be accomplished through the use of
iSCSI. CITS personnel will work closely with researchers wishing to employ this
solution.
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GoodSynch:

http://www.goodsync.com/ is a multi-platform backup and file synchronization
product. It works with an SSL-protect WebDAYV storage location so it is attractive
for our site.

CITS will continue to monitor and test new products on the market and share
what we learn. Many times one of our researchers finds something that is useful
to others. CITs will be the common point of contact for sharing those findings as
well.
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