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 Incident Response Policy
Executive Summary

An information security incident is any event that results in a loss or compromise of data or a loss of the ability to work with those data. Security threats can arise from accidental or intentional acts. Threats may come from external parties or from the workforce. While preventive measures lessen a threat, they cannot eliminate it. Organizations must be able to detect, respond to, report and learn from security incidents. This policy defines a consistent way to deal with security incidents.
Goal

The goal of this is policy is to define the responsibility for detecting information security incidents and the framework for handling them. 

Scope

This policy applies to all campus organizations and IT staff.
Definitions 

Security Incident – A security incident is an actual or potential event involving loss or compromise of data or the loss of functionality of an information system or network. Examples include unauthorized access to a PC, data theft, unauthorized data modification, a computer virus, unauthorized network probing, denial of service attacks, and violations of acceptable use policies.

Policy

The workforce shares responsibility for maintaining the security of the information they work with and the computer systems they use. Unusual events such as missing data, slow network access or spontaneously rebooting are symptoms of a security incident. Workforce members should report suspicious events to their supervisor and should inform their local IT group or Help Desk as soon as possible. They should regularly inspect their computer’s security log looking for failed logon attempts and other threatening events.
IT staff must document workforce incident reports, configure devices to log security events, monitor the network for suspicious activity and observe the performance of servers and applications for unusual behaviors.

IT staff should take appropriate actions during a security incident. Those actions include classifying the threat, securing the network, disseminating incidence response information, analyzing root causes, remediating affected systems, recovering lost data or functionality and learning from the event.
UMB Campus Considerations

Effective Date

The rules defined in this document are effective immediately.
Violations

Knowingly disregarding this policy constitutes a violation of policy and will be subject to appropriate disciplinary actions.

Enforcement

Violations in policy will result in progressive disciplinary action dealt with through normal disciplinary processes within each organization.
Revisions

As the nature of threats and technology change, this policy will be reviewed and revised as necessary.
APPENDIX

The following sequence of actions should be followed during a security incident.

Security Incident Actions

· Detection

Configure devices to log security events. Event logs should be inspected periodically for failed log in attempts and other signs of inappropriate access. Monitor, identify and record network traffic alerts. Configure intrusion detection or prevention systems to report and prioritize suspicious network activity in real time.

· Classification

Security incidents should be classified according to severity and risk so appropriate efforts and measures can be initiated.

· Securing the Network
Blocking network access to a computer can disrupt other legitimate activities. It should be done with care. Make a rapid preliminary analysis to tell whether an event is more than likely the result of unusual but legitimate activity.

When an event is a threat, network administrators will take reasonable measures to protect network and device functionality. Those measures might include:

· Disabling a user ID

· Disabling network access for the affected device

· Disabling an entire VLAN or network segment

· Disconnecting the organization’s access to the campus backbone or to the Internet

· Reporting Requirements
Information often flows across network boundaries. Securing the network of one organization may adversely affect the work of another. It is the duty of the IT Staff of the affected organization to inform those likely to be affected by their actions in a timely manner.
Maintain a permanent record of security incidents. Make this record available for inspection when required.

· Analysis

The nature or cause of an incident dictates the best reaction to it. The following general steps should also occur:

· Continue to collect and to analyze signs (e.g., very high network traffic, port scanning, etc.) and symptoms (e.g., user can’t log on; data can’t be located, etc.)

· Research those findings using appropriate methods. (If the Internet is available, it is a valuable resource to consult for diagnosis, treatment and preventive actions. The following link located on the CITS Security Webpage http://www.umaryland.edu/cits/security/links.html identifies some of the more common resources.)

· Identify which resources have been affected; forecast which are likely to be affected

· Estimate the technical and business impact of the incident and of the response(s)
· Determine whether the incident should be investigated further and whether computer forensics is needed.

· Remediation/Eradication
At some point it will be necessary to eliminate the threat and repair the damage. The following general steps should also occur:

· Remove malicious code, inappropriate materials, and/or other components from the affected device. It may be necessary to re-format the hard drive; re-install a properly patched operating system, security and application software; and restore previously backed-up data.

· Identify and mitigate all vulnerabilities exploited.
· Recovery
It may be preferable to replace lost data or functionality before remediation or eradication. The following general steps should also occur:

· Restore lost functionality. This may involve system replacement or network re-configuration.

· Monitor for related activities.
· Incidence Response Assessment
Security incidents may be a symptom of faulty security processes. Lengthy or difficult response measures may reflect inadequate planning or resources. The following general steps should occur:

· Review relevant policies procedures; update them as needed
· Review legal issues arising from the incident
· Evaluate the adequacy of resources to deal with this incident

· Hold a “lessons learned” meeting.
· Forensics
Computer forensics is the collection, analysis and preservation of evidence for use in court. It requires a special environment, training and tools to pass legal scrutiny. If in the course of an incident it appears that a computer should be kept for forensic evaluation, it should be confiscated, secured and reported to the CIO of that organization who will make a determination on the next steps to follow.  In general, IT staff member lack these prerequisites and should not attempt to perform forensics. Employ experts to improve odds of success. 
