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Purpose

The purpose of this document is to establish an understanding of the function that a firewall plays in the overall security of UM’s network.

Introduction

The University of Maryland (UM) Center for Information Technology Services (CITS) manages a perimeter firewall between its Internet connection and the UM campus network to establish a secure environment for the campus’ network and computer resources. This firewall filters Internet traffic to mitigate the risks and potential losses associated with security threats to the campus network and information systems.
Scope
UM is a distributed environment with corresponding local responsibilities. Support for campus enterprise applications is managed centrally.  

Campus organizations should view firewalls as their first line of defense from external threats; although internal security must still be a top priority.  Internal systems must be patched and configured in a timely manner.  The perimeter firewall provides the first level of protection for the campus network and computing resources.  Campus organizations may have a need for an internal firewall for additional protection of possible internal (campus) threats.  A formal process should be used for managing the addition and deletion of firewall rules. 

Policy

Given the nature of UM's academic environment, the campus firewall cannot be configured to typical industry accepted standards.  UM does not restrict all unnecessary traffic; it is open to most traffic and denies access as needed for secure VLAN’s.

Due to individual security needs and the type of information to be protected, the following information defines the rules for the perimeter firewall and the firewall services module:  

ASA5550 – Campus Perimeter Firewall

Policy:
· Block certain ports/services globally (with some exceptions):
· Blocked Inbound (from off-campus):
· icmp echo
· icmp echo-reply
· TCP ports/services:
· MS tcp ports
		135-139
		42
		445
· 2155
· 2967
· 4444
· 6101

· UDP ports/services:
· MS udp ports:
		135-139
		42 
		445
· tftp
· 1434
· any
· Blocked Outbound (from on-campus):
· TCP ports/services:
· MS tcp ports:
		135-139
		42
		445
· 2155
· UDP ports/services:
· MS udp ports:
		135-139
		42
		445
· 1434
· 2155

· Allow inbound access to all other ports – unless specific requirements are requested by a school or department OR it’s a CITS host.
· Specific to CITS subnets or other schools and departments as requested:*
· Allow access to hosts ports/services as needed
· Deny all other access

Firewall Services Module

Policy:
· Deny all inbound access
· CITS subnets have default rules
· Allow all outbound access

CITS Subnets – Default Inbound Rules:

CITS server subnet (134.192.1.0/24) *
· Allow Systems vpn access to any host any port
· Allow Datacomm vpn access to any host any port
· Allow Datacomm hosts access to any host any port
· Allow CITS desktops access to systems managed hosts any port
· Allow icmp any from any on-campus host
· Deny all other access

Admin Comp subnet (134.192.61.0/24) *
· Allow Systems vpn access to any host any port
· Allow CITS desktops access to any host any port
· Allow icmp any from any on-campus host
· Deny all other access

CSS – Load Balancer subnet (134.192.18.0/24) *
· Allow Datacomm vpn access to any host any port
· Allow Systems vpn access to any host any port
· Deny all other access

ACE – Load Balancer subnet (134.192.54.0/23) 
· Allow icmp any from CITS subnet
· Allow icmp any from CITS desktops (134.192.64.0/22)
· Allow icmp any from CITS web-team desktops (134.192.60.0/25)
· Allow CITS desktops access to port 3389
· Allow CITS web-team desktops access to port 3389
· Allow CITS Systems vpn access to port 3389
· Allow CITS desktops access to port 22 
·  Allow 134.192.1.144 (GFI/SEP/AV) access to MS Servers ports:
· 135/tcp
· 139/tcp
· 445/tcp
· 2967/tcp
· 3389/tcp
· 138/udp
· 139/udp
· Allow CITS Backup Servers (134.192.1.176, 183 & 191) access to MS Servers host ports:
· 135/tcp
· 139/tcp
· 445/tcp
· 1025-65535/tcp
· 10000/tcp
· 137/udp
· 138/udp

CITS-DMZ-2 subnet (134.192.24.0/23)
· Allow Systems vpn access to any host port 3389/tcp
· Allow Systems vpn access to any host port 22/tcp
· Allow CITS desktops access to any host port 3389/tcp
· Allow CITS desktops access to any host port 22/tcp
· Allow icmp any from CITS subnet 
· Allow 134.192.1.144 (GFI/SEP/AV) access to MS Servers ports:
· 135/tcp
· 139/tcp
· 445/tcp
· 2967/tcp
· 3389/tcp
· 138/udp
· 139/udp
· Allow CITS Backup Servers (134.192.1.176, 183, &191) access to MS Servers ports:
· 135/tcp
· 139/tcp
· 445/tcp
· 1025-65535/tcp
· 10000/tcp
· 137/udp
· 138/udp
· Deny all other access

CITS-Development (10.227.182.0/23)
· Allow Systems vpn access to any host port 3389/tcp
· Allow Systems vpn access to any host port 22/tcp
· Allow CITS desktops access to any host port 3389/tcp
· Allow CITS desktops access to any host port 22/tcp
· Allow CITS desktops icmp echo to any host 
· Allow CITS desktops icmp echo-reply to any host
· Allow CITS subnet icmp echo to any host
· Allow CITS subnet icmp echo-reply to any host
· Allow AdminComp subnet icmp echo to any host
· Allow AdminComp subnet icmp echo-reply to any host
· Allow CITS-AD-CAMPUS-DOM-DCS access to any host ports:
· 88/tcp
· 135/tcp
· 139/tcp
· 445/tcp
· 464/tcp
· 389/tcp
· 636/tcp
1450-1452/tcp
3268-3269/tcp
1024-65535/tcp
53/udp
88/udp
123/udp

137-138/udp
389/udp
464/udp
500/udp
636/udp
50000-50255/udp


· Allow 134.192.1.144 (GFI/SEP/AV) access to any host ports:
· 135/tcp
· 139/tcp
· 445/tcp
· 2967/tcp
· 3389/tcp
· 138/udp
· 139/udp
· Allow CITS Backup Servers (134.192.1.176, 183, &191) access to any host ports:
· 135/tcp
· 139/tcp
· 445/tcp
· 1025-65535/tcp
· 10000/tcp
· 137/udp
· 138/udp
· Deny all other access

CITS-Research (134.192.26.0/23)
· Deny all access

ALL CITS Subnets - Default Outbound Rules:
· Allow any access


*These subnets were in existence before default firewall rules were implemented (prior default rule was to allow any inbound access).  

We are in the process of moving all existing systems to their new respective security VLANS, 

General Policy Notes:

Firewall backups should be performed via an internally situated backup mechanism, e.g., tape drive.  

Firewalls log activity, and firewall administrators examine the logs on a regular basis.  

Have an appropriate Acceptable/Ethical Use Policy in effect

Have a designated Point of Contact for all resources – they should be reachable for problem resolution, preferably on a 24x7 basis.

Document what is implemented – secure the documentation.

Backup the firewall configuration on a routine basis – secure the backup for Disaster Recovery purposes.

All firewall and security policies should be audited and verified at least quarterly.

Utilize VPN access and authentication for remote access.

Secure access between dedicated remote sites should use secure tunneling features of the firewalls (VPN to VPN).

Intrusion detection is recommended as an additional safeguard against attacks.

Campus organizations should recognize that all system administration, especially firewall administration, requires significant time and training.  Campus organizations should ensure that their administrators receive regular training to stay current with threats and vulnerabilities. 


Network Time Protocol (NTP) or another appropriate mechanism is used to synchronize the logs with other logging systems such as intrusion detection.  In addition to examining logs, the IT Security Officer periodically reviews the configuration of the firewall to confirm that any changes made are legitimate.

An organization should be prepared to handle incidents that may be inevitable despite the protections afforded by the firewall environment.  In such a case, an incident response team should be created to assist the recovery from and analysis of any incidents.

Note: 
This is not a recommendation to enable blocking of active web content, but to be capable of blocking it, should it be necessary. The decision to block active content, excluding viruses, should be weighed carefully, as blocking active content will render many websites unusable or difficult to use. Executable files in email attachments that could be blocked include the following: 
.ade   .cmd   .eml   .ins   .mdb    .mst   .reg    .url   .wsf   .adp   .com   .exe   .isp   .mde    .pcd   .scr    .vb   .wsh   .bas   .cpl   .hlp   .js   .msc   .pif   .sct    .vbe  .bat   .crt   .hta   .jse   .msi   .pl   .scx    .vbs  .chm   .dll   .inf   .lnk   .msp   .pot   .shs    .wsc 

Organizations should not rely solely on the firewall to remove the above content; web browsers should be set to appropriate security levels, and anti-virus software should be used on personal computers. 

Campus organizations should recognize that all system administration, especially firewall administration, requires significant time and training.  Campus organizations should ensure that their administrators receive regular training to stay current with threats and vulnerabilities. 

UM campus organizations should monitor email reports from the IT Security Officer and the UM CITS Security website http://www.umaryland.edu/cits/security/index.html for information about current attacks and vulnerabilities.  
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