UMB, UMMC, UPI and SOM Enterprise 
Campus Password Management 
Executive Summary

Passwords are an important aspect of computer security. They are the front line of protection for user accounts. A poorly chosen password may result in the compromise of a department’s entire network.  Any device connected to the campus networks must implement authentication and authorization processes that uniquely identify all users and appropriately control access to systems.  

Goal
The purpose of this policy is to establish guidelines and provide best practices for the creation of strong passwords, the protection of those passwords, and the frequency of change.

Scope
The scope of this policy includes all faculty, staff and students who have or are responsible for an account (or any form of access that supports or requires a password) on any system connected to the campus network, has access to the campus network, or stores any non-public UMB information.

Definitions
Departmental IT Manager – Individual or group responsible for maintaining network devices for an organization and/or department.

General Policy
Passwords are used for various purposes at UMB. Some of the more common uses include user level accounts, web accounts, email accounts, PDA’s, screen saver protection, etc.  Departments must implement authentication and authorization processes that uniquely identify all users and appropriately control access to systems.  Considering the heterogeneous computing environments at UMB, the following password characteristics and management practices must be minimally met where applicable, but are operating system dependent, i.e. UNIX vs. Windows:
· The user must select and/or change initial passwords, unless those passwords are randomly generated.

· Initial passwords and password resets distributed to the user must be issued pre-expired (unless randomly generated), forcing the user to change the password upon logon. 

· User ids associated with a password must be disabled after 3-5 invalid login attempts.

· Password reuse must be prohibited for a minimum of six months.

· Passwords should not contain leading or trailing blanks.

· Passwords must not contain more than two consecutive identical characters.

· Passwords must contain a minimum of eight characters.

· Passwords must contain a mix of alphanumeric characters.  Passwords must not consist of all numbers, all special characters, or all alphabetic characters.
· All user-level passwords (e.g., email, web, desktop computer, etc.) must be changed at least every 180 days (90 days for highly privileged users).
· When a user password is reset or redistributed, the identity of the user must be validated.
· All system-level passwords (e.g., root, enable, NT admin, Back-up Exec, Exchange, Oracle administration accounts, etc.) should require a minimum password length of 15 characters and be changed as required.

· All user-level and system-level passwords must conform to the guidelines described below.
Guidelines
Characteristics of strong passwords:

· Contain both upper and lower case characters (e.g., a-z, A-Z)

· Have digits and punctuation characters as well as letters e.g., 0-9, !@#$%^&*()_+|~-=\‘{}[]:";’<>?,./)

· Are at least eight alphanumeric characters long.

· Are not words in any language, slang, dialect, jargon, etc.

· Are not based on personal information, names of family, etc.

· Passwords should never be written down or stored on-line. Try to create passwords that can be easily remembered. One way to do this is create a password based on a song title, affirmation, or other phrase. For example, the phrase might be: "This May Be One Way To Remember" and the password could be: "TmB1w2R!" or "Tmb1W>r~" or some other variation.
NOTE: Do not use either of these examples as passwords!

Password Protection Best Practices 
· Use a unique password for every computer account.

· All passwords are to be treated as sensitive, confidential UMB information.
· Don’t reveal your password to anyone in any way for any reason. 
· Do not use the "Remember Password" feature of applications (e.g., Eudora, Outlook, Netscape Messenger).
· Passwords must not be inserted into email messages or other forms of electronic communication.

· Do not write passwords down and store them anywhere in your office. Do not store passwords in a file on ANY computer system (including Palm Pilots or similar devices) without encryption.
· If an employee who has administrative rights to any system leaves the University, all system level passwords must be changed at that time.

· Discourage the use of group or shared IDs, including establishing procedures for identifying and retiring group or shared IDs

· Follow strong password characteristics and management practices, requiring users to adhere to institutional usage, construction, and change requirements

If an account or password is suspected to have been compromised, report the incident to your IT Security Officer and change all affected passwords.
Auditing and Monitoring

Password cracking or guessing may be performed on a periodic or random basis by campus network services.  If a password is guessed or cracked during one of these scans, the user will be required to change it following the rules outlined above.
Effective Date
The rules defined in this document are effective immediately. 
Violations
Failure to create strong passwords and enforce regular passwords changes is a violation of this policy.

It is the responsibility of each departmental IT manager to make sure that they are keeping their departmental systems in compliance with the above stated policy.  Failure to do so constitutes a violation of policy.

Enforcement 
Violations in policy could result in progressive disciplinary action dealt with through normal disciplinary processes within each organization.  

Revisions 
This policy will be reviewed and revised as needed.
