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Purpose

This standard establishes a framework for ensuring that servers deployed within UMB’s
campus are managed in asecure and predictable fashion. It is the responsibility of UMB network
managers to protect and maintain the security of the networks they-are charged with managing.
System adminigtrators are obliged to prevent trespassers from corrupting or misusing any segment of
the enterprise network. Listed below are recommended standards to be followed by System
Adminigtrators where technicaly feasble.

Scope

UMB is adistributed environment with corresponding loca responsibilities. Support for
campus enterprise gpplications is managed centrally. This security standard is recommended for all
server resources within the physica area of the UMB campus and all users who access those
resources. It pertains especidly to those resources that support vita business functions and that
maintain confidentid, personal, or protected informetion.

Standard(s)

To maximize the security of the network server environment, the System Administrator,

where feasble:

Maintains physica access controls

Requires that adminigirator level passwvords are aminimum of 8 characterslong

Prevents the reuse of passwords over a 12 month period

Enforces password expiration at least every sx months

Ensures that users have unique and separate server accounts

Uses antivirus software to ensure that files saved to servers are not infected

Recommends the use of antivirus software if the system supports emal

Ensures that the primary administrator account is the only account with accessto dl files

Ensures that any new data copied onto a server is donein afashion that logsthe

transaction/transfer

10. Ensures that only approved and licensed software isingtalled on the server

11. Provides the capability to log al confidentid file access

12. Reviews activity logs for suspicious activity

13. Uses authentication between servers, aswell as client and server, when trandferring
confidentid deta

14. Performs incrementa backup on adaily basis

15. Parformsfull server backups at least weekly

16. Produces archiva backup copies at least monthly

17. Stores backup copies of critica enterprise systemsin a protected, off-site fadlity
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