UM Directory Services
Implementation Guide
Definition and Purpose
The goal of the UM Directory Service (UM-DS) is to provide a central system for user authentication and identity information.  Having this central repository provides a common username and password for users to every application that use the service.  Furthermore, applications that leverage the identity information will ensure demographic person data is consistent across the enterprise and require minimal user intervention and system administration to maintain.
Currently all UM employees (Faculty and Staff) and all UM students exist in the UM-DS and can utilize it.  There are also over 1400 affiliate users that people in UPI, UMMS, Dental Corporation, UMBI, or other affiliation that require access to UM-DS connected applications or services.  Anyone that needs to become part of the UM-DS has the ability to do so upon application and sponsorship.
Not every application will be able or appropriate to leverage the UM-DS for authentication or identity data.  However, most applications and services should be able to take advantage of the key benefits of UM-DS; a single username and password combination and a common source for accurate person data.  CITS is committed to using UM-DS for applications and services it provides and manages, as well as assist Schools and departments in employing this key technology.
Current Use
The following key enterprise applications use directory services today for user authentication, a data source for person data, or both:

· myUM Portal (and all other PeopleSoft applications [HRMS, Financials, RAVEN] indirectly thru the Portal’s Single Sign-on)
· SURFS

· myUM Mail

· Blackboard

· COEUS
· MAXIMUS
· OneCard Transaction System
· EHS Training
· USM Aleph Library System
· UM Athletic Center
· Software Purchasing

· Wireless and VPN Access

· SiteExecutive Content Management System
· All CITS developed Cold Fusion applications

· Online Web Directory and Paper Phonebook

In addition to the key enterprise applications cited above, a number of School and departmental developed applications also leverage the UM-DS.

myUMID - The myUMID went live in Fall 2007.  The myUMID allows users the ability to define their own enterprise directory username.  This username can then be used to authenticate into any application or service connected to the enterprise UM-DS.  This ID can be leveraged not only be central applications but also by individual Schools and departments that utilize the UM-DS.

Getting Started

CITS has developed a number of resources for Schools and departments to use to employ UM-DS in their environments.  Among these resources are a copy of the UM-DS schema (the listing all information stored for each user), code snippets to leverage UM-DS in custom application development, and standard configuration data that LDAP capable applications typically require.  These resources can be accessed via the UM Directory Services/Identity Management site at https://directory.umaryland.edu/idm.asp.

In addition to these online resources, CITS is available for strategic and technical consultation concerning Identity Management and taking advantage of the UM-DS by contacting us at DL-CITS Directory Services.
