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The University of Maryland, Baltimore schools and departments have access to a wide range of IT services and support offered by the Center for Information Technology Services (CITS).  CITS is the central information technology organization which develops and maintains mission-critical information systems and technologies for UMB academic and administrative operations.
    
One of the newest and most exciting developments in technology at UMB is the communications infrastructure.  CITS as well as UMB schools and departments have been upgrading network and communications equipment in preparation of a migration to more contemporary communication services.  The first pilot program will begin this spring with the Dental School to test the delivery of voice, as well as data and video, across a new communications infrastructure and with the use of new communication devices.  A converged voice, video, and data infrastructure, and the use of digital technologies, will provide UMB faculty, staff, administrators, and students the capability to communicate more effectively.   
Internet Protocol Communications (IPC) which includes Voice over Internet Protocol (VoIP) and other IP-based communication services have matured as a technology solution.  Voice “traffic” can now be transmitted over a packet-switching technology, which essentially means that voice “packets” can be sent and received like data and video “packets” over one converged campus network and across the Internet.  IP communications provides the foundation for future developments in networking and telephony services.  It will increase the availability of modern communications products, features and functionality to the UMB campus community.  The benefits to users of this technology include many new features, such as: unified messaging that provides access to e-mail and voice messages on one device; integrated conferencing which increases productivity by enabling real-time collaborative work via a combination of audio, video, or Web conferencing; mobility for users to log onto any networked telephone and have calls to their extension routed to any phone from which they are working, including cell phones.  Soft phones (IPC software installed on laptops, desktops, etc.) further broaden mobility for faculty, staff and administrators since they will be able to use their laptop to get a dial tone as if they were sitting in their office. Other benefits include improved organizational efficiency, e.g., improving help desk call centers, strengthening disaster recovery and business continuity plans since the recovery of a single converged network typically takes less time than recovering separate voice and data networks, etc.  

A popular new service that was implemented this year for faculty, staff, and administrators is unified messaging.  Unified messaging is the capability of having voice mail messages delivered to UMB faculty and staff via their email account. No longer do UMB employees have to pick up a telephone handset to retrieve their voice mail messages.  For those people who choose to have unified messaging, their voice mails are sent to their e-mailbox, where they can open an attachment and listen to a voice message. 
All of the schools and departments on campus have access to a very high speed campus fiber-optic network backbone which connects campus buildings at Gigabit speeds.  The campus network connects to a primary commercial Internet provider at Gigabit speeds.  Two back-up Internet connections are maintained with different commercial providers at 200 Mbps.  UMB is also a member of the Internet2 consortium and has access to this high-speed higher education, government, non-profit and private partner network.  The campus connection to the Internet2 Abilene network is at 2.45 Gigabits per second.     
The central campus computing facility managed by CITS is housed in the Health Sciences and Human Services Library.  This newly upgraded facility includes server, storage, networking and database resources as well as other contemporary computer room technologies.  It also has the latest in environmental controls including uninterruptible power supply, generator power, a fire suppression system, and daily back-ups of systems that are stored in off-site locations.  A business continuity and disaster recovery plan has been created for emergency restoration of systems, operations, and services.
The UMB IT security model is comprised of a multi-level layer of appliances and technology to protect us from outside as well as internal threats to the campus infrastructure.  IT leaders and staff across campus have collaborated to create an IT security strategy that includes multi-organization coordination and communication.  By mutually confronting common threats campus organizations have strengthened IT security across the enterprise.  An IT security “quilt” effectively blankets the entire campus and protects schools and departments from security breaches.  The implemented technologies include: firewalls, intrusion prevention and detection systems; monitoring; bandwidth “shaping”; filtering and “pinpointing” spyware and viruses, etc.  The ongoing goal is to achieve a balance of strong IT security while providing appropriate access to contemporary systems and to a wealth of campus information resources.

In the effort to provide both easy and secure access to contemporary computer systems, UMB has developed a directory services and authentication strategy.  The goal of the directory services and authentication strategy is to protect against security breaches, improve the management of identities, and support appropriate access to data for UMB research, teaching, and administrative operations.  CITS has created an identity management system that maintains data regarding people and their attributes in the campus enterprise directory service.  
This system is being used for the campus Portal (MyUMB).  An ID and password is used to authenticate into the Portal which provides immediate access to enterprise applications (HR, Payroll, Financials and Grants) and to a financial system reporting tool (RAVEN).  The UMB One-Card, USM Library System, Coeus (Pre-Award System), Maximus (Effort Reporting System) and other Web applications are also using this enterprise directory for authentication and identity management purposes.
The enterprise directory has been a breakthrough in establishing a common UMB authentication database, which can be used for the following purposes: creation and use of common UMB identifiers; account creation/removal processes; improved security by granting/denying access to applications and services in a timely manner based on a person’s affiliation; single sign-on functionality, etc.  The enterprise directory is allowing for the timely management of identities and access to UMB applications more quickly and effectively.  The continued use of directory services will lead to more automated and accurate solutions for protecting access to University data, while at the same time, ensuring access for those who need it.  The next steps in deploying this strategy include applying the standard UMB ID as the unique login identifier to additional UMB systems and applications on campus, e.g., the use of the enterprise directory and common ID for authentication into the UMB wireless networks.     
CITS has implemented and supports many enterprise applications and systems for the University community, including student, human resources and payroll, financial and grants, eLearning, OneCard building access and transaction system, effort reporting, space management, etc. 
The Student Information Management System (SIMS) includes modules for recruiting, admissions, registration, financial aid, student accounts, degree audit, and graduation. Because SIMS is designed to accommodate different academic practices, all of UMB’s schools can use one student system. SIMS is fully web-based, which gives administrators and students web-browser access to the system from off-campus as well as on-campus locations. 

 

Initial data entry points include fourteen different admission offices and three tape loads as well as applicant self-entry via the web. Similarly, the registration process differs from school to school: a majority of students register themselves via the web, e.g., School of Pharmacy students, while a couple of schools have chosen to continue registering their students in school offices. SIMS has the ability to define each user’s access (no access, view only, data entry) to the various parts of the system to meet users’ needs. Users with access to the various modules/forms/reports receive up-to-the-minute information. 

 

The student interface, SURFS (Student UseR Friendly System), allows current and former students, through a secure server, to see their grades, billing, and demographic information. Using SURFS, students can register online, request transcripts, apply for graduation, and maintain accurate address, telephone, and emergency contact information. It also allows students to view and accept financial aid awards. SIMS has been integrated with the Blackboard Learning Management system to enable students to register for and add/drop electronic courses in the campus course catalog.

 

SIMS provides the schools with the ability to manage their own student data. Direct access to information supports improved decision making in areas such as admissions, enrollment management, and student support services. Students benefit from the virtual one-stop shopping that SIMS supports.

The most recent and pervasive administrative change was the implementation of eUMB.  eUMB was a multiyear project that replaced the University’s core administrative applications for human resources, payroll, finance, procurement, and grants management. The eUMB project has used technology as a catalyst to enhance as well as transform current practices and to better meet the University’s information needs. The first phase focused on the HR application within the PeopleSoft Human Resources Management System (HRMS). The HRMS application went live with Phase 1 on October 14, 2002 (Human Resources and Position Management modules) and with Phase 2 on March 24, 2003 (Time and Labor, Commitment Accounting, and Payroll modules together with a new interface to the Maryland State Central Payroll Bureau). The implementation of the first phase of the eUMB project was an important milestone toward the goal of implementing systems that promote efficiency as well as optimize operations and services.

Benefits to the campus have included an online/integrated HR, payroll, time, and labor system; a single repository of HR information with enhanced reporting capabilities; and departmental ability to manage employee funding. Employees at UMB who deal with HR matters have online access to a wealth of school/departmental employee information, including personal data, job data, position data, etc. 

Most recently, the University completed another phase of the eUMB project, which was the implementation of a new financials and post-award grants system. This new system, which went live on March 1, 2006, provides expanded information and easier and faster access to financial and grants information. Contemporary web reporting capabilities allow for immediate generation of both summary and detailed reports of financials and grants information. Administrators as well as principal investigators can see real-time online reports of department and project budgets, pre-encumbrances, encumbrances, expenditures, and balances. 
The new financial system provides for greater automation and more efficient processes. Purchase requisitions are now routed electronically from the requester to the department and, through the school approver, to the Procurement Office. All procurements are online, saving over 100,000 pieces of paper per year. The online completion and electronic routing of requisitions as well as the online receiving function saves time in schools and departments. It also helps the University analyze procurement data more easily and helps consolidate purchases for better pricing. 
eUMB provides more intuitive and user-friendly technology. It is a web-based system that is delivered with a “Portal front-page.” Users login once to the Portal page and have access to both the HRMS/Payroll and the Financials/Grants systems. Navigation through the systems is very intuitive, with a “home” page for each of the major processes (Procurement, Accounts Payable, etc.). A link to selected budget reports can be created in the Portal; when this link is clicked, an up-to-date budget/expense report is immediately generated and presented.

Use of this system has resulted in a more sophisticated workforce. Many of the processes that were manual and paper-based are now automated. Staff are using computers to initiate automated processing of financial and grants data. Staff have access to a very intuitive system, but are required to know the “why” as well as the “how” in order to reap the benefits of the system. Users are developing greater knowledge and expertise and are more valuable to campus and school operations.
The pre-award research information system is the next phase in a sequence of projects to build a state-of-the-art, integrated human resources, financials and pre- and post-award research system.  A Research Steering Committee and Working Group Committee discussed and defined project vision and scope, system critical success factors, research processes, roles and responsibilities, as well as evaluating several possible pre-award software systems, and they were:  Coeus, PeopleSoft, InfoEd, and ERA software Grants Application Management System (GAMS).  

Coeus, which was developed at MIT, was selected by UMB.  Coeus, when fully implemented, will reduce redundant data entry into internal as well as Federal and other systems.  It serve as the repository for information collected through the electronic proposal routing system, track proposals as they move through the review and approval process, record information about awards as they are received, and interface and share data with PeopleSoft financials and post-award grants.  A key integration point is the use of a new user-friendly and powerful web reporting tool that provides access to all proposal, award, and financial data in these systems.  In addition, and very importantly, Coeus has a System to System interface with Grants.gov.   

Phase 1 of the UMB Coeus Project went live with four “pilot” departments that prepared real proposals in Coeus, with routing and approving activated and working, and the proposals were submitted electronically to Grants.gov in February 2007.  Phase 2 of the Coeus Project includes building and testing interfaces, e.g., with the financials/post-award system; configuration of remaining workflow and route control; establishment of security roles; essential data conversions, and the implementation of a common reporting tool for accessing proposals, awards, and financial expenditures.  Phase 2 includes the roll-out of Coeus to faculty in all schools and departments at UMB.
Some of the key outcomes of the UMB Coeus project include the capability for researchers to prepare online and electronically route grant proposals through an approval process with defined rules and process flow; a means for updating and approving research proposals electronically; accommodating Federal rules and procedures for electronic submission of proposals; assurance that all data requirements for campus and external reporting are captured; facilitating the data sharing, integrations, and electronic interfaces to and from PeopleSoft HRMS and Financials and other enterprise wide systems (e.g. Effort Reporting, Space Management); a fully developed reporting strategy for proposals, grants, financials, providing users with one reporting tool for all of their data needs.

At the conclusion of the project, UMB will have a single unified grants processing and administrative system, using an electronic solution that will reduce processing time and increase efficiency, focus the faculty’s time on the science, thus better quality, possibly better proposals and higher acceptance rate of proposals, and sustain and hopefully increase research funding.  There will be streamlined processes and workflow; online collaboration; expedited electronic submission of proposals, evaluation, administration; track activities, tasks, budgets, expenses; meet audit and reporting requirements; eliminate duplicate processes and data management; provide information regarding grant opportunities to faculty, better communication and collaboration with internal approvers and reviewers, and with agency evaluators.  

The new system will assist faculty researchers who desire an easier administrative process of submitting proposals.  This system will offer intuitive online proposal preparation, tracking of proposals as they move through the routing pathway, and a faster overall approval process.  This system will provide for better data for decision-making and for undertaking grant-related cost studies and analyses. It will be a system that simplifies and streamlines the research process electronically so that the institution can reduce submission, evaluation, award, and reporting while also more effectively administering post-award activity and management.  
Furthermore, it will position UMB as a leading institution in the use of a System (Coeus) to System interface with Grants.gov to meet the Federal mandate and the requirements for electronic grant submission.  It also satisfies a University need and provides the remaining pieces for and the development of an integrated electronic research life-cycle system.  
In addition to administrative systems, CITS supports enterprise-wide eLearning applications.  The Blackboard course management system is used by hundreds of faculty and thousands of UMB students.  The electronic delivery of course materials has become commonplace within schools and academic departments and includes the use of online assessment and testing software (QuestionMark), lecture capture technology (Mediasite and iTunes University and podcasting), and many other web applications and technologies.  The goals for teaching and learning with technology include: facilitating the delivery of education to students online, anytime and anywhere; ensuring that conference and lecture room technologies are easy to use and intuitive; supporting faculty instructional initiatives that send and receive voice, video, and data across the school and campus network, and Internet1 and Internet2; and, supporting a digital environment of synchronous and asynchronous learning for the school curriculum as well as for continuing education programs.
A CITS Web development group is also available to schools and departments.  The Web services group provides assistance with Web page/application design, update and redesign, the creation of new applications, monitoring and maintenance of existing campus web applications and sites, and assistance with use of CMS (Content Management System).
The CITS Assistance and Services Center (ASC) includes a help desk operation and an enterprise training group.  The campus Help Desk is the first line of support for student, faculty and staff who have questions or problems with campus software and systems. It also provides phone, e-mail and walk-in support for and assistance with: email, Blackboard, eUMB Financials, eUMB HRMS, eUMB reporting, campus Portal, the student system (SCT Banner), computer software, authentication, campus OneCard, the campus network, etc.  After hours support is available for critical applications and systems.  Second shift critical system support is available from 5:00 p.m. to 10:30 p.m.
The enterprise training group delivers training to UMB employees in enterprise software, applications and systems including but not limited to email, eUMB Financials, eUMB HRMS, eUMB financial reporting, use of the campus Portal, use of the student system, etc.
Another popular service offered by CITS is the availability of site licensed or educationally-priced software to members of the University of Maryland computing community.  The CITS Office of Software Licensing takes advantage of the University's purchasing power to negotiate the best possible price and value on volume software purchases.  It provides a mechanism to identify the software licensing needs of the campus community and bring groups together in order to save money for campus organizations and the University.  The Software Licensing Office provides the campus with the following services: facilitation of software procurement on volume purchases; software distribution; answers to questions concerning software licensing based on the volume purchases; a website with current software licensing information; and CD’s of many different software programs for purchase by students, faculty, and staff at great discounts.  
This past year, CITS collaborated with UMB schools and Dell Corporation to develop a student laptop program.  Students received discounted prices for laptops that were specifically designed and configured for UMB as well as for each respective school’s academic program needs.  Through this program, UMB faculty and staff are also able to take advantage of the discounted rates for Dell computers.  
CITS works with campus schools and departments, as well as with the campus General Counsel’s office to develop IT policies that provide guidance to UMB students, faculty, and staff.  These policies can be found at:  http://www.umaryland.edu/cits/policies/
Underlying all that CITS does with technology is the most important offering, and that is providing excellent customer service.  If our customers are not happy, then all of the work undertaken to advance and support technology is in vain.  Our mission and focus in the Center for Information Technology Services is to treat UMB students, faculty, staff, colleagues and co-workers as treasured customers.  Excellence in service to the UMB community is our challenge and responsibility.
This report has identified many of the services provided by the Center for Information Technology Services (CITS).  For more detailed information regarding CITS services, please see the organization website at:  http://www.umaryland.edu/cits/
Information regarding campus and school IT activities can be found in the UMB Information Technology Plan, 2006 at:  http://www.umaryland.edu/cits/plan_links.html.  

