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Today, technologies are widely available, contemporary, and integrated into virtually all aspects of University life.  Technology is now an available tool that enhances access to learning, inspires collaborative projects, ignites discovery of new knowledge, and provides new competitive advantages.  The creation of a state-of-the-art technology structure is a prerequisite in the pursuit of educational advances at UMB and opens exciting possibilities for research, teaching, learning, and optimizing University services.

The University of Maryland, Baltimore is fully engaged in the implementation of major technology initiatives.  These initiatives will introduce positive, technological, informational, and procedural change to the University community.  The successes borne from these initiatives are important to the future of information resources management and use at UMB.  At the same time, the University is fully engaged with key emerging issues (e.g., mobile, wireless technologies) as well as ongoing issues (e.g., support and resources).  The effective management of current and impending initiatives will position UMB among a select group of technologically sophisticated academic health, human services and law higher education institutions.
At the same time technological advancements are being made, a conscious effort is underway to protect the University’s information resources.  Appropriate and effective technology security will be implemented and deployed throughout the enterprise.  This will include a comprehensive approach to address the vulnerabilities of the Internet, network, server, and client hardware and to protect the confidential information resources which reside on or travel through these technologies.  In addition, contemporary policy statements are being prepared to address technology use and ethics, as well as the more specific issues related to security, electronic communications, networking, etc.     

The electronic environment at UMB will continue to facilitate the distribution and integration of any kind of knowledge – text, data, image, video, and voice.  Electronic communications technologies will provide seamless and intuitive connections for individuals throughout the campus, schools, hospital and UPI.  Electronic resources will be widely available and accessible through easy-to-use, intuitive web environments.  On-line resources will help faculty, researchers, clinicians, and staff to develop innovative research, pedagogy and learning techniques, and provide access to information resources across our enterprises and around the globe.

New administrative systems are being implemented that will provide intuitive access to mission-critical information.  These new systems will support new automated, contemporary processes and more efficient ways of doing business.  Advances made with administrative systems will be state-of-the-art from a technology standpoint, but more importantly, they will expand access to on-line information and optimize services for students, faculty, staff, and administrators.  Potential benefits from technology are quite far-reaching and go beyond automation of manual, paper-based business processes.  Deployed properly and used wisely, enterprise-wide information systems play a pivotal role in helping UMB respond to many of its challenges.  The future will include even more effective process changes resulting from electronic data interchange, integrated systems, and building electronic trust communication technologies, e.g. identity management, authentication, authorization, and data integrity.

The proliferation and use of technology at UMB, as well as its tremendous impact on the educational process, is raising significant strategic issues for the University of Maryland, Baltimore.  A significant challenge is addressing the support of a distributed technology environment where faculty and students exchange information in electronic formats regardless whether they are located; where administrators and staff have an ever-increasing need for accurate, integrated information not limited by existing functional boundaries or by wired network connections (proliferation of mobile and wireless technologies); and, where there are rising costs associated with a computing environment without boundaries.  

The focus for the future is the further development of a service and support-oriented environment, i.e., service and support for the available technologies and for the people who use them.  A faculty/researcher/clinician developed educational technology environment, an on-line student-centered learning environment, and an efficient administrative environment via the use of technology are all possible as long as effective support structures are in place.   The environments mentioned will place unrelenting demands on the technology infrastructure, network, systems, applications, and the people responsible for them. Relationship building, collaboration, and sharing of information and resources is critical to developing an effective support environment.

The future of IT success at UMB will not be due solely to the successful implementations of technology initiatives.  Future success will depend on resolving the issues of managing organizational change, maintaining the integrity of systems, creating and implementing comprehensive support plan(s), the availability of necessary resources, recruiting and retaining a professionally skilled technical staff, internal and external relationships, developing innovative practices, etc.  The success in an increasingly technological research and learning environment will result from the actions of people throughout the campus, schools, hospital, and University Physicians, Inc (UPI).  These people include researchers who will use Internet2 and the high-speed Abilene network to its fullest, i.e., acquiring knowledge of how to use this high-speed research and teaching network will lead to additional collaborative teaching and educational programs as well as collaborative research projects between UMB faculty and their colleagues at other Internet2 member institutions.  It will include the faculty, who will develop “teaching with technology models”, and who will construct programs and curricula that will effectively integrate technology into the learning experience.  It will include clinicians who need access to systems that contain accurate, easily obtainable information.  It will include staff and administrators, who utilize new technologies to improve efficiency in managing support services.  It will include students who incorporate technology into their learning experience at UMB.   The future of technology success requires an engaged community that embraces not only the outcomes of technology advances, but also the individual and organizational responsibilities that are required of a distributed information technology environment.


For everyone, technology will continue to become simpler and access to information will become easier.  Collaboration and communication via electronic means will be routine.  Electronic conveniences will be ubiquitous and available to all.  Technology, by itself, will become the secondary objective.  The uses and benefits of technologies will, and should be, the primary objective. 


There are many opportunities to use technology as a catalyst to enhance the research and educational missions as well as the efficient administration of the University.  We are currently making great strides to advance technology as well as to support the computing needs of campus constituencies.  Information technology leaders throughout the University community, Hospital and University Physicians, Inc. (UPI) are communicating and collaborating on IT projects, identifying additional collaborative IT opportunities and striving to share knowledge and resources.  The primary challenge is to use technology resources efficiently and effectively and meet the computing needs of our constituencies.  In a time of scarce resources, it is particularly important to control costs where possible.  The most significant challenge today is managing the increasing demands on limited IT resources.  To meet this challenge, we will continue to build a collaborative environment for the purposes of being more efficient and cost-effective in advancing and supporting technology.
Information Technology Goals, Objectives, and Action Items

1.
Technology Security

Goal:  Address the vulnerabilities with appropriate technologies and create greater 
awareness of its complexities.
Objectives:

· To define the problems, i.e., a technical problem versus an education or business process problem.

· To investigate both campus-wide issues as well as school and department level issues.

· To educate the campus on security issues, including the offering of training programs for faculty, staff, and students.

· To ensure that appropriate technologies and tools are implemented and maintained for network, system, server and client hardware, as well as for any devices that use wireless connectivity.

Action Items:

· To heighten security awareness and education through on-going communications to the entire UMB community.
· To continue to make the campus firewall more active, through information provided by logging, monitoring and analyzing network traffic with contemporary detection software.
· To provide proactive notifications, and where possible, technology solutions for keeping the latest security updates and virus protection on servers and client machines.
· To use software to more efficiently “shape” network traffic.

· To draft a security policy as part of the university IT use and ethics policy statement.

· To implement baseline, as well as extraordinary security technologies where necessary, for HIPAA and other regulatory compliance.

· To continue applying effective and reasonable technology security for the safety and protection of all UMB confidential information. 

2.
Electronic Communications
Goal:  Electronic communication services will be recognized for: providing seamless 
and intuitive connections to individuals throughout the campus, schools, 
hospital and UPI; contemporary functionality; and reliable, high-quality 
service and support.

Objective:
· To provide technology solutions, as well as coordinated procedures, that provide support for contemporary functionality and electronic access to individuals across the campus, schools, UPI, and hospital.
Action Items:

· To maintain connections, where necessary, which support common functionality and electronic access to individuals across the disparate systems.
· To develop e-mail system administrator service and support procedures and responsibilities.
· To have all Microsoft Exchange servers migrate to Exchange2000 and have one organization name.
· To update the current student e-mail system to a more contemporary solution (Exchange2000).
· To develop common standards for e-mail systems, as much as possible.
· To test and implement, if ready, software to reduce the volume of spam e-mail being sent to the UMB community of users. 
· To build an LDAP solution for identity management, authorization, authentication and integration of the multiple systems.
3. Administrative Systems
Goal:  Implement and provide support for systems which provide members of the 
UMB community with convenient, intuitive and authorized access to data 
that promote the efficient administration of the University.
Objectives:

· To continue implementing state-of-the-art, integrated enterprise-wide administrative information systems. 

· To provide support for enterprise-wide administrative systems. 

· To monitor the data integrity of UMB mission-critical administrative systems databases.

· To maintain proper system security for accessing student, financial, research and other confidential information in administrative systems.

Action Items:
· To complete the implementation of eUMB Phase 2 Payroll system.

· To begin the assessment process for a new Research and Financial System (including on-line procurement), leading to implementation activities beginning in Spring 2003.
· To implement student web registration for Nursing and Graduate School by November 2002, for Law, Medicine, Social Work, and Pharmacy by March 2003.
· To explore student web admissions for the Law School initially, and other schools as needed.

· To finish the research data warehouse project to provide easier access to an existing research system and data.
· To complete and disseminate a revised plan for supporting the eUMB and SIMS enterprise-wide administrative software, including on-going training support, functional and technical maintenance, and responding to daily service requests.
· To further develop and enhance the HR and Payroll system for the purpose of introducing new electronic processes.   

· To offer easy to use tools for querying enterprise databases, as well as for generating reports, to the campus community.

· To heighten the awareness of University offices and individuals to data integrity and the importance of entering accurate data into University databases.

· To monitor data integrity, inform appropriate individuals when data integrity has been compromised, and insure that the data are changed by the responsible and authorized parties.

4.
Service Delivery

Goal:  Provide a highly effective delivery of service and support system which 
focuses on the needs and requests of students, faculty, staff, and 
administrators, and applying and adapting technology to improve the quality 
of this delivery. 

Objectives:

· To meet the service and support needs of the campus and school community by continuing to develop the operations in the Assistance and Service Center, advance ASC staff knowledge and the technology available to them for processing and resolving service requests, to coordinate and collaborate with other help desks and service operations in the schools, UPI, and hospital, and to proactively inform the campus community about UMB technology as well as the status of specific requests and problems.

· To provide technical assistance for enterprise wide systems and technologies and to expeditiously respond to the service calls from campus constituencies pertaining to these technologies.

· To provide training for enterprise wide systems.

· To facilitate a computer and software acquisition program for students, faculty and staff.
· To provide accurate, up-to-date, and pertinent information for students, faculty, staff, and administrators on the CITS computing/technology website.
· To create open channels of communication to aid in the evaluation of the effectiveness of services and support.
· To treat UMB students, faculty, staff, colleagues, and co-workers as treasured customers, and provide excellent service to the UMB community.

Action Items:
· To have full-time professional ASC Help Desk personnel dedicated to the daily technology service and support telephone calls, e-mails, and walk-ins, as well as a team of Training professionals assigned to support the IT training needs of the University. 
· To communicate often and develop service and support procedures with the help desk personnel in central offices, schools, UPI, and the hospital.
· To train the ASC personnel in UMB technologies, including the use and navigation of PeopleSoft, SCT, Microsoft, and Novell applications, as well as in advanced customer service skills.
· To offer training to individuals or groups of faculty, staff, and students.

· To continue offering the computer and software acquisition and support program for students, faculty and staff. 
· To update and further develop the on-line knowledge bank of frequently asked questions and answers to those questions.
· To share information via e-mail and the web regarding changes in service and technology.
· To use the Remedy system for logging, tracking, and reporting service requests.
· To continue to promote a service-orientation and to publicly recognize staff for excellent service achievements.
· To continue to build service relationships with members of the University community, UPI, and hospital through frequent interaction.
5.
Identity Management, Authentication, Authorization
Goal:  Advance integrated access to university, hospital, UPI networks, applications 

and information resources by building appropriate electronic trust 

technologies.  


Objectives:
· To improve and consolidate where possible, NetID systems and procedures.
· To explore possible use of replacement or ancillary authentication mechanisms.
· To implement a comprehensive directory service solution, building interfaces to current and future applications.
· To implement a more streamlined sign-on procedure for users to get access to applications and information resources.
Action Items:

· To form a technical working group that has representatives from CITS, schools, hospital and UPI that explores, discusses and recommends solutions for improving NetID systems, authentication mechanisms, directory services, and authorization to applications and information resources.  

· To build CITS, school, hospital and UPI procedures to take advantage of contemporary trusts in electronic communications technologies.

· To implement a directory service solution that would address authentication and authorization issues for integrated access to university, hospital, and UPI applications, databases, and electronic resources.

6.
Technology for e-Teaching and Learning

Goal:  Support faculty in their use of on-line and classroom technologies and in    

their initiatives to enhance teaching and learning with technology.  


Objectives:
· To introduce faculty to new software, the capabilities of the web as well as classroom technologies and to assist faculty with developing knowledge of and skills with emerging technologies.

· To assist faculty with designing, implementing, and supporting web-enhanced, web-centric, and web-based courses.
· To facilitate the delivery of education by providing access to instructional materials and building online learning communities for students anytime and anywhere.
· To ensure that both the web and classroom technologies are easy to use and intuitive.
· To ensure that the technologies available to faculty (equipment, the network, software, etc.) work reliably well and appropriate training is available for the use of these technologies.
· To assist and collaborate with faculty in the development and implementation of effective “teaching with technology models”.

· To support faculty instructional and research initiatives that transmit and receive voice, video, and data (both point-to-point and multi-point) across the campus network and the Internet.

· To create a support structure for faculty such that teaching with technology is an exciting, easy transition and not a burden fraught with difficulties.

Action Items:

· To support the latest release of Blackboard (i.e., hardware maintenance, course creation, course back-ups, class list uploads, and technical assistance).

· To continue to implement easy to use, intuitive, and state-of-the-art classroom technologies.

· To continue to offer training and professional development workshops in Blackboard, other web technologies, streaming audio and video technologies, video-conferencing equipment, and with software programs used for teaching and learning.  Workshops will incorporate key pedagogical issues (where appropriate), such as instructional strategies, copyright, intellectual property, and cyber-cheating.
· To use the Blackboard software for both traditional as well as continuing education programs.  

· To implement and introduce a FacultyPartners program where possible.  The model consists of IT professionals (both Information and Instructional Technologists), members of the faculty, and UMB students:  professional and graduate students knowledgeable in the instructional needs of academic disciplines and in the technology.  More specifically the three groups of UMB personnel/students would do the following:

· Group 1:  To build and maintain the on-line (web) support structures that are easy to use and intuitive for faculty in delivering web-enhanced courses.  These web technologies would also support electronic professional development and the capability for pedagogical materials to also be available on-line.

· Group 2:  To provide expert instructional design technology assistance by working directly with faculty in the design, development, and implementation of web-based courses and online pedagogical issues.  These personnel and students would be dedicated instructional and technical resources to faculty as faculty build and incorporate effective “teaching with technology models” and strategies to enhance teaching and learning.

· Group 3:  To support the constant maintenance, operation, and life-cycle replacement of equipment in technology-equipped classrooms on campus.
7.
Facilitate Off-Campus Access
Goal:  Ensure that excellent off-campus network connection options are available to 
students, faculty, and staff through both dial-up and broadband services.  


Objectives:
· To develop a partnership with a company that can provide traditional dial-up Internet service, and broadband services through either a cable modem, digital subscriber line (DSL), and/or the emerging broadband wireless.

· To provide increased off-campus access options and at the same time provide competitive or decreased costs for all members of the UMB community.

Action Items:

· To research the marketplace to assess companies and offerings.

· To have focus group discussions to assess critical needs and wants for off-campus access.

· To develop specifications and request for proposals.

· To receive and evaluate proposals and bids, and make award.

· To develop an implementation plan, communications plan, and plan for subscribing the UMB community of users to this new service.

8.
Internet2 Awareness, Education, and Use
Goal:  Increase research and educational activity through the use of the Internet2 

Abilene network.  


Objectives:
· To promote Internet2 and the capability of the high-speed Abilene network for collaborating with colleagues at other institutions and research agencies.

· To educate faculty, researchers, and staff on the use and benefits of video-conferencing as well as transmitting large files of data and/or images across the Internet2 Abilene network.

Action Items:

· To finalize the scheduling and program for an Internet2 Day at UMB, sometime in early 2003.

· To prepare for and schedule Internet2 education and demonstration sessions with faculty and researchers in UMB schools and departments.

· To have a core group of CITS/School Internet2 demonstrators who, on request and demand, can show individuals and groups of faculty how to use video-conferencing as well as how to send large electronic files across the Internet2 Abilene network.

· Develop, promote, and support a high-speed network connection in Baltimore City with Johns Hopkins University, UMATS, and Morgan State.  Other participants include the City of Baltimore, SAILOR , and potentially grades K-12, other regional higher education institutions, libraries, museums, etc. 
9.
IT Policies

Goal:  Develop a comprehensive set of contemporary policies that address the use of 
information technology as well as regulatory requirements and laws .  

Objective:
· To enhance and revise current policies to make them more contemporary and complete in the coverage of use and ethics as well as issues relating to HIPAA, the Patriot Act, FERPA, and other regulatory and legal requirements.

Action Items:

· To finalize a university-wide use and ethics policy.

· To prepare, review, and finalize categorical appendices to the general use and ethics policy in such areas as: security, privacy, confidentiality, electronic communications, networking, authentication, authorization, etc.

10.
Mobile, Wireless Computing

Goal:  Universal connectivity for using wireless devices throughout the university, 

hospital and UPI community.  


Objective:
· To develop technology guidelines for enterprise-wide, hospital and UPI network access and security.

Action Items:

· To draft a detailed “white paper” of technology protocols, hardware, software, implementation procedures, and support guidelines for mobile and wireless computing.
· To disseminate a draft “wireless white paper” for review, discussion, and revision, if necessary.

· To agree on a set of supported guidelines for mobile and wireless computing throughout the university, hospital, and UPI.    
11.
Web Development, Environments

Goal:  Enhance the web presence for the schools and the university as a whole by 

building dynamic and interactive environments for sharing and collecting 

information.  


Objectives:
· To produce a sense of community by building a place for collaboration and the exchange of information.
· To allow for seamless and real-time communication.
· To create a dynamic and interactive knowledge-based environment for the transmission of ideas.
· To serve as a developmental and educational tool for faculty.
· To serve as a tool to collect academic and administrative information for the purpose of being more efficient with processing forms, maintaining data, and reporting this information.
Action Items:

· To establish a contemporary web development software as the standard.

· To establish a university-wide web development team.

· To provide training to the team members in the use of the standard web development software.

· To prepare space for a web development room.

· To procure needed hardware, install the web development software, and begin to develop new dynamic and interactive web  sites, pages, and environments.

1-11.
Money

Goal:  Minimize costs and grow resources where possible.  


Objective:
· To stretch and grow resources by proactively and collectively identifying strategies for reducing future costs, saving on currently budgeted expenditures, and finding additional funding opportunities.

Action Items:

· To consolidate, where possible, the numerous hardware maintenance contracts in existence across the University.

· To consolidate, where possible, the software licenses in existence across the University.

· To coordinate a hardware leasing program to be taken advantage of by all schools and offices of the university.

· To determine the standard hardware and software purchases, and coordinate these purchases in order to receive volume discounts.

· To write grant proposals to take advantage of funding opportunities.

· To implement e-Commerce technologies in order to receive payments on-line for academic and administrative services.
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