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PART 1

CITS Information Technology Goals, Objectives, Action Items and 

Measured Outcomes
Technology Security

Goal:  Address requirements and vulnerabilities with appropriate technologies and create greater awareness of its complexities.
Current Objectives:

· To meet community needs for access to information while protecting university assets from threats, intrusions, and compromises.  

· To meet all regulatory compliance requirements.

· To assess risks and vulnerabilities through a comprehensive review of all technologies including network (wired and wireless), system, server hardware, client devices, application software, etc., and implement new technologies when needed.  
· To strengthen security through policies, procedures, and operational changes.

· To disseminate information and educate the campus on security issues, including the offering of training programs for faculty, staff, and students.

Action Items and Measured Outcomes:

1) Install the “Tipping Point” security appliance, which is the latest IPS or an Intrusion Prevention System.  This next generation security device actively identifies and drops any packets that are known to contain spyware, viruses and Trojan horses.  (First Quarter, 2006)

2) Migrate all CITS servers to Symantec version 10.  (First Quarter, 2006)

3) To continue to obtain feedback from our constituencies so that we balance the security and privacy needs of the campus without making people feel as though we are “big brother.”  (Third Quarter, 2006)
a) Input and feedback from the campus community will be collected.  
4) Perform a security audit of the Student Financial Aid Departmental System(s).  (Third Quarter, 2006)
5) To address campus-wide identity management issues by reviewing current processes and procedures, making recommendations, and begin implementing new procedures for strengthening identity management throughout the enterprise.  (Fourth Quarter, 2006)
a) An enterprise-wide Identity Management Taskforce will be created to investigate current processes, make recommendations for improving procedures for identity and account management and sign-on to networks and systems; including procedures for providing access for new employees, and removing access for terminations and departures from UMB.  

6) To continue to strengthen firewall system security (Ongoing).

7) To undertake routine network vulnerability scans on a quarterly basis to meet the compliance requirements of the USM Internal Auditor.  (Ongoing)
8) To heighten security awareness and education through ongoing communications to the entire UMB community.  (Ongoing)
a) Primarily through information disseminated via the CITS Security webpage and e-mails from Fred Smith, IT Security Officer.  
9) To provide new UMB employees HIPAA orientation and training material.  (Ongoing)
a) The Human Resource Services department has prepared HIPAA Security material for dissemination to new employees.  HIPAA covered entities (School of Medicine and School of Dentistry) will provide training to new employees.  

Administrative Systems

Goal:  Implement and provide support for systems which provide members of the 
UMB community with convenient, intuitive and authorized access to data 
that promotes the efficient administration of the University.
Current Objectives:

· To continue implementing integrated state-of-the-art administrative information systems. 

· To provide support for administrative systems. 

· To monitor the data integrity of UMB mission-critical administrative systems databases.

Action Items and Measured Outcomes:

1)
Complete the upgrade to the Student Information Management 
System (SIMS) to Banner7 in February 2006.

2)
Complete the implementation and “go-live” with eUMB Financials 
on March 1, 2006.
3)
Implement and support a new EHS training system. (Second 
Quarter, 2006)
4)
Complete the implementation of RAVEN in April 2006.
5)
Design and create processes that will routinely archive data from 
the HRMS database. (Second Quarter, 2006)
6)  Plan, develop, and implement the COEUS pre-award system in 
conjunction with ORD and the School of Medicine. (January 2006 
– December 2006)
7) Plan, develop, and implement an application processing interface 
between the SIMS and Blackboard software applications.  (January 
2006 – December 2006)

8) Participate in and support the development and implementation of 
the new Archibus space inventory management system. (January 
2006 – December 2006)
9)
Develop an enterprise reporting plan and strategy.  (January 2006 – 
December 2006)
a. The plan and strategy will consider software systems, IT architectures and server platforms, databases, and reporting needs.  

10)
Stabilize and technically support eUMB Financials and RAVEN 
post go-live. (March 2006 – December 2006)

11)
Stabilize and support Banner7 post go-live. (March 2006 – 
December 2006)
12)
Expand the HRMS online access window for campus users. 
(Third Quarter, 2006)

13) Plan, develop, and implement the Maximus Effort Reporting 
System with the Director of Cost Analysis, the Office of Budget 
and Finance, the Office of Research and Development, and other 
school and campus personnel. (April 2006 – December 2006)

14) Analyze the needs and implement a solution for a robust campus 
budget preparatory system. (May 2006 – December 2006)
15)
Perform the analysis and planning for 8.9 (or greater) HRMS 
upgrade. (May 2006 – December 2006). 

a.
Implement existing PeopleSoft business processes.  (Third 
Quarter, 2007)
b. Staffing and recruitment functionality (Fourth Quarter, 2007)

c. As part of the 8.9 upgrade, investigate and implement additional self-service capabilities (to include electronic timesheets) that enhance HR functionality to the campus user community.  (Fourth Quarter, 2007)

16)
Participate in the implementation of an interim solution (hosting 
services) for enterprise campus staffing and recruitment 
functionality to replace the Personic system. (Third Quarter, 2006)
17)
Pilot the CAPP Module (Faculty/Student Advising) of the Banner 
application with the School of Nursing.  (Fourth Quarter, 2006 – 
First Quarter, 2007)
18)
Day-to-day support and enhancement activities for eUMB 
Financial functions. 
a.
Fiscal year purchase order and requisition roll-over 
functionality within eUMB financials. 
b.
Support Financial Services in evaluating and implementing 
a solution to process non-resident alien, fellow, and 
independent contractors through the Central Payroll Bureau 
system for proper IRS taxation and reporting.
c.
Modify revolving fund budget monitoring system for new 
chartfield strings and pre-encumbrances.

19) Day-to-day support and enhancement activities for eUMB HRMS 

and Payroll functions. 
a)
Accomplish enhancements to the annual Merit Cola 
process as identified by the campus.
b)
Create an affiliate mass load capability.

c)
Redesign and develop the Payroll Charges Detail (PCD) 
report.
d)
Support Financial Services in evaluating and implementing 
a solution to complete and initiate a process for check 
cancellations and employee repayments through an off-
cycle processing function.
Enterprise Active Directory and Electronic Communications
Goal:  Electronic communication services will be recognized for: providing seamless 
and intuitive connections to individuals throughout the campus, schools, 
hospital and UPI; contemporary functionality; and reliable, high-quality 
service and support.

Current Objective:
· To provide contemporary technology solutions, as well as coordinated procedures, that supports an electronically connected community of individuals across the campus, schools, UPI, and hospital.
Action Items and Measured Outcomes:
1)
Remove the CITS 2000 email cluster from service, reworking all 
connections to the campus hybrid email system to the new 
CITS 
2003 Exchange server environment.  (First Quarter, 2006)
2) Upgrade the CITS Campus 2003 email infrastructure front-end/back-end to Windows 2003 SP1 and Exchange 2003 SP1.  (First Quarter, 2006)
3) Remove the Dental school’s Exchange 5.5 email server from service.  (First Quarter, 2006)
4) Work will be performed with the Administration and Finance LAN administrators to (First Quarter, 2006):

a)  Migrate from Windows NT to Windows 2003 and Active 
Directory 

b)  Migrate from Exchange 5.5 to Exchange 2003 

c)  Migrate from CITS managed TrendMicro NT4 anti-virus to 
A&F managed virus protection.

5) Pending a decision to determine how Public Safety will proceed with migrating to Active Directory and Exchange 2003.  (First Quarter, 2006)

6) The HSL users will be migrated from an HSL managed Exchange 2000 server in an existing Active Directory forest to an HSL managed Exchange 2003 server in the campus enterprise forest.  (Third Quarter, 2006)

7) The School of Nursing users will be migrated from a Nursing School managed Exchange 2000 server to a Nursing School managed Exchange 2003 server.  (Third Quarter, 2006)

8) Explore implementing MIIS (or another like product) with the SOM and UPI to serve as a replacement for the ADC currently in place. Remove end of life Exchange 5.5 from the hybrid email system once a replacement for GAL synchronization is implemented.  (Third Quarter, 2006)

9) The School of Law users will be migrated from a Law School managed Exchange 5.5 server to a Law School managed Exchange 2003 server.  (January 2006 – December 2006)
10) Perform research and analysis on issues and best practices related to establishing a presence for the student population into Active Directory.  (January 2006 – December 2006)
11) Work with Verizon and AVST technical staff to investigate the issues related to implementation of unified messaging for accounts hosted on the campus Exchange 2003 server environment.  (January 2006 – December 2006)
a) Pending investigation, proceed with project

Campus Directory Services, Identity Management and Portal 
Goal:  Build and enhance a directory services, identity management architecture   

            that facilitates single sign-on to applications via the campus Portal and  

            considers authentication and authorization solutions that meet enterprise-  

            wide needs.    


Current Objectives:

· To consider the interdependencies within our enterprise and to apply appropriate solutions for a Directory Services architecture.

· To enhance a single sign-on infrastructure and authentication solution that meets enterprise-wide needs.
· To ensure that appropriate security standards are considered.

· To continue to populate a directory that includes all faculty, students and affiliates of our user community; and, an identity management system which provides improved security, better and easier systems administration, and enhanced services to users in our enterprise.

· To expand the development and use of the campus Portal.

· To pursue long-term identity management, authentication and authorization solutions for a heterogeneous computing environment.  

Action Items and Measured Outcomes:
1) By March 1, 2006, implement single sign-on for the eUMB financial application in the Portal.
2) By April 2006, implement RAVEN in the Portal, with RAVEN reports available via a Portal pagelet.
3) Build an authentication solution for students, faculty and staff via Shibboleth technology or another approved authentication method to gain access to the Cdigix music service.  (Second Quarter, 2006)
4) Provide a link to the Cdigix music service in the Portal.  (Second Quarter, 2006)
5) Perform research and analysis on how to populate the campus GAL without the use of end of life Exchange 5.5 across Exchange, GroupWise, and disparate Active Directory forests.  (Third Quarter, 2006)

6) Plan with the Hospital and SOM entities running GroupWise (Surgery, VetMed, Psych, Medicine, GRECC, EPI) the future of the GroupWise connector.  (Third Quarter, 2006)
7) Continue to support the UMB One Card project by using the eDirectory identity management system for card activation and implementation.  (January 2006 – December 2006)
8) Expand the database repository of identities attributes of people affiliated with UMB.  (January 2006 – December 2006)
9) Work with an Identity Management Taskforce to design an architecture and propose contemporary technologies, e.g., Shibboleth et al., for connecting and managing enterprise systems and directories (January 2006 – December 2006):
a. An architecture and technology solutions for identity management that will address authentication, account management, and authorization issues across UMB, UPI and the Hospital.

10) Develop single sign-on for Blackboard so that Blackboard is immediately accessible after logging in to the Portal.  (January 2006 – December 2006)
11) Develop single sign-on for OpenWebmail so that student e-mail is immediately accessible after logging in to the Portal.  (January 2006 – December 2006)
12) If time and resources allow, develop single sign-on for SIMS so that SIMS is immediately accessible after logging in to the Portal.  (January 2006 – December 2006)
13) If time and resources allow, develop single sign-on for SURFS so that SURFS is immediately accessible after logging in to the Portal.  (January 2006 – December 2006)
14) If time and resources allow, develop single sign-on for E-mail (CITS Exchange 2003) to that E-mail is immediately accessible after logging in to the Portal.  (January 2006 – December 2006)
Service Delivery

Goal:  Provide a highly effective delivery of service and support system which 
focuses on the needs and requests of students, faculty, staff, and 
administrators; apply and adapt technology to improve the quality 
of this delivery. 

Current Objectives:

· To meet the service and support needs of the campus and school community by continuing to develop the operations in the Assistance and Service Center; advance ASC staff knowledge and the technology available to them for processing and resolving service requests; to coordinate and collaborate with other help desks and service operations in the schools, UPI, and hospital; and, to proactively inform the campus community about UMB technology as well as the status of specific requests and problems.

· To provide technical assistance for enterprise-wide systems and technologies and to expeditiously respond to the service calls from campus constituencies pertaining to these technologies. 
· To provide training for enterprise-wide systems. 
· To facilitate a software acquisition program for students, faculty and staff.
· To provide accurate, up-to-date, and pertinent information for students, faculty, staff, and administrators on the CITS computing/technology website.
· To create and foster open channels of communication to better inform the campus community and to aid in the evaluation of the effectiveness of services and support.
· To treat UMB students, faculty, staff, colleagues, and co-workers as treasured customers, and provide excellent service to the UMB community.

Action Items and Measured Outcomes:

1) Design, develop and begin delivering training for eUMB financials.  (First Quarter, 2006)
2) Design, develop and begin delivering training for the RAVEN reporting tool.  (First Quarter, 2006)
3) Assist the SOM with the upgrade of the web version of Remedy help desk software.  (First Quarter, 2006)

4) Contribute to and participate in the design, development and implementation of the post go-live support plan for eUMB financials.  (First Quarter, 2006)

5) Produce documentation in support of the upgrade to Bannner7.  (Second Quarter, 2006)
6) Assist with the Banner7 navigation training classes.  (Second Quarter, 2006)
7) Undertake a thorough review and upgrade content on the Help Desk web page.  (Second Quarter, 2006))

8) Organize and hold IT events (Third Quarter, 2006):

a. CITS all-staff forum

b. Enterprise-wide IT forum

c. Enterprise-wide IT and Campus Community forum

9) Support the post go-live questions and issues for Banner7 and eUMB financials.  (February 2006 – December 2006)

10) Continue to work with the SOM on the next release of the Remedy web version which will provide users with self-service access and tracking capabilities.  (January 2006 – December 2006)
11) To have monthly meetings with CITS, School of Medicine, UPI, and hospital Help Desks.  (January 2006 – December 2006)

12) To conduct two surveys for assessing the quality of CITS support to university users of help desk services.  (January 2006 – December 2006)

13) Promote and share information regarding the capabilities of the campus network, Internet1, and Internet2 to the faculty.  (January 2006 – December 2006)
14) Continue to support the One Card system and the collection and entry of individuals who are affiliated with UMB into the eDirectory identity management database via the new web affiliate form.  (January 2006 – December 2006)
15) Continue to train individuals in the use of the eUMB financial system and RAVEN.  (January 2006 – December 2006)
16) Resume desktop and other software training offerings to faculty and staff.  (January 2006 – December 2006)
17) Continue to generate help desk statistics on a monthly basis from data collected by the Remedy help desk system.  (January 2006 – December 2006)
Technology for Teaching and Learning

Goal:  Support faculty in their use of on-line and classroom technologies and in    

their initiatives to enhance instruction and learning with technology.  


Current Objectives:
· To implement and upgrade enterprise course management, web and media software in order to support faculty use of contemporary instructional technologies.  
· To facilitate the delivery of education to students anytime and anywhere by providing web systems that are available 24X7.  
· To ensure that the technologies available to faculty (the Internet, campus network, enterprise software, etc.) work reliably well.
· To support faculty instructional and research initiatives that send and receive voice, video, and data across the campus network and the Internet.

· To create an enterprise support structure for faculty such that teaching with technology is an exciting, easy transition and not a burden fraught with difficulties.

Action Items and Measured Outcomes:

1) Work with the eLearning Committee to install and manage the appropriate development and production server environment to host Questionmark to provide for online assessments with a bridge to the Blackboard servers.  (First Quarter, 2006)

2) Pending testing and approval by the eLearning Committee, upgrade the Blackboard production servers to version 7.x running Oracle 10G.  (First – Third Quarters, 2006)

3) Work with the eLearning Committee to upgrade the Blackboard development servers to version 7.x running Oracle 10G.  (Second Quarter, 2006)
4) Pending procurement approval, work with the eLearning Committee to install and manage the Community Software module from Blackboard providing for distributed system management and school/organizational branding.  (Third Quarter, 2006)
5) Pending procurement approval, implement the server infrastructure for deploying the enterprise version of the Mediasite lecture capture system.  (Third Quarter, 2006)
6) Work with the SIMS team and eLearning Committee to investigate, analyze, and implement the Blackboard/Banner integration.  (Third and Fourth Quarters, 2006)
7) Pending software features in Blackboard version 7.1 and the Community software availability, migrate the Blackboard Continuing Education development and production server environments from their current standalone systems running the BB basic license to the BB enterprise environment, recouping the license cost of the Blackboard basic edition and redeploying the servers.  (Fourth Quarter, 2006)
8) To continue to support the Ideal Technology Classroom Committee and the committee’s initiatives.  (January 2006 – December 2006)
a.) See the Ideal Technology web page at:

http://www.umaryland.edu/itcc/index.html
i. The objectives being pursued by the Technology Classroom Committee include: sharing inventories of classroom technologies; minimizing cost through leveraged procurements; sharing school, department needs; sharing personnel knowledge; and sharing lessons learned. 

9) Work with the school IT Leaders and faculty to arrive at a longer-term solution for the effective use of the current campus test scoring service.  (January 2006 – December 2006)
10) Continue leveraging the membership of the UMB eLearning Committee to obtain input regarding emerging instructional technologies and practices; and, to provide insight regarding the Blackboard course management software, web technologies, audio-video technologies, video-conferencing equipment, and with other software programs used for teaching and learning.  (January 2006 – December 2006)
11) Leverage the expertise and work of the eLearning and Ideal Technology Classroom committees to develop faculty development and training opportunities, and promote classroom technologies that are available across campus for teaching and learning.  (January 2006 – December 2006)
Infrastructure (Server, Database, Network, Communications)
Goal:  Build and maintain a contemporary server, database, network, voice, video

            infrastructure which effectively supports the research, education, and
            administration of UMB.    


Current Objectives:
· To support development and completion of the new Dental School.

· To support the development and completion of new buildings and new occupants of the Bio-Park.

· To plan, prepare and implement new telephony solutions, features, and options, including piloting Voice over IP.  

· To continue to advance and enhance server architectures, storage capabilities, database services, and network and communications infrastructure in CITS and on campus.

· To develop a campus-wide computer, server, other hardware and services program where all schools and departments would benefit.
· To resolve physical space and HVAC issues in the CITS Computer Room.

· To work with the UMATS council on solutions that will maintain or increase bandwidth while at the same time reduce costs.  

· To continue to enhance plans that would ensure efficient and effective disaster management and business continuity.
· To promote Internet2 and the capability of the high-speed Abilene network for collaborating with colleagues at other institutions and research agencies.

· To educate faculty, researchers, and staff on the use and benefits of video-conferencing as well as transmitting large files of data and/or images across the campus and Internet2 Abilene network.

Action Items and Measured Outcomes:

Building technology infrastructures and moves

1) Work with the Dental School IT infrastructure Committee to order, configure, install, and implement network, server, storage, computers, computer room technologies, etc. in preparation of the move to the new building.  (First and Second Quarters, 2006)
2) Assist with the relocation of individuals currently in the 515 Lombard and 111 S. Greene Street buildings to the Paca Pratt building, floors 2, 3, and 4.  (Second and Third Quarters, 2006)

a.) Configure network equipment (VLANs)

b.) Relocate and program voice services

c.) Reconnect PCs in their new location
3) Work with the Office of Research and Development and occupants to install and activate network and telephony technologies in Bio-Park buildings.  (January 2006 – December 2006)
Telephony

4) Finalize the local and long distance telephony contracts.  (First Quarter 2006)
5) Implement a new voice mail system for the University.  (Second Quarter, 2006)
6) Prepare an implementation plan and proceed with the plan to offer unified messaging for the campus.  (Second Quarter, 2006)
a.) By the third quarter, unified messaging will be deployed to the users on the CITS Exchange 2003 email server.

b.) In the fourth quarter and into 2007, unified messaging will be deployed to users in the CITS Active Directory domain.  

7) A plan for deploying Voice over IP (VoIP) for the campus will be created.  Included in this plan will be an ROI analysis.  (Second and Third Quarters, 2006)
8) The technologies will be purchased, implemented and a pilot VoIP project will be launched for CITS and the Dental School.  (Fourth Quarter, 2006)
9) Additional deployments of VoIP will occur on campus.  (January 2007 – December 2007)
Computing 
10) Finalize a campus-wide program for computing that includes student laptops, faculty and staff computers, servers, other hardware and services for UMB schools and departments.  (Second Quarter, 2006)
a.) The desired outcomes are volume purchases and discounts as well as enhanced services.   
Network 

11) Install and use a new campus cable management system for use by the CITS data communications/ network staff.  (Second Quarter, 2006)
Servers
12) Upgrade the campus enterprise Active Directory forest to 2003 native mode.  (First Quarter, 2006)
13) Migrate all CITS Microsoft servers to the newly deployed WINS servers.  (First Quarter, 2006)
14) Purchase, install and configure servers for COEUS, Maximus Effort Reporting, and the Archibus space inventory management system.  (Second and Third Quarters, 2006)

15) Purchase and deploy replacement server and storage for CITS file services CAMPUS-FS1.  (Third Quarter, 2006)
16) Purchase and deploy a replacement for CITS file services CAMPUS-FS1deploy migrate all CITS Microsoft servers to the newly deployed WINS servers.  (Third Quarter, 2006)
17) CITS Systems, Database and Application personnel will participate in the migration of the hardware for HR development to the recycled HR production hardware.  (Third and Fourth Quarters, 2006)
Databases
18) Continue to provide database support for application patches and maintenance for Banner 6.  (First Quarter, 2006)
19) Provide database support with the implementation of Banner 7.  (First Quarter, 2006)
20) Provide database support with the implementation of PeopleSoft Financials and RAVEN.  (First Quarter, 2006)
21) Install and configure the development environments for COEUS.  (First Quarter, 2006)
22) Complete the production implementation of the EHS training production database environment.  (First Quarter, 2006)

23) Install and configure development environments for Maximus and the Archibus space inventory management system.  (Second and Third Quarters, 2006)
24) Install and configure development database environment for Blackboard 7x.  (Third Quarter, 2006)

25) Install and configure development database environment for the QuestionMark testing software.  (Third Quarter, 2006)

26) CITS Database and Systems areas will upgrade the Appworx application to the new release 6.1.3.  (Third to Fourth Quarters, 2006)
27) Provide database support for Mysoft and CITS Database and Application areas will improve the Mysoft troubleshooting process.  (Third to Fourth Quarters, 2006)
28) Discuss and plan the process for upgrading the CITS Administrative Web databases to Oracle 10g based on application certification for that DBMS version.  (Third to Fourth Quarters, 2006)
29) Install and configure development database environment to test the Work Order implementation for Mysoft.  (Third to Fourth Quarters, 2006)
30) Upgrade and reconfigure the OEM server for Oracle 10g.  (Third to Fourth Quarters, 2006)
31) Continue to implement database processes into the Nagios environment.  (Third to Fourth Quarters, 2006)
32) Perform a preliminary investigation of Oracle 10g for the PeopleSoft environments, before ECS support ends on Oracle 9.2.  (Third and Fourth Quarters, 2006)
33) Investigate using Data Guard for CITS Web databases and SIMS in a lab environment.  (Third and Fourth Quarters, 2006)
34) Develop databases as needed to assist with the migration of the Blackboard Continuing Education application from the basic license version to the Blackboard 7 enterprise version.  (Third and Fourth Quarters, 2006)
Email and Directory Infrastructure
35) Work with the Directory Services staff to replace the GroupWise connector and Active Directory Connector (ADC) to populate the campus GAL across Microsoft Active Directory forests.  (Third Quarter, 2006)
Computer Room Environmental Upgrades

36) Work with Facilities Management to obtain and install portable air conditioning units to supplement the existing system.  (First Quarter, 2006)
37) Work to deploy an additional UPS to provide for adequate power backup and to help balance the power by moving equipment powered by electrical panels in the middle and rear computer room to the front computer room.  (First Quarter, 2006)
38) Develop a plan and implementation strategy for a longer-term space and HVAC solution for the computer room.  (First and Second Quarters, 2006)
Back-Up, Storage, Disaster Recovery
39) Revise and test the back-up/recovery strategy for the new Banner 7.  (First Quarter, 2006)
40) Install new backup server and L100 Tape library and migrate existing academic systems to the new environment, replacing DLT tape technology with LTO tape technology.  (First Quarter, 2006)
41) Work with Systems to migrate the Banner databases to the SAN.  In addition, assist with the migration of the old SIMS development environment to the re-used SIMS production hardware.  (First Quarter, 2006)

42) Explore mutual disaster recovery possibilities with UMCP.  (First Quarter, 2006)

43) Perform analysis, testing and the implementation of the SAN Data Services software for the applications that will be using SAN storage (e.g., eUMB, SIMS).  (Third to Fourth Quarters, 2006)
44) Revise/test the back-up/recovery strategy for newly converted databases.  (Third to Fourth Quarters, 2006)
45) Investigate the viability of utilizing VMWARE to aid in disaster recovery for Active Directory and Exchange.  (January 2006 – December 2006)

Miscellaneous 

46) Relocate one enterprise Active Domain CAMPUS domain controller to the Data Comm HUB in Howard Hall.  (First Quarter, 2006)

47) Install VMWARE to investigate the use of the product to reduce the amount of hardware required to maintain a lab/test environment for production systems.  (Third Quarter, 2006)
48) Investigate deploying an FTP solution for sending receiving large files on/off campus.  (January 2006 – December 2006)
IT Architecture for Interconnected Wireless Computing

Goal:  Build a wireless environment that provides Internet access as well 

as a secure, universal authentication solution for gaining access to school, 

department, hospital and UPI sub-networks.     

Current Objective:
· To continue to use the enterprise-wide Wireless Committee as well as a to be developed Identity Management Taskforce as vehicles for exploring, discussing and recommending solutions that will meet the stated goal.

Action Items and Measured Outcomes:

1) Install the implement the wireless network in the new Dental School.  (First and Second Quarters, 2006)
2) Establish an Identity Management Taskforce for the purpose of discussing and proposing a technology architecture and offering solutions that would interconnect enterprise networks, provide universal authentication, and solve the identity management dilemma across the enterprise.  (Third Quarter, 2006)

a. The desired outcome is an automated identity management solution that would address authentication to wireless (as well as wired) networks, account management, and authorization issues across UMB, UPI and the Hospital.

3) Support campus wireless network installations. (Ongoing)

4) Monitor campus wireless networks for security purposes. (Ongoing)

Web Development, Environments

Goal:  Enhance the web presence for the schools and the University as a whole by 

building dynamic and interactive environments for sharing and collecting 

information.  

Current Objective:
· To serve as an intuitive and useful tool for gaining access to information resources and for raising the visibility of UMB programs, services, and activities.
Action Items and Measured Outcomes:

1) Develop and launch the new UMB Home Page.  (First Quarter, 2006)
2) Develop the classroom inventory application for use by the Ideal Classroom Committee and make available to the campus community.  (First Quarter, 2006)

3) Update the Content Management System websites with a new template.  (First Quarter, 2006)

4) Complete the Budget Office website updates.  (First Quarter, 2006)

5) Develop the Poison Center store application.  (First Quarter, 2006)

6) Make the necessary chartstring changes in the Freezer Program reports.  (First Quarter, 2006)

7) Develop the UMB Homeland Security training website and training applications.  (First and Second Quarters, 2006)
8) Develop the ORD principal investigator file management application.  (First and Second Quarters, 2006)

9) Complete the development and launch the School of Social Work Field Placement application.  (Second Quarter, 2006)

10) Move the School of Pharmacy into the Content Management System.  (Second and Third Quarters, 2006)

11) Upgrade to ColdFusion 7.0.  (January 2006 – December 2006)
12) Develop a single sign-on for ColdFusion applications in the Portal.  (January 2006 – December 2006)
13) Integrate and use LDAP for the Content Management System.  (January 2006 – December 2006)
14) Work on Phase 2 of the Cancer Center Shared Services application.  (January 2006 – December 2006)
15) Move the Law School static websites into the Content Management System.  (January 2006 – December 2006)
16) Provide Content Management System training for the Law and Pharmacy Schools.  (January 2006 – December 2006)
17) Provide web application support to the Dental School.  (January 2006 – December 2006)
a.) Build web environments for faculty to use in delivering web-enhanced courses.
b.) Build online course evaluations.

c.) Develop interactive web-based case evaluations.

d.) Improve the Dental website to be more interactive and provide more information for patients. 

18) Work with the ColdFusion developers on campus and make updates to campus templates/websites.  (January 2006 – December 2006)
PART 2
School and Department

Technology Projects
2006

Dental
1. Implement and introduce an instructional technology program.  The model will consist of IT professionals (both Information and Instructional Technologists), members of the faculty, and students.

2. Prepare for and implement a student laptop program, with consideration given to:

a)  Recommendations, requirements and policies

b)  Standards

c)  Support

d)  Program, computer differences

e)  Cost and payment 

3. Build on-line course evaluations.
4. Select and implement technologies for on-line content delivery, capture, storage, and testing.

5. Establish channels/methods for communicating emerging research initiatives including those responsible for identifying initiatives and their relevant audiences.

6. Support faculty in responding to novel/diversified/emerging research initiatives.

7. Identify requirements for an Electronic Patient Record

a)  Orthodontics EPR

b)  Non-Ortho School EPR

8. Implement an Electronic Patient Record

9. Implement a system for digital imaging 

a)  Intraoral radiography

b)  Extraoral and panoramic radiography

c)  3D imaging

10. Improve clinical inventory management systems

11. Develop on-line mechanisms to facilitate communications between faculty, staff, students, and external entities.

12. Design, develop and implement a new Dental School website.

13. Move existing and build new infrastructure in the new Dental School building.

a)
Plan the move
b)
Procure new equipment

c)
Build the network; install the computers and servers; set-up the AV/IT 
Control Room, etc.

14. Review and analyze current security systems periodically to identify vulnerabilities.

Law 
1. Complete the Active Directory upgrade
2. Replace Exchange 5.5 with Exchange 2003 server
3. Implement Remote Desktop to provide faculty remote access to files/applications
4. Rewrite academic database and switch from MSAccess-based to SQL database
5. Upgrade TimeMatters electronic case management system for the clinical program.
6. Implement a new Web content management system
7. Upgrade to Blackboard 6; join campus enterprise Blackboard system.
8. Develop a service and maintenance contract for classroom technologies.
9. Develop a plan for classroom technology refreshment.
10. Implement rich media product (MediaSite/Apreso/Accordant).  
11. Develop training program for faculty on new teaching technologies

Medicine
1. Replace old data equipment in the school

2. Advance network and device security

3. Upgrade additional locations to Category6 capability

4. Pilot wireless access for various uses

5. Audit HIPAA activities

6. Focus on internal capabilities of the School’s website and content management system

7. Extend the use of Shibboleth for identity management, authentication and authorization purposes

8. Accelerate the work on the UMMS/UPI/SOM Joint Clinical Information System project

9. Co-implement the COEUS pre-award software system with CITS, and with significant contributions from ORD and other schools and departments.
10. Continue supporting and advance the use of mobile communicating/computing devices 

11. Continue to support and advance the missions of research, education, care and service through the efficient use of technology wherever possible

Nursing

1. Conversion of the graduate student computer lab 440 into a dedicated doctoral student computer lab.  
2. Uninstall the current Remedy client version 5.1 from all ILT PCs, and install the new Remedy client version 6.3 in preparation for the new SOM Remedy server upgrade.
3. Remove old SIMS Banner items from each of our 60 Banner users' desktops, and install the new JInitiator browser plugin to allow access to the Web Portal and the new web-based Banner application version 7.  
4. Complete the configuration and deployment of two new Windows 2003 Domain Controllers, and the upgrade from Active Directory 2000 to Active Directory 2003.  
5. Configure and deploy a new Windows 2003 server running Veritas version 10d with a 30-cartridge Ultrium2 tape library.  
6. Once the tape backup project is complete, a project to configure and deploy a new Windows 2003 server running Exchange 2003 will be undertaken. 
7. After the new Exchange 2003 server has been configured and deployed, two new Windows 2003 file/print servers will be configured and deployed.  Faculty and staff will be migrated from the Windows 2000 file/print/Exchange servers to the new Windows 2003 file/print/Exchange servers.
8. Configure and deploy a new Windows 2003 server dedicated for the SON website and related functions.
9. Configure and deploy a new Windows 2003 server dedicated for MS Access and SQL databases and related functions.
10. Beta-test a Cisco 3020 VPN concentrator with six remote users.  The VPN solution provides additional features that the legacy Citrix solution does not, including reduced server infrastructure needs, increased concurrent connections, a secure encrypted data channel, and easier printing and file transfer capabilities. The Citrix solution is at end-of-life and must be decommissioned by summer 2006.  All current remote users that meet required VPN User criteria must be migrated off of Citrix by the end of May 2006.
11. Evaluate an IronPort anti-spam network appliance running the Symantec BrightMail anti-spam engine.  
12. Plan, procure equipment and complete the second and final phase of the wireless infrastructure project. The remaining areas of the SON building will have wireless connectivity upon the completion of this project.  
13. Complete the Inventory Barcoding project. All IT inventory changes are now being entered directly into the database with the new system.  
14. Deactivate the Verizon Midlan circuits when the current contract terminates on 6/30/06.
a)
Evaluate distance learning needs to see if the Midlan room in Shady Grove 
needs to be converted into an IVAN room.  
b)
Plan to evaluate the current IVAN rooms W202 and W208 to see if 

they can be relocated to rooms 140 and 150.
15.
Plan and implement a new Student Laptop Program.  Initial rollout scope would 
be to have approximately 250 incoming Fall 2006 students purchase a new laptop 
to fulfill their student computer requirement.  
16.
Evaluate room 130 for A/V, podium and lighting upgrades to better support the 
needs of our hosted events. 
17.
Evaluate PDA hardware and software needs and options for nursing students.

Pharmacy

1. Evaluate CiscoWorks to allow for better network monitoring, management, and reporting.

2. In an effort to support the online grant submission process provided via COEUS, the school is planning the implementation of a standardized copier/scanner deployment and school wide use of Adobe Acrobat 7 (Professional).  This process will also serve to support the use of eUMB Financials.

3. To provide the greater School of Pharmacy population (internal and external) with a website that is useful and user-friendly, we are analyzing the current school website and user population to define site and information requirements to create a new design.  We are also planning the integration of Site Executive in this process.  The change from WYSYWIG software (Microsoft Frontpage) to a CMS hopes to provide our content creators with greater ease of updating web based content and assuring content accuracy.
4. Expand the WPA network, replacing less secure wireless network configurations where possible. The plan is to enhance and secure the network without disrupting current use.
5. Distribute the first release of the Pharmacy Information System (PharmInfo), a school web-based information portal.  This release incorporates earlier releases of a Graduate Student Information System to provide information to faculty about graduate applicants and current students.  The new portal provides information on graduate applicants, current graduate and PharmD students, basic information on course offerings, and current school news and events.

6. Explore mechanisms for providing secure access to the School’s network locally and remotely through the use of Network Admission Control (NAC) and VPN Development.
7. To provide users with the ability to digitally sign documents and electronic forms, in addition to VPN access, the school is investigating the deployment of a PKI.  

8. Pilot the use of Tablet PCs to provide assistance to students who are interested in pursing this technology and to anticipate the newest trend in classroom teaching.  

9. Convert our SQL Server 2000 production and development environments to SQL Server 2005.  

10. Planning for the upcoming enterprise implementation of Questionmark.  

11. Increase available disk storage for our users via our SAN while optimizing and enhancing our backup systems.  

12. Upgrading Room Scheduling Software (Celcat), and move from Paradox to SQL.  
13. Standardizing Classroom Architecture; developing and implementing a more uniform arrangement to our Audiovisual-equipped classrooms to simplify their effective use.

Social Work

1. Undertake a major Training initiative, including the creation of short introductory training videos on key subjects that also promote the use of the campus skillsoft resources for eLearning, e.g., 
a)  Outlook
b)  MS Office
c)  Office policies
d)  BlackBoard
2. Evaluate and possibly implement the Altiris Total Management Suite as a means of computerizing IT management of:
a)  Inventory
b)  Assets
c)  Patches
d)  Control
e)  Software Installation
3. Complete the migration to Active Directory

4. Study and then proceed with a project to provide wireless connectivity in the building; initially creating public hotspots to the SSW buildings, and beginning with open spaces and auditorium, next classrooms, finally office space.

5. Investigate a SAN solution to manage the increased data storage needs
Academic Affairs

Health Sciences/Human Services Library

1. Work with CITS and campus schools and departments to complete the upgrade to the Student Information Management System (SIMS) to Banner7 on February 14, 2006.

2. Support Banner7 post go-live

3. Migration to new Exchange Server, Exchange 2003; completion February 2006

4. Implementation of Sharepoint – Target: August 2006

5. Licensing of Serena Collage CMS – February 2006 (HS/HSL has 1300 web pages, 25 million hits in FY05).

6. Working with CITS, Auxiliary Services, and UMCP McKeldin Library to develop an authentication tool replacing UMnet – June 2006

7. Redesign of HS/HSL web site – FY06-07

8. Maryland Health GoLocal – Partnership with the National Library of Medicine to link health resources to services in Maryland – Live date March 6.

9. National Training Center and Clearinghouse – contract with the National Library of Medicine (NLM) to provide nationwide training on NLM products, resources and services – large technology component – notification March 2006

10. Digitization project of St. Appolonia collection – 82 images/CD production, metadata analysis - June 2006

11. “Info Wall” – wide screen TV broadcasting library, campus, news information – Late FY06 or FY07

12. Conversion of print to digital resources.  Investigation of non-print resources (molecular models, data sets, anatomical structures) and born digital information – Ongoing strategic direction

13. Replacement of public computers – Spring 2006

14. Investigate Grid technology, facilitating multi-point video conferencing

15. Retooling of several study rooms for better collaborative work; upgrade of connectivity, flat panel screens, etc.

Administration and Finance

1. Work with CITS and campus schools and departments to complete the upgrade to the Student Information Management System (SIMS) to Banner7 on February 14, 2006.

2. Support Banner7 post go-live.

3. Work with CITS and campus schools and departments to complete the implementation and “go-live” with eUMB financials on March 1, 2006.
4. Complete the implementation of RAVEN in April 2006.

5. Support eUMB financials and RAVEN post go-live.
6. Plan, develop and implement the Maximus Effort Reporting System with CITS, the Office of Research and Development, and other school and campus personnel
7. Upgrade the Recruitment Tracking system that supports all staff hiring to a fully web hosted system during the Spring/Summer of 2006. 
An upgrade is required to maintain service as the current technology supporting the tracking system is server based and no longer supported.  This is an interim solution while the campus finalizes the implementation of financials and migrates all current systems to PeopleSoft 8.9.  Many of the characteristics of the interim system such as customer access to their resumes, and online applications are similar to what is available in eRecuit 8.9.  Implementation of eRecruit 8.9 is scheduled to begin in 2007.

8.
Perform analysis and planning for 8.9 (or greater) HRMS upgrade

a)
Summer 2007 for implementing existing PeopleSoft business processes.
b)
End of 2007 for staffing and recruitment functionality
c)
As part of the 8.9 upgrade, investigate and implement additional self-service


capabilities (to include electronic timesheets) that enhance HR functionality to


the campus user community.
9.
Implement, with CITS, the new Archibus space inventory management system.

10.
Implement a new EHS training system

11.
Analyze the needs and implement a solution for a robust campus budget preparatory system

12.
Work with CITS to upgrade e-mail services 

a)
Migrate from Windows NT to Windows 2003 and Active Directory
b)
Migrate from Exchange 5.5 to Exchange 2003

c)
Migrate from CITS managed TrendMicro NT4 anti-virus to A&F managed 
virus protection.
13.
Develop on line new employee orientation program for faculty and staff that would include contemporary technologies, e.g., web-based faculty/staff orientation using slide presentations, voice over, campus images, and possibly video.  

14.
Leverage the Workforce Development Steering Committee to enhance e-Learning and other workforce development activities, e.g., 


a)
Marketing and promotion of the online e-Learning@UMB program


b)
Conduct Blended Learning Workshops


c)
Identify and promote industry “best practices” regarding multiple 



learning pedagogies for training delivery (e.g., collaborative learning, 



instructor-led workshops, competency development etc.)


d)
Partner with schools and departments to develop custom e-Learning 



curriculum for individual employees or groups of employees on an as-



needed basis 


e)
Partner with schools and departments to identify departmental 




employee performance and skills competency initiatives/programs


f)
Partner with schools and departments to align e-Learning employee 



development with their strategic plans


g)
Identify, develop, and deliver custom e-Learning courses


h)
Advance system-wide implementation of e-Learning with USM E&E 



Training and Development Committee


i)
Advance system-wide implementation of e-Learning with USM E&E 



Training and Development Committee 

15.
Provide Sexual Harassment Prevention training via New Media online training 
software.

16.
Enhance HR web site to include interactive applications.

External Affairs

1.
Prepare for move to new facilities; prevent disruption of services to all users, 
especially those outside OEA and in our Annapolis Office, who will not be 
moving themselves.

2.
Expand training methods and opportunities for users of all OEA systems


a)
Technologies to include movies, DVD and flash


b)
Improved documentation on web site.


c)
Allow for more "micro-training" to cover specific task in an on demand 


format.

3.
Increase web based access to UMBF information in order to minimize time lag in 
information presentation

4.
Continue to document all systems and standards; in order to minimize affect of 
staff changes and ensure consistent usage of information.
5.
Roll out Automated reporting system tested in FY 2006:


a)
Provide management with consistent timely reporting information.


b)
Enhance our high level management reports to isolate critical changes in areas 

of responsibilities.
6.
Test and deploy upgrade to Development Information system and underlying 
database software.


a)
Improve system capabilities for users.


b)
Take advantage of new, higher performance, database upgrade.

7.
Review/Revise back-up plans


a)
Increased volume of storage requirements has necessitated changes in back-up 

techniques.

Office of Research and Development

1. Implementation of eUMB financials and post-award grants

2. Initiation of pre-award project, leveraging the business process review and analysis of pre-award system requirements and needs

3. Implementation of COEUS pre-award software system

4. Bio-Park network and telecommunications service offerings to Bio-Park tenants.
University Physicians, Inc.


1.
Optimization and Usage of the IDX Practice Management System



Measured Objectives:



A.
Improve A/R management and patient intake workflow and reduce document 



management costs and data entry time.




i)
Successfully deploy and integrate Electronic Document Management and 




automated data capture into A/R management and front-desk processes.





Action Items for IDX Deployment:

· Development deployment approach and plan (First Quarter)

· Define rollout schedule (First Quarter)

· Begin rollout to billing offices (Second Quarter)

· Begin Practice Front-End rollout (TBD)



B.
Extend the TeleVox Appointment Reminder System to all interested 




groups.




i)
Setup all ambulatory practice groups for automated patient 






reminders and other patient notification messages.





Action Items for Appointment Reminder System:

· Develop deployment approach and plan (First Quarter)

· Define rollout schedule (Second Quarter)

· Begin rollout to ambulatory practice groups (Third Quarter)



C.
Upgrade GE Healthcare Services Centricity Business Solution software to 



V4.0.  Required lifecycle upgrade.




i)
Assessment and recommendation to ISP Committee on the benefits and 




timing of upgrading IDX Flowcast to V4.0.





Action Items for Flowcast 4.0:

· Evaluate and test new software release (Second Quarter)

· Determine necessary resources and finalize upgrade schedule (Third 
Quarter)

· Training and go-live (Fourth Quarter)


2.  Workflow Automation and Process Improvement



Measured Objectives:



A.
eCommerce:  Automate and electronic posting of payment and rejection 



information received from payers.




i)
Full adoption of all available ERA’s – by all billing offices.





Action Items for Remittances:

· Develop training curriculum (First Quarter)

· Deliver training (Second Quarter)

· Full adoption and current ERA’s (Third Quarter)

· Continue with additional payer ERA’s (Fourth Quarter)



B.  Automated charge entry:  Increase the number of professional charges that are 



electronically loaded into the IDX system.




i)
Plan, develop, and support new charge interfaces.





Action Items for identifying potential charge interface opportunities:

· Inventory and assess charge record sources (Third Quarter)

· Recommend to ISP new charge interface development opportunities 
(Fourth Quarter)


3.
New Technology Assessment and Development



Measured Objectives:



A.
Assess ETM module in support of revenue cycle improvement initiatives.




i)
Assessment and recommendation to the ISP Committee in advance of 




FY08 budget planning.





Action Items for GE Healthcare Services Centricity ETM:

· Fully evaluate and qualify the ETM Module (TBD)

· Recommendation (TBD)


4.
Enable and Support Key Organizational Initiatives



Measured Objectives:



A.
Epic Ambulatory Design and Implementation:

· Successfully design Epic registration and scheduling to support the 
ambulatory needs of the practices and pro fee billing performance 
standards.

· Assist and guide the design of the ambulatory ERM to best meet the needs 
f the clinical faculty and practice workflow.




i)
Support Patient Statement Project – Practice plan endorsed and supported 




Epic patient access transition plan.




ii)
Input to the design and rollout of the AEMR.





Action Items for Epic Project:

· Registration and Scheduling Interface Design and Programming (First 
Quarter-Third Quarter)

· Visit Management software installation (TBD)

· Secure patient to provider messaging (Second Quarter)

· AEMR Design and Deployment Planning (TBD)



B.
Apply for Type I and Type II NPI assignments.




i)
Communicate and coordinate process with PA’s and faculty




ii)
Develop provider and referring physician dictionary maintenance process




iii)
Ensure billing processes are not interrupted.





Action Items for NPI Implementation:

· Define optimal enrollment process (First Quarter)

· Initiate Enrollment (TBD)

· Dictionary Change Process Established (Third Quarter)

· Payor timeline for NPI transition (Fourth Quarter)



C.
Develop a business case and model for one-stop UPI support services and 



Help Desk function.




Unified UPI Support Services Center:




i)
Define UPI wide support requirements




ii)
Propose model and benefit





Action Items for UPI Support Services Center:

· Define requirements (TBD)

· Develop model and define benefits (TBD)

· Present to Senior Staff (TBD)

Appendix A
Committees and Advisory Groups

Campus-wide IT Planning
2006
There is a tremendous need to coordinate the information technology changes constantly affecting the campus.  The primary advisory group, named the UMB IT Steering Committee, includes a select group of UMB faculty, staff and administrators to reflect the diverse academic and administrative interests of the UMB community.

The fundamental aim of the Committee is to further school and institution goals through the effective use of coordinated information technologies.  Through mutually beneficial collaboration and sharing of information, the Committee influences plans for advancing technology that will have a tremendous positive impact throughout the University of Maryland Baltimore, University of Maryland Medical System (UMMS), and University Physicians, Inc. (UPI).

In addition to the IT Steering Committee, there are other important information technology planning and advisory groups.  The CIO Issues Committee discusses the major IT issues of the four organizations that comprise the University Medical campus, i.e., the UMB Campus, the School of Medicine, University Physicians, Inc., and the University of Maryland Medical System.  The four CIOs of these organizations meet to discuss issues and common solutions.
The IT Leaders Committee has a broader representation than the CIO Issues Committee, since it includes the leader of IT in each school, library, hospital, UPI, and CITS.  This group meets once every three weeks and discusses tactical and operational issues that relate to the campus IT strategic plan as well as to school and department IT projects and activities.  Current activities and issues, pending implementations, and future plans for the deployment of technologies are the central themes discussed and shared in these meetings.

The UMB eLearning Committee includes a broad cross-section of faculty and staff from the UMB schools, library, and CITS.  It is an active group which meets once per month and it discusses current issues, needs and uses of campus software, and advances in eTeaching and eLearning technologies.  It has made progress in connecting and engaging each school in the development, delivery, and support of eLearning at UMB.
A campus-wide “Ideal Classrooms Committee” also has broad representation from individuals in the schools as well as central departments, e.g., facilities management, procurement services, and CITS.  This Committee meets quarterly and some of the objectives include:  sharing inventories of classroom technologies; minimizing cost through leveraged procurements of classroom technologies; sharing needs; sharing personnel resources; sharing expertise; and, sharing lessons learned.

For more information regarding current and past IT Committees and Advisory Groups, please visit:

http://www.umaryland.edu/cits/ITsc.html
http://www.umaryland.edu/cits/committees/index.html
This UMB IT plan can be found at:   http://www.umaryland.edu/cits/plan_links.html
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