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Measured Outcomes
Technology Security

Goal:  Address requirements and vulnerabilities with appropriate technologies and create greater awareness of its complexities.
Current Objectives:

· To meet community needs for access to information while protecting university assets from threats, intrusions, and compromises.  

· To meet all regulatory compliance requirements.

· To assess risks and vulnerabilities through a comprehensive review of all technologies including network (wired and wireless), system, server hardware, client devices, application software, etc., and implement new technologies when needed.  
· To strengthen security through policies, procedures, and operational changes.

· To disseminate information and educate the campus on security issues, including the offering of training programs for faculty, staff, and students.

Action Items and Outcomes Measures:

1) To continue to obtain feedback from our constituencies so that we balance the security and privacy needs of the campus without making people feel as though we are “big brother”.

a) In Summer 2005, input and feedback from the campus community will be collected.

2) To continue to use the enterprise-wide IT Security Workgroup to discuss priority topics, develop common draft policies for review, and submit these documents for legal and executive review and approval.

a) By May 2005, the following policies will be finalized: Anti-Virus, Device Naming, Operating System Patch Management, Password, Remote Access, Incident Response, PDAs, and HIPAA specific and Security “best practices” policies. 

3) To be even more proactive and comprehensive in reviewing and addressing IT security through the addition of another position in the campus security group.

a) By May 2005, the campus security group will have another full-time resource.

4) To implement the following technologies: a firewall module for managing multiple firewalls from the same management platform; a set of applications for maintaining, monitoring, and troubleshooting the campus network; and, an updated intrusion detection system that will efficiently protect data and the information infrastructure.
a) By May 2005, the campus security team will have installed and configured:

i. The Cisco Firewall Services Module

ii. The CiscoWorks LAN Management Solution

iii. The advanced Cisco IDS

5) To address campus-wide identity management issues by reviewing current processes and procedures, making recommendations, and begin implementing new procedures for strengthening identity management.

a) By Fall 2005, the IT Security Workgroup will have investigated current processes and made recommendations for improving procedures for account management; including procedures for providing access for new employees, and removing access for terminations and departures from UMB.

6) To heighten security awareness and education through ongoing communications to the entire UMB community.  
a) By May 2005, the campus community will have received information (via e-mail, websites, the VOICE, etc.) regarding policies and common security practices for addressing the HIPAA Security rule and security vulnerabilities.  

7) To provide new and existing UMB employees HIPAA orientation and training material.

a) By May 2005, the Human Resource Services department will have prepared HIPAA Security material for dissemination to new employees.  HIPAA covered entities (School of Medicine and School of Dentistry) will provide training to their current employees.  

Administrative Systems

Goal:  Implement and provide support for systems which provide members of the 
UMB community with convenient, intuitive and authorized access to data 
that promotes the efficient administration of the University.
Current Objectives:

· To continue implementing state-of-the-art administrative information systems. 

· To provide support for administrative systems. 

· To monitor the data integrity of UMB mission-critical administrative systems databases.

Action Items and Outcomes Measures:
1) To complete the implementation of the eUMB financials and grants system in 2005, which means:
a. Completing the technical design, development, and testing of conversions, interfaces, enhancements, modifications, and reports.

b. Configuring, installing, and managing the back-end computing infrastructure.

c. Initiating and supporting system integration testing.

d. Completing the development of a contemporary web reporting tool that will allow for immediate generation of summary as well as detail reports of financials and grants information.  The on-line reporting capability will allow for immediate sorting of entire school or individual department information in a summary or detail format.  The RAVEN tool (Reporting and Viewing Enterprise data) will generate a real-time, on-line report of department and project budgets, pre-encumbrances, encumbrances, expenditures, and balances.  Access to RAVEN will be through the Portal.   
e. Completing the application security design and development.

f. Building and supporting the necessary training environments.

g. Configuring and implementing the production database environments.

2) To maintain and enhance the eUMB Human Resources and Payroll system.

a. By March 2005, complete the payroll encumbrance functionality and commitment accounting enhancements.

b. By March 2005, create a downloading function containing payroll charges detail and retro charges detail for the UMB research administration community.

c. By March 2005, implement an employee leave balance page.

d. By April 2005, complete the integration of the HRMS with the Portal
i. Affiliate functionality

ii. Convert User-Id to Employee-Id

e. In 2005, support Financial Services in evaluating and implementing a solution to complete and initiate a process for check cancellations and employee repayments through an off-cycle processing function.

f. In 2005, support Financial Services in evaluating and implementing a solution to process non-resident alien, fellows, and independent contractors through the Central Payroll Bureau payroll system for proper IRS taxation and reporting.

g. In 2005, support and develop the processes to integrate HRMS with eUMB financials and grants.

h. In 2005, develop a plan for implementing some HRMS self service capabilities.

i. In 2005, investigate the technical requirements for implementing an electronic employee timesheet.

j. By first quarter of 2006, will have performed an analysis of version HRMS 8.9 or greater.

3) To maintain and enhance the Student Information Management System (SIMS).  

a. During first quarter of 2005, convert from SSN to Generated Numbers for SIMS IDs.

b. By the third quarter of 2005, configure and install the hardware for the web-centric architecture of Banner version 7.x.

c. By first quarter of 2006, upgrade the software to Banner version 7.x.

d. By the fourth quarter 2005, complete an assessment and project plan for integrating SIMS with Blackboard.

e. By the second quarter of 2005, complete the building and testing of SIMS interfaces to eUMB financials and grants.

f. By Fall/Winter 2005, provide authorization to SURFS via authentication to the campus Portal.

g. By the third quarter 2005, automate the Law School methodology for prioritizing student selection for overbooked courses.

h. During the first quarter of 2005, make the decision, and if yes, then by the second quarter implement the Recruitment Module for the School of Nursing.

i. During the first quarter of 2006, revise training materials to reflect Banner version 7.x new look and functionality.
j. Provide on demand, custom training for SIMS Faculty Advisement module and functionality.

4) To complete the implementation of the COMPCO Telephone Billing System.
a. By end of January 2005, configure, install, and manage the back-end computing infrastructure to support the development and production servers.

b. By first quarter of 2005, distribute UMB organization telephone bills on-line.

5) To complete the implementation of the Environmental Health & Safety Training Management (TMS) application by the third quarter of 2005.

6) To assess the feasibility of loading the Research Data Warehouse from ORD sub-system files, rather than from ORD MIS, in the first quarter of 2005.
Electronic Communications
Goal:  Electronic communication services will be recognized for: providing seamless 
and intuitive connections to individuals throughout the campus, schools, 
hospital and UPI; contemporary functionality; and reliable, high-quality 
service and support.

Current Objective:
· To provide contemporary technology solutions, as well as coordinated procedures, that supports an electronically connected community of individuals across the campus, schools, UPI, and hospital.
Action Items and Measured Outcomes:

1) To upgrade SAN/server architectures and messaging software, migrate users to this new environment, and maintain connections, where necessary.  
a) By February 2005, implement a campus SAN/server architecture to support Exchange 2003.

b) By Summer 2005, Dental School users will have been migrated from the school’s Exchange 5.5 server to the CITS Exchange 2003 environment.
c) By end of calendar year 2005, School of Social Work users will have been migrated from the school’s GroupWise server to the campus Exchange 2003 environment.

d) In 2005, School of Law users will be migrated from a Law School managed Exchange 5.5 server to a Law School managed Exchange 2003 server.  
e) By Spring 2005, a plan for migrating Administration and Finance users will be finalized.   

f) By Fall 2005, all current users of the CITS campus Exchange 2000 environment (President’s office, Academic Affairs, Office of Research and Development, Office of External Affairs, and CITS) will have been migrated to the campus Exchange 2003 environment.

g) Test and maintain connections to the School of Medicine’s Exchange 2003 environment.

h) By end of calendar year 2005, implement new, improved solutions for connecting and maintaining connections to existing GroupWise messaging systems.

2) To upgrade hardware and improve functionality for students (Openwebmail), and those faculty and staff using UMnet.
a) By Summer 2005, a development server environment will have been implemented and testing of the newer software and associated functionality for Openwebmail and UMnet will have been completed.

Campus Directory Services, Identity Management and Portal 
Goal:  Build a directory services, identity management architecture that facilitates 

single sign-on to applications via the campus Portal and considers 

authentication and authorization solutions that meet enterprise-wide needs.    


Current Objectives:

· To consider the interdependencies within our enterprise and to propose appropriate solutions for a Directory Services architecture.

· To propose a single sign-on infrastructure and authentication solution that meets enterprise-wide needs.
· To ensure that appropriate security standards are considered.

· To populate a directory that includes all faculty, students and affiliates of our user community; and, an identity management system which provides improved security, better and easier systems administration, and enhanced services to users in our enterprise.

· To develop and implement an effective, user-friendly Portal.

· To pursue long-term identity management, authentication and authorization solutions for a heterogeneous computing environment.  

Action Items and Measured Outcomes:
1) By the first quarter 2005, install and configure the back-end computing infrastructure to support the production directory services database and automated processes to maintain its data integrity.

2) By the first quarter 2005, install and configure the back-end computing infrastructure to support the campus Portal.
3) In the first quarter of 2005, explore the options and possible solutions for implementing a USM/UMB music/video service for students.  

a. If it is a “go”, then use directory services for authentication of students to this service, and launch in Fall 2005.

b. Post a link for subscribing to this service on the campus Portal.

4) By Spring 2005, implement an affiliate management system for creating, maintaining, and deleting accounts of individuals who are affiliated with UMB.

5) By Spring 2005, build and deploy an identity management database that will be an up-to-date authoritative identity repository for UMB faculty, staff, students and affiliates, and their organizational units, roles, groups, and other attributes.

6) By Spring 2005, implement and deploy a directory service and LDAP solution that would address authentication.
7) By Spring 2005, implement and launch a campus Portal that is intuitive and user-friendly and that gives users simple, quick, secure access to information resources.
8) By Spring 2005, provide single sign-on access to eUMB HR/Payroll application. 
9) By Summer/Fall 2005, integrate campus Directory Services with the One Card application.

10) By Summer/Fall 2005, integrate Directory Services with the University of Maryland College Park ALEPH Library System for HS/HSL.

11) By the fourth quarter 2005, provide single sign-on access to eUMB financials and grants system via the campus Portal.

12) By Fall/Winter 2005, complete an assessment and project plan for providing single sign-on access via the campus Portal to Blackboard.

13) By Fall/Winter 2005, complete an assessment and project plan for providing single sign-on access via the campus Portal to SURFS.

14) By the first quarter of 2006, determine the appropriate single sign-on product that will allow the campus Portal to interface with other enterprise applications.
15) To investigate an automated directory service, identity management solution that would address authentication, account management, and authorization issues in a federated environment.  
a. By second quarter 2006, the campus-wide Directory Services Committee has learned how automated identity management solutions could be applied in a federated environment.

b. By second quarter 2006, the campus-wide Directory Services Committee has learned how Shibboleth and possibly other authorization models could be applied in a federated environment.

Service Delivery

Goal:  Provide a highly effective delivery of service and support system which 
focuses on the needs and requests of students, faculty, staff, and 
administrators; apply and adapt technology to improve the quality 
of this delivery. 

Current Objectives:

· To meet the service and support needs of the campus and school community by continuing to develop the operations in the Assistance and Service Center; advance ASC staff knowledge and the technology available to them for processing and resolving service requests; to coordinate and collaborate with other help desks and service operations in the schools, UPI, and hospital; and, to proactively inform the campus community about UMB technology as well as the status of specific requests and problems.

· To provide technical assistance for enterprise-wide systems and technologies and to expeditiously respond to the service calls from campus constituencies pertaining to these technologies.

· To provide training for enterprise-wide systems.

· To facilitate a software acquisition program for students, faculty and staff.
· To provide accurate, up-to-date, and pertinent information for students, faculty, staff, and administrators on the CITS computing/technology website.
· To create and foster open channels of communication to better inform the campus community and to aid in the evaluation of the effectiveness of services and support.
· To treat UMB students, faculty, staff, colleagues, and co-workers as treasured customers, and provide excellent service to the UMB community.

Action Items and Measured Outcomes:

1) To have quarterly meetings with CITS, School of Medicine, UPI, and hospital Help Desks.

2) To meet quarterly with the schools and administrative areas supported by the campus Help Desk.

3) Implement an assessment instrument for obtaining input and feedback regarding CITS service delivery.

4) By Spring 2005, develop and commit to a sustained communication plan for CITS.

a) To develop and distribute CITS online news reports on a  

     regular basis.   

5) To do a monthly review of the CITS website and post new or enhanced information on an on-going basis.
6) To collect and report a comprehensive set of Help Desk statistics monthly.

7) To manage the affiliate account creation and access system.
a) By Spring 2005, a system will be in place where affiliate accounts will be created, modified, and inactivated, thus enabling these accounts to be included in the UMB on-line directory and other published directories.
8) To facilitate Skillsoft on-line training.
       a)  By Spring 2005, the CITS Help Desk will serve as a point              

of contact and provide support for faculty and staff in the      uses of the Skillsoft on-line training software. 
9) The design, development and delivery of “Intro to HRMS Portal” training to initial users of MyUMB will be performed in Spring 2005.
10)  The development of the eUMB “Power User” corps (to help staff the eUMB financials and grants testing, training, and post go-live support) will occur between January 21, 2005 and December 24, 2005.
11) The design, development and delivery of end-user training for eUMB financials and grants will occur between February 2005 and December 2005.
12)  The design, development and delivery of transition training for SIMS users migrating to the web-based Banner 7.x environment will occur in the first quarter 2006.  
Technology for Teaching and Learning

Goal:  Support faculty in their use of on-line and classroom technologies and in    

their initiatives to enhance instruction and learning with technology.  


Current Objectives:
· To introduce faculty to new software, web as well as classroom technologies, and to assist faculty with developing knowledge of, and skills with, emerging technologies.

· To assist faculty with designing courses delivered solely or partially on-line.
· To facilitate the delivery of education to students anytime and anywhere.
· To ensure that both the web and classroom technologies are easy to use and intuitive.
· To ensure that the technologies available to faculty (equipment, the network, software, etc.) work reliably well.
· To assist and collaborate with faculty in the development of effective “teaching with technology” models.

· To support faculty instructional and research initiatives that send and receive voice, video, and data across the campus network and the Internet.

· To create a support structure for faculty such that teaching with technology is an exciting, easy transition and not a burden fraught with difficulties.

Action Items and Measured Outcomes:

1) To support a contemporary Blackboard eLearning computing environment (i.e., most recent version of the software, hardware upgrades and maintenance, course creation, course back-ups, class list uploads, and technical assistance).
a.) By Summer 2005, implement a Blackboard Traditional development server environment for faculty and staff to test new versions of software and associated functionality.

b.) By Summer 2005, implement a Blackboard Continuing Education development server environment for faculty and staff to test new versions of software and associated functionality.
2) To continue to implement easy to use, intuitive, and state-of-the-art classroom technologies.  

a.) In 2005, the campus-wide Technology Classroom Committee will make recommendations regarding the ideal UMB classroom(s).

i. The objectives being pursued by the Technology Classroom Committee include: sharing inventories of classroom technologies; minimizing cost through leveraged procurements; sharing school, department needs; sharing personnel knowledge; and sharing lessons learned. 

3) By Spring 2005, work with the school IT Leaders and faculty to arrive at a short-term solution for the effective use of the current campus test scoring service; and by Fall 2005, leverage the membership of the UMB eLearning Committee and work with the school IT Leaders and faculty to decide on a more contemporary technology and support solution. 

4) To leverage the membership of the UMB eLearning Committee to: continue to offer training and professional development workshops in Blackboard, other web technologies, audio-video technologies, video-conferencing equipment, and with software programs used for teaching and learning.  
a.) In 2005, the eLearning Committee will host another seminar/workshop to demonstrate and discuss technologies and e-Teaching techniques.

5) To leverage the membership of the UMB eLearning Committee to discuss and raise issues regarding Blackboard software and other eLearning technologies.

a.) In February 2005, Blackboard Corporation representatives will be visiting with the eLearning Committee to discuss current issues with the software.
b.) Follow-up discussions with Blackboard will continue throughout 2005.

6) To implement a USM sponsored faculty development and support program (as part of the Board of Regents Efficiency and Effectiveness program and the USM On-line Learning Committee).

a.) In 2005, plans for a USM-wide sponsored faculty development and support program will be developed. 
Wireless Computing

Goal:  Build a wireless environment that provides ubiquitous Internet access as well 

as a secure, universal authentication solution for gaining access to school, 

department, hospital and UPI sub-networks.     

Current Objective:
· To continue to use the enterprise-wide Wireless Committee as a vehicle for exploring, discussing and recommending solutions that will meet the stated goal.
Action Items and Measured Outcomes:
1) Between January 2005 and September 2005, undertake research and invite individuals from similar institutions to UMB for conversations and presentations regarding their wireless implementations.

a. Determine how similar institutions have implemented ubiquitous wireless Internet access (without authenticating) to students, etc. across the enterprise.

i. Explore the implementation of wireless connectivity and access to the Internet in public/open areas in and around UMB.

2) Between January and September 2005, invite vendors to UMB for demonstrations/presentations regarding their wireless products.

a. Explore solutions and make recommendations for solving the universal authentication issue.

3) By Fall 2005, make a recommendation for resolving the “who owns”, “who manages” dilemma.

Data, Voice, Video Infrastructure 

Goal:  Build and maintain a contemporary data/voice/video infrastructure which 
effectively supports the research, education, and administration of UMB.    


Current Objectives:
· To acquire and install fiber-optics for the Bio-Park, providing two different routes (a redundant path) for obtaining access to the commercial Internet and Internet2. 

· To install appropriate network and computing technologies in and for the first Bio-Park building.
· To plan, evaluate, and award a contract for enhanced UMB telephony services.

· To work with the UMATS council on solutions that will maintain or increase bandwidth while at the same time reduce costs.  

· To develop plans that would ensure efficient and effective disaster management.
· To work with facilities management to maintain and/or upgrade computing devices and facilities, where and when necessary.

· To promote Internet2 and the capability of the high-speed Abilene network for collaborating with colleagues at other institutions and research agencies.

· To educate faculty, researchers, and staff on the use and benefits of video-conferencing as well as transmitting large files of data and/or images across the campus and Internet2 Abilene network.

Action Items and Measured Outcomes:

1) By February 2005, an RFP for Telephony Services will have been finalized and posted.  

a.) The contract will be awarded in June 2005.

b.) The implementation will begin in July 2005.

2) In February 2005, the network equipment and building electronics will be purchased and by April 2005, the equipment will be installed and the network will be activated in the first Bio-Park building.

3) By April 2005, the second diverse fiber “run” from Howard Hall to the first Bio-Park building will be completed.
4) In Spring 2005, school and department IT disaster management plans will be shared among the UMB IT Leaders.

5) In Spring 2005, CITS will work with Facilities Management to complete an upgrade to the system used to cool the server infrastructure which supports campus enterprise projects and systems.   

6) In Summer of 2005, the UMATS Council will be meeting to discuss and vote on the technologies and budget for FY 2006.
7) During 2005, invite vendor(s) and institution(s) to UMB to present, demonstrate, and share information regarding state-of-the-art classroom technologies and computing machines/devices.
Web Development, Environments

Goal:  Enhance the web presence for the schools and the University as a whole by 

building dynamic and interactive environments for sharing and collecting 

information.  

Current Objective:
· To serve as an intuitive and useful tool for gaining access to information resources and for raising the visibility of UMB programs, services, and activities.
Action Items and Measured Outcomes:

1) To enhance the performance of the web server, content management software and ColdFusion code.
a.)  In the first quarter 2005, the current CITS web technology   

      platform will be converted from UNIX/Solaris to an      

      Intel/Windows platform.

2) To enhance the functionality of the content management software.

       a.) In Spring 2005, the content management software  

            will be upgraded to version 3.3.4.

3) By Spring 2005, the campus Portal will have been expanded to include a look and design of existing school web pages as well as campus web pages.  

4) To work with the Office of External Affairs to redesign the existing UMB Home Page, Template, and Standards.

a.) In Winter/Spring 2005, the process of website redesign will commence.

b.) In Spring 2005, prototypes will be developed and distributed for feedback.

c.) In Summer/Fall 2005, the new UMB Home Page, Template and Standards will be launched.

5) To add the online credit-card processing/payment functionality.
a.) In Spring/Summer 2005, this functionality will be launched for the UMB Freezer Program.

6) During Spring/Summer 2005, additional training and support will be provided to the developers and users of the newer version of the content management software.

IT Policies, Procedures and Agreements
Goal:  Develop a comprehensive set of contemporary policies and agreements that 
address the use of information technology as well as regulatory requirements 
and laws.  

Current Objectives:
· To enhance and revise current policies to make them more contemporary and complete in the coverage of acceptable use as well as with issues relating to HIPAA, the Patriot Act, FERPA, and other regulatory and legal requirements, and communicate these policies to the UMB community.

· To prepare service level agreements with non-UMB entities housed in the Bio-Park or elsewhere on campus and which use UMB computing resources.

Action Items and Measured Outcomes:

1) By Spring 2005, revise the existing UMB Information Technology Use Policy to reflect new requirements and guidelines.
2) In Spring 2005, finalize a notice reminding users of computing policies and laws and initiate at the login prompt every 90 days when user passwords are changed. 

3) In Spring 2005, finalize and offer data and voice service agreements to select non-UMB tenants of the Bio-Park.

4) In 2005, finalize additional IT Security policies.

5) To post policies on the web and communicate their location to the UMB community.

a. During 2005, post new policies on the web and announce their location to the UMB community via e-mail messages with links to the respective webpages.

b. In 2005, as part of the completion of the UMB website redesign, a comprehensive Policy page where all UMB policies can be posted and found will be developed.
Appendix A

School and Department

Technology Projects
2005

School of Medicine

Network Infrastructure

Goal: Improve network reliability and data security. 

Objectives:

1. Improve network core reliability:
a. Install a redundant fail-over firewall.

b. Add redundant fiber core connections.

2. Replace old data switches:
a. Remove most end-of-life Cisco 5500-series switches.

b. Replace with Cisco 4600-series devices.

c. Upgrade infrastructure UPSs.

d. Split power between normal and emergency sources.

3. Improve network security:
a. Upgrade IDS software.

b. Reconfigure IDS operation.

c. Test SSL VPN access for network resources.

4. Outfit Administration Bldg for clinical research use:
a. Cat 6 cables and jacks.
b. New data switches.
5. Outfit SOM floors in BioPark Building:
a. Wired connections.

b. New data switches.
HIPAA Security

Goal: Add controls to secure the workplace.

Objectives:

1. Complete new HIPAA Security policies.

2. Reconcile Privacy and Security policies.

3. Develop disaster recovery plan.

4. Train the workforce:
a. Create training materials.

b. Deploy them.

c. Regularly report on workforce training.

5. Automatically patch SOM workstations to protect against intrusion:
a. Receive and deploy OS patches.

b. Evaluate spy- and ad-ware defenses.

Website Reorganization

Goal: Build a web-based locale of helpful information and feedback.

Objectives:

1. Focus on the reasons visitors come to the SOM Website:
a. Define reasons for visits.

b. Identify corresponding outward- (and inward-) facing content.

c. Create appropriate branding.

2. Improve content indexing:
a. Define metadata tags.

b. Apply them rigorously to all content.

3. Simplify navigation:
a. Test different navigation schemes.

b. Implement the best ones.

4. Organize information for the SOM workforce:
a. Research.
b. Education.

c. Administration.
Web Service

Goal: Make data readily available to and from School applications.

Objectives:

1. Tie existing applications to Active Directory.

2. Offer new services to end-users.

3. Pilot IT management dashboards.

Joint Clinical Information System Project

Goal: Select a first-rate clinical information system to enhance patient care, provide a great patient experience, promote clinical research and facilitate medical education.

Objectives:

1. Complete the vendor selection process:
a. Secure executive leadership agreement.

b. Define research and teaching requirements.

2. Develop a project plan:
a. Engage UPI and all UMMS organizations.

b. Engage representative clinicians and technicians.

3. Complete a cost/benefit analysis.

4. Help form a CIS governance group.

Education Technology

Goal: Create places for faculty and students to use technologies best suited to the SOM’s education mission.

Objectives:

1. Renovate existing lecture hall space.

2. Prepare for mobile computing devices.

3. Enable wireless roaming.

Dental School

Projects 
1. Implement Digital Radiology in clinic operations.

2. Upgrade the AxiUm clinical information system to newer version, more functionality:


a. Enhance reporting capability; generate reports.


b. Work on grading issue; establish new procedure(s)/software solution(s).


c. User support.
3. Complete RFP for new clinic technologies; proceed with RFP process, select 

    company/product(s).

4. Select building and classroom technologies for installation in the new Dental building.

5. Configure Wireless network “zones” in the current Dental School building.

6. Desktop replacement/upgrade program:


a. Install new computers; complete the two-year project to replace 200 machines. 


b. Move existing and previously replaced computers from the old Domain to the 

                new Active Directory Domain in the Campus “forest” infrastructure.


c. Upgrade Windows 2000 computers to Windows XP Pro.


d. Upgrade Microsoft Office 2000/XP to Office 2003 on all workstations.


e. Upgrade Symantec Anti-virus clients to the latest version.


f. Move unused clinic computers to new locations for the Digital Radiography 

                project.


g. Replace AxiUm Lab computers 
7. Audio Visual program enhancements:

a. Expanded inventory of available equipment posted on the School website.


b. Demonstrations of the equipment will be scheduled and provided on a regular 

    basis.

c. Training will be provided to faculty and staff in the use of this equipment.

d. Support will be provided to faculty and staff when the use the equipment.
8. E-mail migration to campus Active Directory and Exchange 2003:


A major upgrade from the school’s existing email server to the new campus 
    Exchange 2003 email server environment will be performed. The new system will 
    provide:
a. The latest version of Microsoft Exchange.

b. More functionality with Outlook Web Access.

c. A SPAM filtering appliance to cut down on unnecessary emails.

d. A new shorter email address comprised of your first initial, followed by your 
    last name @umaryland.edu.

e. Better security as all user connections via the web will utilize SSL encryption.

f. Increased storage space for email; doubled from 50MB to 100MB.
9. Computing Infrastructure enhancements:
Upgraded, new server hardware will be purchased and installed for the AxiUm 

clinical information system, etc.  The new equipment will include contemporary 

data storage capability.
10. IT Security enhancements:


a. HIPAA Security compliance:

 
i. New Policies.



ii. School-wide Training.
b. Installation of a new Symantec Anti-virus server.

c. Development of a disaster recovery/business continuity plan.

11. Website content project:

Updates will continue to be made, e.g., technology tutorials; e-mail upgrade 

information page, news, announcements, etc. 
School of Law

Projects

1. Redesign of School Website; updating content, showcasing faculty and scholarship 

    information.

2. E-mail migration to campus Active Directory and Exchange 2003:


A major upgrade from the school’s existing email server to a Domain in the 
   campus Active Directory infrastructure and running Exchange 2003 will be performed.
3. Upgrading the Case Management System (Clinical Practice) with Web access.

4. Implementing and supporting a new laptop requirement for all students in Fall 2005:


At least 80% of Law students take essay exams on the computer.

5.  ABA accreditation requirements for Distance Education have changed for students in 

     residency:


Requirements may lead to more web-delivered teaching.

6. Technology competency program for aspiring lawyers is being discussed with Law 

    School faculty. 

7. The UMB Acceptable Use Policy revisions and Computer log-on notice are 

    precipitating many fruitful discussions within the Law School:


The Law School is preparing to implement and enforce these policies.

8. A campus/School of Law scanning/grading solution is being implemented:


New test scanning hardware and software is being purchased by CITS for use by 

   faculty in the School.
School of Nursing

Projects

1. Establish emergency generator connectivity to SON servers.

2. Leverage Ideal Classroom Technology UMB committee for guidelines and advice. 

    SON Media Director is Chair of this Committee.

3. Wireless bar code pilot project for two clinical simulation labs and business 
partnership development for additional wireless clinical applications.

4. Purchase and installation of file server for research projects branch.
5. Purchase and installation of file server upgrades for Faculty/Staff branch.
6.  Completion and paper testing of Business continuity plan and Emergency Prep Plan 
     for SON IT.

7. Purchase and installation of centralized resource scheduling software.

8. Updating technology and support of the Wet labs and other research labs.

9. Online education growth in Blackboard and addition of new product line online 
    Continuing Education with online registration and certificate generation.
10. Process Improvement committee- new SON committee- (Advising and resource 
      scheduling).

11. Technology Enhanced Instructional Resource Committee- new SON committee (Web 
      education and distance education as well as traditional classrooms).

12. Data ports project with the SOM in the standardized patient care area for Med student 
      use for documentation.
13. Purchase and installation of Cisco VPN Remote Access solution.
14. Completing website updating and new look and feel in Spring 2005.  Final testing in 
      place now and verification of information on new pages with owners.
15. The School of Nursing is a founding partner in the Not for profit corporation 
      IVINURS which is modeled off the highly successful IVIMDS:

a. The International Virtual Medical School (IVIMEDS) now has 37 Partner 
                Institutions, across 14 countries. IVINURS intends to work collaboratively as 
                appropriate with others such as IVIMEDS, in areas of mutual interest and 
                benefit.


b. IVINURS International Virtual Nursing School is a collaborative initiative set 
up in November 2004, which is developing an extensive digital repository of
e-learning materials and a range of educational products and services, for use 
in Nursing Education world wide. The purpose of this venture is to provide 
global educational solutions to local healthcare needs through a collaborative 
network of international Partner Institutions. IVINURS educational approach 
promotes best practice in learning and teaching for nursing. The first ten 
Founding partners are based throughout the world and will work in partnership, 
to establish a repository of quality learning materials. Initially these web-based 
resources will be piloted in the nursing programmes of the FPIs.


c. This initiative, known as the International Virtual Nursing School (IVINURS) 
was instigated by the University of Dundee, and its viability was considered in 
February 2004 at an international meeting in Edinburgh, Scotland. 

School of Pharmacy

Projects

1. IT is working to develop a unified framework (application portal of sorts) that will 
allow faculty, staff and students appropriate easy web access to several areas of 
information:
a. Academic Information – primarily for faculty:

i. Academic summary of students with pictures.
ii. Centralized Course Information Systems that provide school specific needs including syllabi as well as easily accessible class lists.

iii. Updates to the Rotation Management System (heavy use).

iv. Improvement to applicant information systems for our two graduate programs (85 Ph.D. students).
b. Sponsored Projects/Contract & Grant Information for faculty to be built upon 
the existing Sponsor Projects Management System Database.

2. Academic Issues:

a. Investigate centralized course evaluation and capability to administer exams 
using exam computer technology.

b. Centralization of some of our assessment data such as a development of a 
centralized system to track student academic performance in some key 
elements of our curriculum.

c. Develop an Academic Database that will be built on other existing databases to 
aid in assessments and reduce redundant collection of information.

3. Continue to implement a secure, flexible wireless infrastructure that will allow use to 
expand our network as desired.

4. Investigate IDS/PIS (Intrusion Detection/Prevention Systems) in an effort to identify 
and contain any new or existing threats.  Strengthen emergency recovery plans.

5. Investigate and evaluate alternative scheduling programs that will support a highly 
unique and diverse schedule of classes that varies from week to week.

6. External review of School website and navigation.

7. Upgrade Practice Lab system and procure new equipment.

School of Social Work

Projects

1. A major upgrade from the school’s existing email services to a Domain in the campus 
Active Directory infrastructure and running Exchange 2003 will be performed.  The 

School will be migrating from the GroupWise e-mail system to a Microsoft Exchange 

platform:


a. Active Directory migration targeted for Spring 2005 completion.


b. Migrating from GroupWise to Exchange platform targeted for Summer 2005.

2. Developing a Training program for faculty and staff (for both the e-mail migration 

related issues and general computer technologies issues).

3. IT Disaster Recovery and Business Continuity Plans will be developed for the School. 

Health Sciences/Human Services Library

HS/HSL IT projects tend to revolve around the development and provision of resources to the UMB community and beyond.  The projects for 2005 can be divided into infrastructure and resource/services.

1. Infrastructure:
a.  Redesign of our public website to enable new features.  In 2004 we 
incorporated RSS feeds and blogs.  We continue to find ways to make our web-

site and its resources more easily and clearly accessible.  We received an 
exemption from the campus IRB to go ahead with focus groups and online 
questions querying users about preferences and usage.

b.  Redesign of our Intranet.

c.  By July 2006, new staff workstations in compliance with National Library of 
Medicine, University System of Maryland and Affiliated Institutions (USMAI) 
computing specifications.

d.  Procurement of a content management system that meets our needs by 
December 2005. 

e.  Procurement of a software called Serials Solutions that will provide accurate 
print and e journal lists for users and backend statistical analysis and 
manipulation tools for staff.
f.  Work with CITS, Auxiliary Services, and UMCP Information Technology 
Division to use the directory services project as an authentication tool to 
replace UMnet, and eventually tie into the One-card project for bar-coding and 
user identification, copying, and fee payment.

2. Resources/Services:
a.  The HS/HSL has been selected to work with the National Institutes of Health 
to develop the Maryland GoLocal project.  This project links the national 
health information resource, Medline Plus, to local health information, 
including statistics, support groups, health care providers, and community 
organizations.  The first version will launch in late April 2004.

b.  The HS/HSL will co-host with Hopkins Welch Medical Library, “Ownership 
and Access in Scholarly Publishing” on April 6.  In addition to the live forum, 
it will also be web cast nationally and digitally archived.

c.  On February 14 the HS/HSL will launch its latest web site, “The Charlotte 
Ferencz Congenital Heart Disease Web Site.”  This was a partnership with Dr. 
Ferencz to develop a web-based resource to share her expertise world wide.

d.  Recompete the regional medical library, five year, $8.5 million contract.  This 
contains a certain level of technology competency and programmatic needs 
that must be met.

e.  The HS/HSL has been selected to host a national exhibit entitled “Changing 

the Face of Medicine” which will have a high-tech, information kiosk based 
component.  The dates of the hosting will be announced.

3. Continuing:
a.  Ongoing service on all CITS committees and task forces.

b.  Partnerships with schools to provide technology-based information resource 
education.

c.  Expansion to provide resources and services to Human Resources, UMMC, 
and the BioPark.
Administration and Finance

Projects

1. eUMB:


The eUMB Project has included the implementation of the Human Resources and 

Payroll System.  The next phase of the Project, which will be launched in 2005, is the 

Financials and Grants system.  The A&F departments most deeply involved with this 

phase are Financial Services and Procurement.  The anticipated benefits of the 

Financials and Grants System include:


a. Tracking budget balances on all department grants online and in real time.

b. Submitting and approving requisitions online with electronic routing to 

Procurement and tracking the status online.

c. Access to a new and powerful reporting tool called RAVEN for tracking 

organizational budgets and reporting financial information.  

To come later this year with the eUMB financial and grants system implementation:

a. Orientation sessions with “power users.”

b. Finalizing Configuration and Prototyping Phase, which determines what 
business processes will be handled by the new, web-based system is finished.  
Financial Services, the Budget Office, and the Office of Research 
Development have combined with the Project Team to define the ways in 
which the system will generate grant accounts, calculate indirect cost, bill 
agencies, process purchase orders, pay bills, balance the books, and 
communicate with the State. Detailed procedures and related policies and rules 
have been drafted.  School-based staff members have been consulted whenever 
a design decision was likely to impact functions that are distributed to the 
schools. Necessary configurations and customizations to the software have 

been identified.
c. Completing technical modifications made to the software.

d. Testing to make sure the system works the way it has been designed.

e. Training all UMB personnel who will be using the new system.
2. One Card (Operations and Planning area):


The One Card will tie in card access from libraries, parking, Athletic Center, etc.  

Committee will be working with schools and departments regarding One Card access; 

system to be launched late 2005.

3. Human Resources Services:


a. Streamlining services of the HR Service Center.


b. Website forms integration with other Central Service offices.


c. SkillSoft (Online Training Software):



i.   Pilot an online learning program with IT personnel



ii.  Develop a program that includes access for non-exempt personnel.



iii. Use for Collective Bargaining Training.

4. Environmental Health and Safety Training Management System:

a. EHS training enrollment.

b. Administration of courses.

c. September “go live.”

Office of External Affairs

Projects
1. Updating/testing new disaster recovery plan:

a. Greatly expanding storage requirements.

b. Greater Usage of OEA resources by outside departments.

c. Utilizing Annapolis Office resources.

Goals:



i.   Minimize decision making during crisis.


ii.  Decreasing recovery time.
2. Setting up electronic document management for critical documents:

a. Currently identifying vendors.

Goals:



i.   Disaster recovery.


ii.  Flexible searching.


iii. Minimize handling of critical documents.
3. Examining potential of adding a web-based interface to BSR Advance Development 
Information System:

a. Our campus is starting a new campaign with a goal in the $500 million range.

b. Currently 66% of users outside OEA.

Goals:



i.   Vendors' web product is more flexible version in terms of 
customization.


ii.  Improved remote access.


iii. Reduce time to perform upgrades.
4. Video for training:

a. A supplement to one-on-one training and user group meetings.

b. More flexible scheduling.

Goals:



i.   Increase awareness of system capabilities.


ii.  Improve consistency.


iii. Reach users with extreme time constraints.
5. Automated reporting:

a. Automatic generation of reports.

Goals:



i.   Reduce staff time generating standard reports.


ii.  Guarantee delivery of reports regardless of illness/vacation/training.
6. Dashboards:

a. High level summary reports.

b. Currently defining critical measurable measures.

Goal:

Keep high level management aware of critical factors in an easy to review format.
7. Web redesign (Communications area):

a. Periodic redesign of campus web site.

Goals:



i.   Easier to use.


ii.  Up to date and professional appearance.


iii. Easier updating.
8. Wireless:

a. Set up wireless access point in 515 West Lombard.

Goal:



Provide flexible access for staff and visitors.
Office of Research and Development

Projects

1. eUMB financial and grants system implementation:
a. Sponsor table building.
b. RAVEN for grant reporting.
2. Implementation of electronic routing and budget sheets for research proposals.
3. Eliminate HP System, ORD Shadow System, input data directly into the Research Data 

Warehouse.

4. Analysis of pre-award functionality and system requirements, in preparation of the 

implementation of a pre-award grants system.

5. Bio-Park network and telecommunications service offerings to Bio-Park tenants.
Appendix B

Committees and Advisory Groups

Campus-wide IT Planning

There is a tremendous need to coordinate the information technology changes constantly affecting the campus.  The primary advisory group, named the UMB IT Steering Committee, includes a select group of UMB faculty, staff and administrators to reflect the diverse academic and administrative interests of the UMB community.

The fundamental aim of the Committee is to further school and institution goals through the effective use of coordinated information technologies.  Through mutually beneficial collaboration and sharing of information, the Committee influences plans for advancing technology that will have a tremendous positive impact throughout the University of Maryland Baltimore, University of Maryland Medical System (UMMS), and University Physicians, Inc. (UPI).

In addition to the IT Steering Committee, there are other important information technology planning and advisory groups.  The CIO Issues Committee discusses the major IT issues of the four organizations that comprise the University Medical campus, i.e., the UMB Campus, the School of Medicine, University Physicians, Inc., and the University of Maryland Medical System.  The four CIOs of these organizations meet monthly to discuss issues and common solutions.  An example of a positive outcome from this CIO collaboration was the formation of an enterprise-wide IT Security Standards Committee.  This committee includes representatives from each UMB school, major administrative area, the library, UMMS, UPI, and CITS.  The cross-organizational communication and work of this Committee has lead to the development of common policies and practices, and the collective enforcement of those policies.  By sharing expertise, knowledge, and resources, mutual benefits and success with information technology security has been achieved within, and across, organizational boundaries.

The IT Leaders Committee has a broader representation than the CIO Issues Committee, since it includes the leader of IT in each school, library, hospital, UPI, and CITS.  This group meets once every three weeks and discusses tactical and operational issues that relate to the campus IT strategic plan as well as to school and department IT projects and activities.  Current activities and issues, pending implementations, and future plans for the deployment of technologies are the central themes discussed and shared in these meetings.    

The UMB eLearning Committee includes a broad cross-section of faculty and staff from the UMB schools, library, and CITS who discuss eLearning and eTeaching techniques, technologies and support issues.  It is an active group which meets once per month and it has made progress in connecting and engaging faculty throughout the university.  Through the work of this committee, faculty needs and issues are more widely communicated and understood, and they are influencing the priorities and action items in campus IT plan.

A campus-wide “Ideal Classrooms Committee” also has broad representation from individuals in the schools as well as central departments, e.g., facilities management, procurement services, and CITS.  This Committee meets quarterly and some of the objectives include:  sharing inventories of classroom technologies; minimizing cost through leveraged procurements of classroom technologies; sharing needs; sharing personnel resources; sharing expertise; and, sharing lessons learned.  

Other ad hoc committees were formed during the last several years, e.g., a campus-wide HIPAA committee, which facilitated the planning, implementation, and completion of important HIPAA-driven projects.

In addition to the campus-wide IT committees, there are three important advisory groups, and they are:  the Wireless Technology Advisory Group; Portal Advisory Group; and the Directory Services Advisory Group.  These advisory groups have specific charges that have been given to them by the IT Leadership.  These groups meet as needed in order to complete the charges and make recommendations to the IT Leaders.  These groups have been successful in providing common solutions for the benefit of all UMB organizations.  For UMB, the collaborative solutions model has spawned excitement since it has facilitated the completion of many important strategic initiatives.  

For more information regarding the IT Committees and Advisory Groups, please visit:

http://www.umaryland.edu/cits/ITsc.html
http://www.umaryland.edu/cits/committees/index.html
This UMB IT plan can be found at:   http://www.umaryland.edu/cits/plan_links.html
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