University IT Steering Committee Meeting
Tuesday, April 27, 2004

9:00  – 10:30 a.m.
School of Nursing, 655 W. Lombard Street, Room 470
Meeting Minutes

Peter J Murray – Facilitator
Attendees:  Lani Barovick, Judy Blackburn, Dr. Kathleen Charters, Dr. Barbara Covington, Tim Munn for William Cooper, Joseph Evans, Marjorie Forster, John Geiman, Lily Gold, Robyn Kirby, Teresa LaMaster, Dr. Malinda Orlin, Paul Petroski, Chris Phillips, David Pitts, Terrence Smith, Dr. Maureen Stone, Dr. Howard Dickler, M. J. Tooey
Review of minutes

Meeting was opened with Dr. Murray thanking everyone for their attendance, and a review of the January 28, 2004 minutes.  Dr. Murray requested that each attendee check the minutes for accuracy.

Dr. Murray asked for a correction to the bottom of page 6.  Last comment should be from C. Phillips, instead of C. Fitch.

Introductions of attending members.

Dr. Murray:  Thanks to those of you who submitted topics of conversation.  We received some good feedback.  Four topics were identified as being of interest to the Committee.  Those topics are:  IT Security and the IT Security Workgroup; the State Network Summit (which occurred recently at UMBC); the eUMB HR/Payroll and Financial/Grants Project; and, e-Directory (Directory Services project).  After our topics discussion, we will take about 40-45 minutes to go around the table and talk about the major activities that are underway within each area (within each school or department) that we have identified as IT priorities for the University.
IT Security and IT Security Workgroup
F. Smith:  Over the past few months, the IT Security Workgroup has been doing a lot of background, work and we as a campus are in pretty good shape.  As a campus with the rules we have in place, and the firewall at the front door, we’ve managed to get through a few crises with the worms and viruses of the past and we’ve had some pockets where patch management has not been up-to-date, which has affected us.  Overall, we have fared quite well.  We have developed a campus-wide IT Security Workgroup.  We meet weekly to develop policies that everyone on campus can use.  We have developed and completed three already:  Anti-virus, Patch management, and Device Naming.  We are working on other policies as well.  We will create a web page where all these policies can be found and made available to the campus.  Today we have a security website which is already up, and gives a list of detailed information on everything that has happened to date.  We have also put together a campus license for HF Net check, which is helping us to deal with the patch management.   We have this license available; it’s available for everyone on campus.  Hopefully we will have three or four more policies in the next month or so, as we continue.
Dr. Murray:  The IT Security Workgroup is campus-wide, and includes the Hospital and UPI.  Campus-wide means all schools and all departments that have an IT Professional that works on security are participating, or are welcome to participate on this Workgroup.  Once in place, policies will be enforced across the board.  UMB securities web page has all the policies on that page if you are interested in seeing any of them, it is available at:  http://www.umaryland.edu/cits/security/index.html.
Dr. Orlin:  I certainly get the sense that we are feeling more protected than a lot of other institutions.
L. Barovick:  What are our long-term goals for security?
F. Smith:  We don’t have a good answer for that, because we are at the mercy of Microsoft.  Unless we change operating systems and come up with something that is more secure, you are at the mercy of Microsoft.  When Microsoft finds something wrong, you have to deal with it at that point.

Paul is going to tell us about the State Network Summit.

State Network Summit
P. Petroski:  On Friday, April 16th, a group of approximately 100 people got together at UMBC Technology Center.  There were representatives from the Department of Budget and Management, UMATS Network, as well as people from the State Department of Transportation, Sailor, the MAX and Verizon were there.  This was the first time within a ten year period that groups of people who deal with networks across the state have gotten together to share information about where they are, what they are doing, etc.  Network Maryland was a big presence there.  The presentations made at this Summit and more information can be found at:  http://www.usmd.edu/swnt/.  The Summit participants talked about customers, architect of the network, the types of technologies being used, what the futures were for these networks, etc.  All-in-all, it was an excellent day.  This type Summit will be done at least semi-annually or possibly quarterly.

One of the big issues discussed was getting network connections to the Eastern Shore.  Right now the only way to get to the Eastern Shore is traversing wireless and going to Wilmington, Delaware.  There is conduit on Bay Bridge which may afford us broadband to the Eastern Shore.
Dr. Murray:  There was excellent attendance and great interest in collaborating to connect and pass information through these disparate networks.  The principals were present to tell how we can use existing technologies to pass information through the connected network(s).  One of the initiatives at UMB is the Telemedicine Project.  Currently we use ISDN lines, which is outdated technology and it is rather expensive.  If we can pass information and use applications for telemedicine purposes to remote locations, with a higher bandwidth and possibly have less cost.
eUMB HR/Payroll and Financials/Grants Project

C. Phillips:  In the Financials/Grants part of the project, there are almost 1,000 tasks.  In the HR post implementation package of initiatives there is over 400 tasks; therefore, simplification of presentation for eUMB is not easy.  We are on schedule with the plan we presented two years ago for eUMB.  We hope to have all the major pieces done by July, 2004, which includes encumbrances and direct processing, and automation of the Merit/Cola process.
Financials/Grants project is gearing up in terms of how we want to do business.  We have been meeting with the Central office(s) and campus process owners to find out what needs to be covered, what does not belong, and who we need to have present when we make decisions about processing.  We have planned approximately 160 sessions between now and fall to examine all the configurations, how we want them to work, what has to be modified due to state or federal regulations, or to meet security regulations for our campus.  We will be making decisions, recording and getting the technical portions done as soon as possible.

J. Geiman:  We are asking the campus for a lot of help and support on this project.  We will need your input and the various inputs of your staffs and the various schools and units to make decisions.  The process of reengineering what we are doing will mean major changes for a lot of the campus.

Dr. Stone:  Presently I can recite my account number.  How will I do this if it changes to more numbers?

J. Geiman:  We will work through making it as easy as possible.  There will be some drop-down boxes.

Dr. Stone:  I’m not concerned with inputting the numbers at the computer; I’m focusing on when I’m away from the office and need to have my account number.

J. Geiman:  Have a cheat sheet.  The new Financial/Grants systems will require more input, however, the improved reports received from the system will be phenomenal.
M. Forster:  In order to be successful, we must have campus cooperation.  We’ve formed a specific group to keep communication flowing regarding the changes to our system, to be addressed and instituted now, where possible.

J. Geiman:  To go forward, you must have a communications plan and a change management plan in place.  We have not put a new system up since 1982, when the challenge was to meet the needs of the UM System.  This time, we are putting up a system that fits our own needs.

J. Evans:  Requisitions and receivers are the Procurement portion that will really change.  However the requisition and receivers will be online.  You will not have to worry about physically transporting them.
Dr. Covington:  I’ve just lived through this type of implementation when I was in Texas.  I can say that when you do not participate, you do not get the things you need.

Dr. Murray:  We reviewed a number of phases at a meeting yesterday which was focused on eUMB.  We’ve almost completely gotten through the Chart of Accounts; we are now moving into what is called the configuration and prototyping phase which will go on for the next six months.

Let’s move on now to a presentation by Kent Buckingham to talk about Directory Services.  Directory Services is really an important project because a lot of things tie into having an identity management core database.  So that you can develop things like a portal; if you have one sign-on you can get access to multiple applications.  We all need this project in place.

e Directory (Directory Services Project)
K. Buckingham:  We hope to create a system that can eliminate the many user passwords that all of us currently have.  We plan to create Directory Services that will store that information and you will be able to possibly use one user ID and password that will allow you to access all CITS supported applications and you may be able to tie that in with your local LANS as well.  
We’ve broken this project into four phases:

Phase One – Creation of the Portal and Directory Service with HR

January ‘05

Phase Two – Financials






July ‘05

Phase Three – Other applications (Blackboard, SIMS, etc.)

Phase Four – Other directories (Hospital, eventually UM System)

The handout is addressing Phase One of the project.  We’ve recently hired someone to help with this project, and are in the process of evaluating some vendors that can help us with the PeopleSoft Portal computation.  We are looking at two specific vendors, and will be working with Procurement to make that happen according to the expertise that would best suit our needs.  Next, we will be starting development work (i.e., setting up the server, software), configuring that along with the development directory; prototyping that information, working on single sign-on, how the portal works, developing pagelets, branding the portal, developing a training plan, Quality Assurance testing, setting up our production environment and then migrating our development environment into that production environment.  We plan on going live in January of 2005.
Dr. Murray:  The portal helps you navigate and makes it easier to use the applications.  From there, Financials/Grants will be the second phase, and eventually we will connect this directory throughout the campus, and hospital.
J. Blackburn:  Will you ever be able to put those things like BSR on the Directory?  Will you be able to do this fast enough, so that I won’t have forgotten all the places I have to go with it?

K. Buckingham:  I think that this will definitely be a multi-year project.  It will be on-going as we get more experience under our belts.  I don’t know if we will be able to do BSR; however, in the future, we on expanding the number of information resources available in the Portal.
Chris:  It would also address at least part of Lani's question from earlier, i.e., the long-range strategic approach to some help with desktop applications.
K. Buckingham:  As we build a framework for these things, the ability to grant access to the individuals is going to be increased dramatically, as well as the ability to remove access when people leave the University.  Right now, it is very much a manual process.  You will still have to change your password.  We have yet to define how frequently password changes will occur.  A more complex password would not have to change as often.  Allowance for a simpler password, however, would create more frequent change.
Dr. Murray:  Moving on now, I would like to engage each of you in conversation about these IT areas that have been identified.  Your perspectives as to some of the major activities in any one or more of these areas are requested.  The intention is not only to put campus-wide activities in the IT Plan, but to populate the IT Plan with the major activities within each school and department as well.
D. Pitts:  The redesign of our network and e-mail are the two big projects in the School of Social Work.
T. Munn:  In the School of Pharmacy, we are in the midst of our second migration for the year.  Our first was from a Novell environment to a Windows 2000 active directory environment.  In the midst of our second change, we are exploring SSL-DPL clients.
R. Kirby:  One thing we’re doing at the School of Law is using the VPN access.  We have decided to go ahead and restructure our network this summer so we can take advantage of it.  We will take advantage of the VPN technology that was built into the Pix in the first place.  We are still looking at the Active Directory, as far as which way we will go.  We have to deal with it now, since there are so many things on campus that just rely on it.
T. LaMaster:  We have a big Legal Clinic of about 23 practices online, listing issues about students, and ways to integrate attorney/client privileges.   A new clinic case management system may be the solution to our trying to manage data for large amounts of clients in the clinic where time matters.
Dr. Covington:  We have been working on becoming wireless, which has now become complicated because other Schools use wireless.  Our goal is for mobile and wireless throughout the school.  Infrastructure wise, it has been a busy year, we are looking to move over to Microsoft.  We have worked on Electronic communications, rules, and regulations.  We are looking at different implementation systems and other VPN solutions.  Education is a huge effort for us next year; some sixty projects regarding teaching and learning.
J. Blackburn:  Our biggest accomplishment is converting our e-mail.
L. Gold:  Social Work is going to online admissions as of this fall. 
Information Technology Updates

Dr. Murray:  An upgrade which is occurring this summer is moving Blackboard to Version 6.  I know it has been anticipated, and faculty in particular have been waiting for it.  Jim Leoni, Brent Nickles and others are working on this project, which will offer a lot more features and functionalities.
R. Kirby:  Will it be available for summer or for fall classes?
Dr. Murray:  Probably for fall classes.  With SIMS, there has really been a lot of good work done in this area; it’s been sort of behind the scenes.  As Lily just mentioned, online admissions, online registration has enabled the students to go in and make changes through self help that is available to them online.  Another project that is significant for us is called Compco, which is telephone billing.
P. Petroski:  Compco is a company that we engaged through competitive processing about five years ago.  Instead of the present paper telephone bills, the next version of the software allows us to basically let users access their bills and information on the web.  That is what we are about to implement.  We will also be tracking telephone sets and inventory through barcodes.  I think it will give a lot more functionality to the end user in looking at details of not only their inventory of equipment, but also their usage.
Dr. Murray:  We have talked about electronic communications.  I have some information from Jim Leoni, who has been in contact with many of the campus IT Leaders and others throughout the campus with respect to e-mail.  At present we have 21 e-mail systems connected.  While this connection is working and we have contemporary features and functionality available to the user population, it is a very complex environment.  Our objective is to maintain the features and functionality and reduce the complexity.  I think we are at a good place now, however we need to start talking about the next steps to make this less complex.
Regarding off campus access, we did discuss briefly VPN connections that are available.  We can promote the use of VPN connections, while at the same time; we need to educate people that they are bringing a machine into the network.  Therefore, they need to keep that machine up-to-date with respect to virus software and a firewall.
As far as service delivery, a lot of activity is going on at the CITS Help Desk as well as the Help Desks around the University.  There is a great deal of cooperation and collaboration between these areas and departments with regard to service delivery.
 P. Petroski:  Thanks to Joe Evans and other people around the table who participated, we now have a MAC Support Contract.  There are people around this campus who do use Macintosh computers.  A group of people from almost every school, as well as Joe and I, participated in putting together a document.  We will also have a MAC Support Group which will probably convene monthly.
Dr. Murray:  There have been a lot of activities with Web Development.
P. Petroski:  Content Management software was acquired about 6 to 7 months ago.  This software allows non-technical people to keep web content fresh.  There are some issues.  Someone must take a stance at reviewing content, prior to publication.

Dr. Murray:  We are getting access to city fiber for the Biotechnology Park, in place probably by an August – September timeframe.  This fiber will also connect our campus to 6 St. Paul Street (Internet2 connection).
F. Smith:  We have 24 fiber cables on the southern route and 36 to the northern route away from campus.  We will be installing 72 routes at the Bio Park.
Dr. Murray:  This has been a productive meeting and I look forward to our next meeting.
