University IT Steering Committee Meeting

Thursday, April 24, 2003

515 W. Lombard Street, 4th floor ORD Conference Room

1:00 a.m.  – 2:30 p.m.

Meeting Minutes

Dr. Murray called the meeting to order, and explained that there may be changes made to the committee, due to some committee members departing the University and the addition of new committee members.

Review of agenda and the last committee meeting minutes.

Dr. McNamee:  I suggest changes to the first paragraph of page 2 of the February 4, 2003 minutes.  Instead of, “The medical school will be putting up a security website”; it should read, “ftp site”.
Participant introductions around the table.

Dr. Murray:  The goals and priorities of the IT Plan have not changed.  Many of the activities and action items under those priorities have been completed, revised or changed.  We will give you an update on those activities, since they are revised based on your feedback, insight, and needs of your areas.  Your role on the committee is to share and communicate, as much as you can, the progress that is being made relative to these priorities.  Your input and feedback are really important to the plan.
With limited and reducing resources, there are only a certain number of things that we can focus on.  These information technology priorities have been identified by this committee as well as others as the priorities for the University.  If we need to adjust them, add one, delete one, we will, based on your recommendations and the recommendations of others in the university community.  We will post an updated plan on the CITS webpage every quarter.  Please look at it, and mention to your colleagues where the IT Strategic and Tactical Plan is for the University.
Technology Security
Paul Petroski:  We’ve had a lot of cooperation and collaboration from many individuals throughout the university community.  I believe the April 14, HIPAA deadline had a lot to do with it, but security activities were already priorities.  We now have a new Security Officer for the campus, Fred Smith who is also our Director of Networking and Telecommunications.  We are looking at it as a three-pronged approach, i.e., technology, awareness and policy.  Security policies will be developed with the schools and the other IT leaders on campus, as well as with the Hospital and UPI.  In addition, two members of Fred’s staff will be involved with desktop and server security issues and activities.  

We have collaborated with the School of Medicine in testing and setting standards; with the School of Social Work, Administration & Finance Network, and the School of Dentistry in tightening access from the outside the university to their particular resources.  
We will be proactive.  We are conducting vulnerability tests.  We are trying to keep you informed of new security breaches that might affect the entire network or sub-networks.  People need to be aware of their need to turn their machines off, keep their passwords protected, etc.  We will begin education classes, probably at the beginning of fall, to assist with these issues as well.  

We have an intrusion detection device that looks at the networking activity.  We are beginning to look at how we can use intrusion detection on servers to prevent attacks.  Last but not least, we are going to develop a web page that’s going to talk about best practices, have all of these policies, procedures, standards that we’ve been developing over the last few months, and will be constantly updated.  There will be links on that web page to certain notifications and these various agencies that list potential security breaches.
Dr. Stone:  What is the Mac presence at the university?  
Paul:  We would like to have greater Mac expertise available.  We currently have limited Mac experience and expertise.  

Dr. McNamee:  We are talking in connection with securities, which most if not all the methods that Paul has spoken about so far, really go across the board regardless of what your platform is.  If we block hacking at a firewall, we block it for everybody, not just for Unix users or Windows users.  If we do intrusion detection system monitoring, we look for signatures or particular kinds of hacks regardless as to whether they are directed to one type of platform or another.  So the benefits are enjoyed by everyone, regardless of what kind of machine they are using.  Right now, the risk profile for NT, Windows NT, or Windows machines is higher, in my opinion, than it is for the other platforms.  So we are focusing more effort there, but we are not ignoring others. 
Robyn Kirby:  Regarding the new firewall; I don’t think Cisco has announced a production-ready “blade”?  We have the same one, we’re still waiting.

Paul:  We have a central firewall appliance that we are using, but we have also purchased what’s called an IDS; a firewall blade that can do subnet security.  There is a problem that has not been remedied yet, so we’re in the same situation that you are.  What we’ve done is looked at the subnets by basically limiting the access to your servers from the outside.  That’s an interim step until we can get that firewall blade implemented.

Dr. Murray:  I think the key thing is that we will continue to be proactive.  We’ve done a lot of things with devices and software and gotten to a point where we are as good as any other university or organization in the country, in terms of what we can actually apply, implement, or install.  However, now we need to be proactive and figure out what else we can do, not only with the technology but with awareness, education, policy and communications.
Electronic Communications (E-mail)

Dr. Murray:  We have connected 18 previously independent e-mail systems, so that they are essentially looking to the user as one system with enhanced features.  We need to continue improving and enhancing the e-mail systems throughout the university. The two key priorities are:  1) to improve our student e-mail system; and, begin migrating e-mail systems to a more contemporary, integrated solution.  With respect to the student e-mail system, we recently did some work improving the performance of the machine where the e-mail resides for the student.  We need to continue to working on a new system for the student and moving away from UMNet.  2) In addition, schools and departments are interested in migrating.  In particular, the School of Pharmacy wants to go first in migrating from GroupWise to Exchange.
Chris:  The first big thing was to connect all the e-mail systems.  Now that connection is done, the technology is changing, and we are looking at how do we migrate to active directory, Windows 2000, Exchange 2000 and 2003 is already on the horizon.  
Marjorie:  Chris, on the Outlook system, in the directory, how is that kept up to date.  Sometimes I can go into that and not be able to find faculty.

Chris:  It might be a problem with one of the connectors.  There are many variables to our hybrid e-mail system now, that at any one time there may be either a backup going on, or a system offline, or whatever else that could produce that result.

Dr. Murray:  It may be that someone has left the University, or someone may have changed schools or departments.  Changes occur with personnel every day, and sometimes these changes aren’t recorded in the system right away.  
A lot of work is still on-going with e-mail, even though it’s been pushed back a little from the visibility standpoint.
Marjorie:  Is there a mechanism available to us to increase the capacity to receive large e-mail attachment packages?
Chris:  Currently, our hybrid e-mail system is exactly that, its hybrid and the actual management of the e-mail is occurring among local e-mail managers all over the campus and the rules may be different, in different places.  There is a limit that we arbitrarily set, and if there is a reason to go beyond the limit, there is a process to go to Jim Leoni.

Roger:  We’ll be going to a new system in the summer, and one of the things we thought of was to get rid of our system all together and move to a centralized system.  When asking about that we want to consider costs, and how much box space we can have, it would be good to know that so that we can decide which way we want to go.  We do have a few users who have an extraordinarily large sized mailbox and that is just how they work.  I just thought the consolidation might be useful in getting rid of all these connectors, perhaps that way we would benefit.

Chris:  On an exception basis, we can authorize individual users to have larger storage; but there has to be some type of criteria, or they will just use up all of our resources.  It is possible to get just the umaryland.edu addresses sent to exchange box
Dr. Murray:  We did size the production server with the capacity to accommodate essentially all the schools and departments, and their respective user populations, in the University.
Student Information Management Systems (SIMS)

Chris:  A lot is going on in the SIMS world.  We are engaged in web registration in the last two weeks, about 2200 students have self registered, four new units this semester; Social Work, Pharmacy, Dental Hygiene and Law.  We are very pleased, and the word we get from both the Law School and the Law Students is that they are pretty pleased too.   We are also working on a couple of new things.  The Office of Financial Aid hired a company called Apogee, and they have developed software that will provide an interface to the State scholarship information.  Beginning next month, we will be using Apogee software so that the Financial Aid Office can load and interface State scholarships electronically into SIMS.  We are working with the Law School, LSAC and Admit M to automate both the admissions process and loading of the Banner database for admissions.  We are working with the Bursar’s office on a net pay initiative, so that when those things do happen, students will be able to pay online as well, which is really what makes the online features really work, because you have a complete cycle of transactions online and be done with it.  A lot of time was spent on putting up that base that is SIMS, but once that was in place it gave us a very solid base to build on.  Now every few months we can offer new features, because we’ve got that new technology in place to build on.
Dr. McNamee:  We have been working with your organization to streamline the process of transferring grades into the SIMS system.  With regard to unusual block scheduling, and the chaotic rotation scheduling, third and fourth year, we don’t have to almost daily go in and enter these things in the SIMS systems, keep them offline and then essentially batch and upload them at one time.  I think we have worked it out in the system, whereby we can insure on our respective ends, the integrity of the information before it gets committed on the permanent journal record of the student.
Chris:  This was a successful, collaborative process which is similar to what is happening with the Law School registration.

Roger:  We don’t use SIMS directly, but we get information downloaded from the Registrar’s Office all the time and since the new system has been on, we’ve been getting a lot more information, a lot more different addresses, and we’ve been getting them much more quickly.  

eUMB Project

Dr. Murray:  Phase I was the HR implementation, and Phase II Payroll.  Phase III is the Financial/Grants implementation.  We went live with HR, October 14, 2002.  We went live with Payroll March 24, 2003.  Everything is working and working well.  It’s not perfect, there are some issues here and there, but that is to be expected.  The system is doing what it’s supposed to do and it will continue to get better.  We will continue to make improvements to the system, and that’s the bottom line.  Right now we are in the stabilization period of time for HR/Payroll and making sure that everything is working properly and addressing clean-up issues.  As we continue down the path, we’ve actually been assessing Financials and Grants since December.  The Financials Committee has been seeing the financials products; a Grants Research Committee has been seeing the PeopleSoft Grants products.  Input has been provided through the committees to Jim Hill, who is chairing the Financials Committee and Jim Hughes, who is chairing the Research Committee.  We are getting to the point where we’ve got enough information to begin implementation planning activities.  That process will begin soon and continue into 2004.  

Lani:  We had a meeting earlier today, and when asked about how things were going, I said, things are so eerily quiet, that when you go into something like this you certainly expect something to go wrong, something major to happen.  I keep running into the Service Center saying, so is everything still okay?  And it has been unbelievably smooth.  We are hearing a lot of positive things via e-mail messages from our customers. 

Dr. Murray:  As we go forward with Financials and Grants, one of the systems that we will have to interface with is the BRAIN, which is the IRB System that the School of Medicine is implementing right now, and will be available to all systems across the University.
Dr. McNamee:  We have a target implementation/go live date of mid May.  An external contractor and our IT organization, together with the Office of Research Subjects have been working closely to make sure that everything stays on schedule and accomplishes the goals we want to reach.  When we have this in place, we will be able to share with everybody around campus, because the IRB serves not only people who are officially members of the campus, but also the VA Hospital and some other organizations that rely on our IRB for their services.
Research Data Warehouse Project

Dr. Murray:  This project has had a really nice outcome.  We are essentially opening up a legacy system so that people can have access to information from this historical database.  Initially, access is provided through Crystal Reports, and the next phase scheduled for completion in the fall is web access to the data.

Chris:  The first phase which was making the data available through a data warehouse and via reports is completed.  
Marjorie:  I think that the web based project will be done in two stages.  The first stage is the one where you can go online and gain information about your entire faculty in several different ways.  The second phase is where the reports that you can now produce through Crystal Reports, will then be available.  Eventually we probably can eliminate Crystal Reports, because everything can be produced on the web.   I think it’s really terrific.

For example, if you are looking for faculty working in a particular area, you can use the web to do a key word search  If you want to identify for a particular faculty member all of the projects that have been submitted or ordered, you can do it by department or by school.  We have quite a number of people who have signed up for access and are using this new capability.  We’ve presented it to the RAC, presented it to Jim Hughes’ Research and Development Advisory Committee and the majority of them have asked for access to the information.  There is information about how to gain access on our ORD website.  There is a form that you fill out, and send over to George Garrity.  He signs off on it, and sends it to CITS for getting access privileges.  
Assistance and Service Center (ASC)
Dr. Murray:  As you know we have built an Assistance and Service Center and it’s fully operational.
Paul:  Monthly statistics on the Help Desk show by category the types of calls we receive, the number of tickets, etc.  The ASC Training group personnel, as well as personnel in the HR Service Center and Payroll, have provided classes such as: Introduction to eUMB, Commitment Accounting, refreshers on how to enter Time and Labor, etc. Those persons who are a part of the Enterprise Training Group, as well as the Help Desk people have collaborated in their approach to problem solving.  The campus help desk people meet monthly to talk about issues.   The Help Desk staff is working with the schools on student orientations.  We work in collaboration with the schools and administrative areas in order to meet critical needs.

Dr. Murray:  Effective support is critically important, especially when new systems go live.  Excellent support really makes these systems successful.  

Internet Service Provider Partnership

Chris:  We are earnestly looking for a partner to provide remote access for faculty, staff and students.  We have vendors coming in all the time, and we are talking with them, and we are making progress.

Web, Internet2, IT Workgroup
Paul:  The Web Team continues to make progress in completing requests and working with schools and departments throughout the university.  Internet2 demonstrations have been underway and will continue.  The sessions show faculty how to transmit large data files as well as introducing them to videoconferencing for teaching and collaboration.  The Baltimore Education Research Network is making progress.  The central connection point for UMB, Hopkins, et. al. to Internet2 will be built at 6 St. Paul St. in Baltimore City.  The completion target date is August 1 and we are on track for meeting that date.  Lastly, an IT workgroup has made some progress with identifying some areas for procurement savings.

Dr. Murray:  A great deal of collaboration has occurred throughout the university.  With excellent working relationships and with common goals and priorities, much more progress can be made.  I am looking forward to working with you in furthering the collaborative spirit and our shared successes.       
The next University IT Steering Committee Meeting will take place on Tuesday, July 22, 2003, in Room LL158 of 515 W. Lombard Street, from 10 a.m. until 12 Noon.[image: image1.png]



